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Abstract. The spread of artificial intelligence (Al) systems is already reshaping how states
interact in an increasingly multipolar international environment. It puts additional pressure on
traditional multilateral formats, encourages great powers to rely on narrower, selective coalitions,
and creates openings for countries of the Global South to advance their own agendas. For Ukraine,
which operates under wartime constraints, this dynamic is directly linked to balancing security
needs and external cooperation. The article examines how the diffusion of Al is changing the
principles and practical rules that structure interstate behaviour, and what opportunities this creates
for coordinated initiatives by Global South countries aimed at supporting political stability in the
international order. The study relies on targeted qualitative content analysis of leading policy
reports and academic publications from 20242025, structured comparison of the positions of major
powers and groups of Global South states, and elements of process tracing using examples from Al
policy. Al is emerging as an independent driver of rule change in international relations. Instead of
slow-moving universal regimes, we increasingly observe a layered architecture: a minimal set of
shared global signposts, more detailed regional regulatory solutions, and selective coalitions of
states that adopt compatible standards. The Global South does not act as a single bloc, but specific
States are able to propose practical standards for transparency, accountability and interoperability
with relatively low coordination costs. For Ukraine, an effective approach is a “security—
cooperation” strategy: joining focused coalitions in Al-related areas that matter for defence,
resilience and productivity, while insisting on transparency, accountability and technical
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interoperability in order to avoid asymmetric dependencies.

Keywords: artificial intelligence; international relations; multipolarity; security policy;
information policy;, economic policy, selective coalitions; Global South; transparency;
accountability, interoperability.

Anomauin. [lowupenus cucmem wmyunozo inmenexmy (L) exce 3mintoe npunyunu u
npasuna 83aemooii Oepicas y 06a2amononocCHoMy cepedosuyi. BoHO niocunroe KOHKYpeHyito
nioxo0ieé GeluKux oepoicas, CMUMYIIOE nepexio 6i0 YHIBepCaibHoi 0azamocmopoHHOCHE 00
celeKmusHUx gopmamie cnisnpayi ma i0KPUBAE «BIKHA MOMCIUBOCMENY OJisl KPAiH 2100AIbHO20
1ligons. [{na Yrpainu, sika die 8 ymogax 6itiu, ye 6e3n0cepedHbo No8 si3aH0 3 NOEOHAHHAM De3neKu
i 306HIWHBOI KoOnepayii. Memoto cmammi cmano 3’acysanns, Ak came nowupenns LI eniusac na
eBONIOYII0 NPABUTL | NPAKMUK MINCOEPAHCABHOI 83AEMOOIT Ma AKI MONCTUBOCMI Ye CMBOPIOE OJis
V32002iCeHUX HiYyiamue Kpain enobanviozo 11ieous uwo0o niompumanHs noaimuyHoi cmabiibHocmi
MICHAPOOHO20 NOPAOKY. 3aCmoco8ano CNPIMOBAHUN SAKICHUL KOHMEHM-AHANI3 AHATTMUYHUX
36imie i akademiunux nyonixayiv 2024-2025 pp., cmpykmyposane NOPIGHAHHS NO3UYIL BETUKUX
oeporcag i epyn Kpain 2enooanvrozo 1lie0Hs, a makodc enemenmu 6i0CMeNCeHHs npoyecie Ha
npuxaaoax nonimux LI Il cmae camocmitinum opatieepom nepepopmamysants MidCHaAPOOHUX
npasuil; 3aMicmv NOGLILHUX YHIGEPCATbHUX PENCUMIB popMyembes bazamowaposa apximekmypa -
MIHIMANbHI YHIBEPCANbHI OPIEHMUPU, DECIOHANbHI PeCYIAMOPHI DIUEHH Ma CeNeKMUBHI KOAMYil
«cymicHuxy napmuepis. Iloszuyii enoboanvroco IlieoHa 3anuwiaomecs pacmenmosanumu, aie
0armsb MONCIUBICMb NPONOHY8AMU NPUKIAOHI CMAHOApPMuU Npo30pocmi, nio3eimHocmi ma
iHmeponepabenbHOCMi 3 HU3LKOIWO 8apmicmio  y32000cenHs. [[na  Yrpainu onmumanvhoro €
cmpamezisi «be3neka - cnienpaysay: yuacme y eubipkosux xoaniyiax y cgepi LI 3a ymos
OOMPUMAHHS NPO30POCMI, NIO36IMHOCMI MA MEXHIYHOI CYMICHOCMI pileHb, I3 MIHIMI3ayicto
acumMempudHux 3a1edcHocmel.

Knrwowuosi cnoea: wmyunuii inmenekm,; MINCHAPOOHI BIOHOCUHU; 0OA2AMONONIOCHICIb,
nonimuxa Oe3nexu, iHgopmayitina NONIMUKA;, EKOHOMIYHA NONIMUKA, CeNeKMUBHI Koaniyii;
enobanvrutl Ilisoens,; nposopicmo, nio36imuicmo, inmeponepadenbHicm.

Introduction. In the mid-2020s, it’s becoming pretty clear that the international landscape is
shifting away from the concept of universal multilateralism. We’re seeing a rise in multipolarity,
with major powers leaning more towards flexible, ad hoc cooperation formats. Research from top
think tanks highlights a competition among various policy approaches and practices, which seems
to be sidelining any single “rulebook.” This is happening even as the global conversation pushes for
a “renewed, fair multilateralism” that could help restore the effectiveness of collective decision-
making (Chatham House, 2025; Munich Security Conference, 2025; United Nations Secretary-
General, 2025). In this context, technology is stepping up as a significant force for change, with the
spread of artificial intelligence systems becoming a crucial dividing line in today’s security policies
and economic coordination (Robinson, 2025; Zeng, 2025).

Artificial intelligence is transforming three interconnected areas all at once. First up is the
security domain: the dual-use nature of Al technologies, along with concerns about algorithmic
transparency and risk governance, brings about new demands for responsible-use principles in the
military and political realms (Zeng, 2025). Next, we have the information and media landscape:
automated data-processing systems, generative models, and the rapid pace of information cycles are
shaping agenda-setting, resilience against manipulation, and public trust in institutions. This is
pushing states to refine their rules of engagement in the global information space (Robinson, 2025,
United Nations General Assembly, 2024). Lastly, there's economic policy: the dynamics of
productivity, investments in “clean” technologies, and supply-chain management are becoming
increasingly linked to data analytics and automated decision-making, which in turn alters the real
incentives for cooperation between countries (Hart, 2024). When you look at all these factors
together, they amplify the imbalances of influence and speed up the reconfiguration of the principles
that guide interactions among states (Munich Security Conference, 2025).
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The Global South is carving out its own unique space in the world. You can really see its
growing influence as it tries to push forward its own policies on how to use and regulate Al
(Mampilly, 2025). However, the lack of a unified stance means these efforts often end up scattered
and inconsistent. For Ukraine, the situation is quite urgent: with the ongoing war and limited
resources, the focus is on aligning security goals while still leaving room for collaboration. This
means steering policy towards selective ways of engaging with major powers (Kapitonenko, 2025;
Perepelytsia, 2024). Another layer of complexity comes from the strengthening ties between
Moscow and Beijing, which shifts the balance of power and affects external support - key elements
to consider when looking at the political stability of regional alliances (Kuzio, 2024). Ukrainian
scholars also point out that some of China's views on multipolarity could limit the political
independence of middle powers, making it essential to examine these ideas closely, especially in
terms of fair interaction principles (Stafiychuk, Matviienko, & Matviienko, 2024).

Bringing all these observations together, the main question this article seeks to answer is: how
does the rise of artificial intelligence change the principles and rules governing interactions between
countries in a multipolar world? Additionally, what opportunities does it create for countries in the
Global South to work together in maintaining the political stability of the international order?

The purpose of the study. The goal of this study is to explore how the rise of artificial
intelligence technologies influences the development of principles and rules that guide interactions
between countries in a multipolar world. It also aims to evaluate how countries in the Global South
can work together to create initiatives that balance the strategies of major powers while promoting
political stability in the international system.

Literature review. In recent comparative studies conducted by prominent think tanks, it’s
clear that major powers are shifting their focus from universal institutions to more flexible, situation-
based forms of cooperation. Chatham House points out a move towards selective engagement
mechanisms, while the Munich Security Report 2025 highlights a growing multipolarity and a
rivalry of policy approaches that are now influencing how countries interact with one another
(Chatham House, 2025; Munich Security Conference, 2025). A special discussion in International
Affairs raises important questions about transparency and accountability in the use of Al systems,
emphasizing the need to avoid the militarization of this technology and the imbalances of power it
can create (Robinson, 2025, Zeng, 2025). Additionally, policy analysis emphasizes a transition from
mere rhetoric to tangible actions, establishing practical guidelines for developing shared rules and
procedures in related areas of public policy (Hart, 2024).

Ukrainian scholarship aligns closely with these insights, placing them within a security-
political framework. Political scientist Mykola Kapytonenko highlights how resource limitations
among key players lead to selective coalitions and a fresh look at multilateral engagement strategies
(Kapitonenko, 2025). Meanwhile, Professor Hryhorii Perepelytsia provides a solid analytical
framework for evaluating the political resilience of Ukraine’s foreign policy in a fragmented
landscape, where having clear principles and decision-making processes becomes even more crucial
(Perepelytsia, 2024). Additionally, Professor Taras Kuzio illustrates how the growing strategic
partnership between Moscow and Beijing is shifting the balance of opportunities and risks, which
in turn impacts cooperation with major powers and the dynamics of external support (Kuzio, 2024).

The work of Professor Viktor Matviienko delves into this same area of concern. A
collaborative examination of China’s vision for a multipolar world reveals possible limitations on
the political independence of middle powers and outlines the risks that arise from differing
approaches to rules and interaction practices (Stafiychuk, Matviienko, & Matviienko, 2024).
Previous analyses of NATO-Russia relations offer a historical and conceptual framework that helps
us understand how straying from established institutions can lead to more unpredictable and
situational forms of cooperation - an insight that remains crucial in light of today’s technology-
driven changes (Matviienko & Yakovenko, 2020).

To sum it up, international reviews set the stage for rethinking political rules in this fast-paced
era of technological change - especially in the realm of artificial intelligence (Chatham House, 2025,
European Union, 2024; Munich Security Conference, 2025, Robinson, 2025, United Nations
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General Assembly, 2024; Zeng, 2025). Meanwhile, Ukrainian studies provide practical analytical
tools to evaluate resilience and potential strategies when engaging with major powers (Kapitonenko,
2025, Kuzio, 2024, Matviienko & Yakovenko, 2020, Perepelytsia, 2024, Stafiychuk, Matviienko, &
Matviienko, 2024). This blend allows us to connect a global perspective with a national one, using
comparative insights to fuel further empirical research on Al as a crucial force shaping
contemporary international relations.

There are two key research gaps that emerge from this discussion. First, the swift rise of Al
systems hasn’t been thoroughly examined as a factor that could lead to a reevaluation of the
principles and rules guiding interstate relations in a multipolar world (Munich Security Conference,
2025; Robinson, 2025; Zeng, 2025). Second, even though Global South states are gaining more
institutional influence, it’s still unclear how effectively they can coordinate their responses to the
competing political strategies of the great powers (Chatham House, 2025; Mampilly, 2025).

Main results of the research. A thorough look at international reviews and expert
publications reveals that the rise of artificial intelligence systems is one of the key forces
transforming how countries interact in today’s multipolar world. As different policy strategies
compete, major powers are increasingly leaning towards more flexible and situational forms of
cooperation. At the same time, the demand for agreed-upon “minimum frameworks” is outpacing
what institutions can provide (Chatham House, 2025; Munich Security Conference, 2025). This
study highlights three significant areas of change that are influencing state behaviour: security
policy, the information and media landscape, and economic policy.

In the realm of security, the dual nature of Al brings about new demands for transparency and
accountability. The same algorithms that improve targeting precision or battlefield assessments can
also lower the bar for using force or make it harder to manage escalation. The ongoing discussion
around “militarized AI” indicates that differing views on risk and what level of automation is
acceptable often shape policy decisions more than the actual technical details of the systems.
Consequently, the focus shifts from the “hardware” to the processes involved: ensuring responsible
use is evaluated through data management, training oversight, model validation, output reviews, and
protocols for shutting down autonomous functions in sensitive situations. Practically speaking, this
translates to a need for clear transparency regarding goals, testing phases, and incidents, along with
specific agreements among like-minded partners that can be quickly updated without lengthy global
negotiations (Zeng, 2025).

The landscape of information and media is undergoing a significant transformation, largely
due to the dramatic decrease in costs and the rapid pace of content creation made possible by
generative models. While there are undeniable advantages, the potential for manipulation is also
increasing, which threatens to undermine trust in institutions and complicate elections and crisis
communications. In response to these challenges, we're starting to see a push for greater
transparency and accountability: initiatives that call for documenting the origins of data, labeling
Al-generated content, and implementing quick debunking strategies in critical situations. Both
academic efforts focused on defining “responsible AI” and high-level political actions are playing a
role here. For instance, the UN General Assembly Resolution 78/265 establishes a framework for
what constitutes “safe, secure, and trustworthy” systems, providing a common language for nations
aiming to reduce risks in civilian areas, including the information ecosystem. In practice, this is
leading to a shared understanding of expectations around model transparency, guidelines for how
public authorities should engage with platforms, and technical standards for identifying misleading
audio and video content (Robinson, 2025, United Nations General Assembly, 2024).

In the realm of economic policy, Al is now a litmus test for the authenticity of state strategies.
External partners and investors are increasingly scrutinizing political statements, assessing them
through the lens of tangible actions and budgetary decisions. Consequently, performance metrics
now encompass real capital investments in digital infrastructure and computing power, as well as
the necessary safeguards for Al usage in public procurement, the ability to adjust supply chains, and
commitments to workforce training. The competition for establishing sensitive segments of
technology value chains - and securing access to dependable energy sources - promotes selective
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agreements that can be quickly negotiated and modified. This practical approach - evaluating policy
based on actions rather than mere words - helps to alleviate uncertainty for businesses, simplifies
cross-country policy comparisons, and fosters a common ground for coordination in both
multilateral and bilateral settings (Hart, 2024).

In a nutshell, Al is pushing countries to clearly define their principles of transparency and
accountability while also encouraging them to work together flexibly, especially when it comes to
reaching universal agreements that can be tricky. It's right at this crossroads - between “minimum
frameworks” and selective formats - where we see real chances for positive initiatives from Global
South nations. These are practical solutions that require little coordination and help avoid adding to
the political instability in the broader context (Chatham House, 2025; Hart, 2024, Munich Security
Conference, 2025, Robinson, 2025, United Nations General Assembly, 2024).

The rise of multipolarity, along with the swift advancement of artificial intelligence, is
prompting major powers to rethink their usual ways of interacting. In the past, global institutions
were the go-to places for aligning strategies, but now we’re witnessing a noticeable shift towards
more flexible formats with a smaller group of participants. These settings allow for quicker decision-
making and more adaptable agreements in response to rapid technological changes (Chatham
House, 2025; Munich Security Conference, 2025). This doesn’t mean we’re abandoning the
universal level; rather, it’s about layering “fast tracks” on top of a shared foundation of rules, which
helps cut down coordination costs in areas where the relevant timelines are measured in months
instead of years.

The key factor driving this change is the security aspect of Al. Different views on the risks
associated with autonomy - and how adversaries might act - lead to uneven expectations regarding
transparency, limitations, and oversight. This situation erodes trust in large multilateral agreements
and pushes countries toward forming tighter, like-minded coalitions. These groups can more readily
come to consensus on testing principles, agree to avoid certain functions in sensitive situations, and
establish procedures for sharing incident information (Zeng, 2025). In simpler terms, the focus is
shifting from rigid, universal frameworks to adaptable shared practices and protocols that can be
quickly updated as new technical risks arise.

One important aspect to consider is the relationship between information and media.
Generative models have made it cheaper to produce content and have sped up how quickly it
spreads, which opens up new avenues for manipulation and can undermine trust in institutions. On
a global scale, countries have only managed to establish a basic level of shared understanding, as
seen in the UN General Assembly Resolution 78/265, which addresses safe, secure, and trustworthy
Al systems. However, the nitty-gritty details - like how to label synthetic content, what transparency
requirements models should have, or how to engage with platforms - are often worked out in more
exclusive settings and bilateral agreements. This is where differences in political systems and
regulatory capabilities can be taken into account (Robinson, 2025; United Nations General
Assembly, 2024). The outcome is what we might call a “mosaic of compatibility,” where small
groups create technical standards and processes that are then partially adapted for broader use.

The third dimension focuses on economic policy. Nowadays, external partners and investors
are increasingly evaluating a state's approach to Al based on real actions: investments in
infrastructure, public procurement rules that ensure the safe use of algorithms, workforce training
programs, and the ability to adapt supply chains. This practical perspective creates a demand for
specific cooperation tools - ranging from thematic partnerships to limited mutual recognition
agreements on model assessment procedures - which are generally easier to establish and quicker
to implement than broad, universal agreements (Hart, 2024). 1t also limits the room for empty
promises, as effective coordination is closely linked to budgets, productivity metrics, and specific
standards.

The result is a complex structure made up of various rules and practices. At the “lower” level,
there’s a universal baseline of shared signposts that guide us, providing direction and broad value
frameworks for civilian Al applications (United Nations General Assembly, 2024). Moving up to
the “middle” layer, we find regional mechanisms that establish binding requirements for large
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economic areas. These mechanisms have proven effective in outlining risk tiers, system categories,
and oversight procedures, becoming essential points of political compatibility for neighbouring
countries and partners (European Union, 2024). Finally, at the “upper” level, we see selective
coalitions at work - small groups of states that pilot common interaction standards in specific areas
and quickly expand successful practices through bilateral relationships or “plus” mechanisms.

When it comes to politics, this multilayering really ramps up the competition between
different approaches while also opening doors for collaboration. On one side, we have various
models of Al governance - ranging from those that prioritize innovation to those focused on security
or human rights - which present different sets of rules and can lead to fragmentation (Chatham
House, 2025; Munich Security Conference, 2025; Robinson, 2025). On the flip side, the rise of
strong regional hubs and club-like arrangements makes it easier to cooperate when universal
processes hit a snag, gradually improving the compatibility of policies across states (European
Union, 2024, United Nations General Assembly, 2024).In practical terms, this means we’re seeing
the development of shared protocols for testing and certifying systems, agreement on basic data
governance requirements, the establishment of quick channels for sharing information about
incidents and “model failures,” and the growth of joint research and workforce training programs
(Robinson, 2025).

One notable effect is the selective inclusion of partners beyond just the main great powers. To
strike “fast” deals, you need reliable implementers and compatible regulatory practices. As a result,
major powers create parallel offers tailored for various groups of Global South countries - ranging
from technical assistance to market access - in exchange for adhering to specific transparency and
accountability standards in Al deployment (Chatham House, 2025; Mampilly, 2025). This is where
“windows of opportunity” emerge: states that are ready to adopt clear and replicable rules can tap
into resources and projects, while the great powers find new avenues to promote their preferred
strategies.

When you look at it all together, the move from universal institutions to more selective
cooperation isn’t just a passing trend; it’s a smart reaction to the fast pace of technology and the
unpredictability of politics. This shift doesn’t eliminate the universal level; instead, it flips the order
around: smaller, more focused arrangements pop up first to test out the rules and procedures, and
only after that do certain elements start to form the foundation for wider collaboration. For countries
wanting to keep their options open when dealing with major players - Ukraine being one of them -
this setup allows them to join practical coalitions without losing sight of their national priorities.
Plus, it helps build a kind of “compatibility capital” that makes it easier to coordinate on broader,
universal platforms later on (European Union, 2024, Kapitonenko, 2025; Kuzio, 2024; Perepelytsia,
2024; United Nations General Assembly, 2024).

The impact of Al on the rules governing interstate interactions is quite evident in the policies
of countries in the Global South, though these changes manifest in various ways. A common thread
among them is the desire to merge access to technology with the need to maintain political
independence; however, their priorities differ. For some governments, the focus is on development
goals like digitalizing public services, boosting productivity, and promoting inclusion. In contrast,
others prioritize controlling the information landscape and minimizing susceptibility to outside
influences. As contemporary scholars point out, the term “Global South” primarily represents a
political assertion to define one’s own strategies rather than a shared geographical identity, which
explains the natural diversity of viewpoints and the lack of a unified set of rules that everyone can
agree on (Mampilly, 2025).

In real-world scenarios, we can see three main paths taking shape. First, groups tend to come
together around specific issues - like ensuring transparency in how Al is used in public services -
and they establish baseline standards for data quality, auditing, and accountability. Next,
partnerships based on shared capabilities - such as having access to data centers, skilled workers,
and a local market - quickly kick off joint pilot projects and create templates for others to follow.
Lastly, we have “bridges” that connect different regional groups, where countries of varying
influence agree on fundamental compatibility principles while leaving the finer details to smaller
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discussions. Each of these paths creates “windows of opportunity”: nations that are ready to provide
clear, replicable guidelines for Al usage in key sectors can tap into resources and expertise, while
more capable partners find reliable platforms for testing and scaling their practices (Mampilly,
2025).

At the same time, there are significant risks to consider: gaps in infrastructure and human
resources, differing opinions on how much the state should intervene in the information landscape,
and the fierce competition among major powers to establish their own standards in specific regions.
For many governments, the best approach seems to be a mix of universal guidelines along with
targeted bilateral or minilateral agreements, where coordination is easier and the results can be seen
more quickly. (Mampilly, 2025)

For Ukraine, navigating through heightened security threats and limited resources, the most
sensible approach is to “work together where it boosts our resilience, while keeping options open
where agreement is hard to find.” The “security or peace” perspective put forth in Ukrainian
academic circles emphasizes the importance of prioritizing security when selecting tools and
partners - not as a substitute for collaboration, but as a prerequisite for its success (Perepelytsia,
2024). Additionally, the resource limitations pointed out in foreign-policy research push policy
towards more selective forms of engagement: streamlined partnerships in Al sectors that directly
impact defense capabilities, information resilience, and economic productivity allow for quicker
alignment and clearer responsibility distribution (Kapitonenko, 2025).

When we look at the geopolitical landscape, it’s crucial to consider how the growing
partnership between Moscow and Beijing is changing the game. This alignment increases the
chances that practices - both technical and political - that clash with our values of transparency and
accountability could seep into our environment (Kuzio, 2024). We also face the risk of becoming
overly dependent on certain technology suppliers. Meanwhile, Ukrainian experts caution that if we
embrace seemingly appealing “package” solutions without solid safeguards, we might limit our
ability to make independent policy decisions in the long run (Stafiychuk, Matviienko, & Matviienko,
2024).

From this, we can derive a set of practical guidelines. First off, it's essential to align Al projects
with fundamental principles like transparency, accountability, and reproducibility in processes.
Next, we should broaden participation in selective coalitions that uphold these values and adhere to
compatible standards for model auditing and data governance. Additionally, we need to minimize
infrastructural and contractual lock-in by diversifying our suppliers and ensuring that we have
requirements in place for data portability and solution interoperability. This approach allows us to
prioritize security, enhance our capacity for collaborative action with partners, and mitigate the risks
that often come with politically unstable environments (Kapitonenko, 2025; Perepelytsia, 2024,
Stafiychuk, Matviienko, & Matviienko, 2024; Kuzio, 2024).

Taking a closer look at our findings alongside previous expectations and the global media
landscape reveals that the changes we’ve identified align well with international reviews and
academic literature, while also fine-tuning the mechanisms at play. Global reports indicate a shift
from a one-size-fits-all approach to multilateralism towards more adaptable forms of interaction
among major powers. This shift is attributed to competing policy strategies and the increasing
coordination costs associated with large-scale agreements in a diverse environment (Chatham
House, 2025; Munich Security Conference, 2025). Our findings support this conclusion and
introduce a technological angle: the spread of Al systems is speeding up the transition to selective
agreements that can be swiftly updated to address emerging risks and practical needs. Research on
international security and Al policy highlights those differences in how risks are perceived,
acceptable levels of automation, and expectations around transparency and accountability have
become key dividing lines among nations (Robinson, 2025; Zeng, 2025). Thus, the global
conversation about the structure of order intertwines with discussions on technology use principles.
When institutional frameworks lag behind, we see the emergence of “micro-architectures” of rules
in club and bilateral formats that gradually spread outward. Additionally, our analysis sheds light on
the role of countries in the Global South: rather than forming a single “camp,” what we observe are
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situational coalitions where states propose targeted, practical solutions in specific sectors,
effectively reducing the coordination costs for broader collaborations.

The emergence of new policy tools in the Al sector highlights a growing trend towards
convergence at various levels. On a global scale, the UN General Assembly Resolution 78/265
points us in the direction of “safe, secure, and trustworthy” Al systems, providing countries with a
common language of fundamental principles, expectations for transparency, and norms for risk
management in civilian uses. At the regional level, we see more detailed regulations: the EU
Artificial Intelligence Act introduces a risk-based framework that outlines requirements for data
governance, assessment, oversight, and accountability, along with an executive structure to enforce
these rules (European Union, 2024). Together, these tools serve two main purposes. First, they help
to lessen the “uncertainty gradient” across different jurisdictions: despite varying political systems,
a shared understanding of transparency, safety, and accountability begins to take shape. Second,
they offer practical “points of contact” for both major powers and Global South nations: countries
can adopt specific sets of rules or procedures (like those for high-risk models or content labelling)
without having to wait for the lengthy process of universal negotiations to conclude (European
Union, 2024, United Nations General Assembly, 2024). Our findings indicate that it’s this blend of
universal guidelines with more specific regional solutions that lays the groundwork for gradual
alignment, paving the way for broader agreements to emerge (Chatham House, 2025; Munich
Security Conference, 2025).

When it comes to Ukraine, there are some practical takeaways that stem from the need for
both “security and cooperation.” First off, any engagement with major powers and integration
groups should be built on a foundation of transparency, accountability, and clear procedures for Al
projects. In real terms, partnerships need to include guidelines for data governance, model audits,
thorough documentation of training and testing, and systems to disable autonomous functions in
sensitive situations. This strategy not only helps minimize the chances of errors and incidents but
also fosters mutual trust - something that’s crucial because without it, selective coalitions can
quickly turn into short-lived plans that lack any real impact (Perepelytsia, 2024). Secondly, it’s
important to focus on “actions, not just words”: joint initiatives with key partners should come with
budgets, specific performance metrics, and commitments to develop infrastructure and workforce.
This approach helps reduce political uncertainty, makes things more predictable for investors, and
speeds up the adoption of successful practices. Lastly, it’s vital to reduce risks of asymmetry in our
partnerships. The growing alignment between Moscow and Beijing brings its own set of challenges,
such as becoming overly reliant on certain technology suppliers and pushing for bundled solutions
that might clash with our goals for transparency and accountability. Let's talk about the importance
of diversification: it's all about bringing in multiple suppliers and ensuring that we have hard-coded
requirements for things like interoperability, standardized data export, and clear audit conditions.
Looking back at the history of NATO-Russia relations, as discussed in previous studies, serves as a
reminder that watering down institutional guarantees and swapping them for “informal” agreements
without proper verification can lead to instability. Even in selective formats, having clear control
and feedback mechanisms is crucial. So, what do we take away from this? Here are three practical
recommendations for foreign policy: (1) adopt rule-modules and procedures that promote
transparency and accountability; (2) form selective coalitions focused on projects with measurable
outcomes, like security, informational resilience, and productivity; (3) make sure to include
interoperability requirements in all agreements to prevent technological lock-in and political
dependence (Kuzio, 2024, Perepelytsia, 2024).

The limitations of this study arise from both the type of data we have access to and the rapid
changes happening in the Al field. To start, many official stances from major powers and groups in
the Global South are still being developed, which limits our ability to verify things quantitatively
and forces us to rely on qualitative policy indicators and short-term trend analysis. Additionally,
global and regional frameworks often use different definitions and metrics (like risk categories and
transparency standards), making direct comparisons tricky and necessitating careful normalization.
Lastly, we chose not to use empirical data from field interviews or restricted documents, opting
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instead for open sources and public policies. While this choice may lessen the depth of our
institutional analysis, it enhances the reproducibility and transparency of our approach.

The next steps for research naturally flow from our findings. To start, we should create a
comparative panel of joint Al initiatives involving Ukraine and its partners. This panel should
include measurable indicators that go beyond just formal agreements, such as coordination costs,
transparency metrics, the speed of scaling, and their impacts on security and productivity. Next, we
need to dive into the “trust chain” in transnational data exchange: figuring out how to blend privacy-
preserving principles, security needs, and interoperability in projects that cross various jurisdictions.
Then, we should evaluate how the Global South can participate in rule-making through selective
mechanisms: identifying which combinations of universal guidelines and club-style arrangements
can reduce coordination costs while boosting the chances of sustainable implementation (Mampilly,
2025). Lastly, let’s enrich the Ukrainian perspective with real-world evidence: conducting surveys
among public authorities, businesses, and research institutions to identify barriers and incentives for
integrating transparency and accountability practices in Al projects. Over time, this approach could
help shift from a purely analytical model to actionable policy roadmaps that align security priorities
with the needs for innovation and collaboration.

Conclusions. The rise of artificial intelligence isn't just adding another topic to the
international relations discussion; it's reshaping how we create and apply principles and rules for
interaction. The blend of universal guidelines and selective cooperation methods isn't just a
temporary fix; it's a smart way to ensure policy alignment in a politically shaky landscape. For
Ukraine, this framework offers a chance to combine a security-focused approach with involvement
in initiatives that boost productivity and resilience - so long as transparency, accountability, and
interoperability remain fundamental principles of collaboration.
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Abstract. The article examines the transformation of the European Union's security policy in
the context of the emergence of new challenges, the most significant in several decades. It
emphasises that, since 2022, the leadership of the European Union and the majority of its Member
States have been able to fundamentally revise their internal and external policies, identifying the
strengthening of defence capabilities as one of the key priorities. The article analyses the key EU
legal and policy documents adopted over the past five years with the aim of pursuing a coordinated
defence policy within the EU to enhance the Union's defence readiness, primarily in the short- and
medium-term perspective.

Keywords: defence budget, defence procurement, security initiatives, defence production,
joint projects.

Anomauia. Y cmammi docniodrcyemocs mpancgopmayis norimuku 6e3nexu €C y konmexcmi
NosA6U HOBUX BUKIUKIG, HAUOIIbWUX 34 OCMAHHI Oexinvka Oecamunims. Hazonowyemocs, wo,
nouunarouu 3 2022 poxy, xepienuymeo €8pocoro3y ma OilbUWoCmi 0epiHcas-yleHié 3Mo2nu
KApOUHATIbHO NepecNAnYmMU CE8010 GHYMPIWHIO MA 308HIUHIO NONIMUKY, GUSHAYUSUIU NOCUTIEHHS
000POHHUX CHPOMOJICHOCMEU AK O0UH 3 KaoYoeux npiopumemis. Illpoananizosano kaouosi
Hopmamueno-npasosi ookymenmu €C, npuiiHami 3a OCMAaHHi 5 pPOKI8 3 Memolo Npo8edeHHs
V320001ceHoi 000poHHoi nonimuxu ecepeouni €C 011 nocunenHs 000POHO30AMHOCMI COM3Y, Y
nepuiy uepey, y Kopomko- ma cepeonboCmpOoKo8ill NepcneKmusi.

Knrouoei cnoea: oboponnuii 61002cem, 060poHHI 3aKynieni, beanexosi iniyiamusu, 0O00poHHe
BUPOOHUYMBO, CRINIbHI NPOEKMU.

Introduction. Since the beginning of the Cold War and the establishment of NATO, ensuring

security in Europe has been one of the key directions of United States foreign policy, regardless of
which of the two political parties controlled the White House. As a result, for decades European

14


https://doi.org/10.17721/apmv.2026.166.1
https://doi.org/10.17721/apmv.2026.166.1.14-28
mailto:pgrigoriy@ukr.net
https://orcid.org/0000-0003-4000-1334
http://sashamaliutin.812@gmail.com
http://pgrigoriy@ukr.net
https://orcid.org/0000-0003-4000-1334
http://sashamaliutin.812@gmail.com

ISSN (onnain): 2663-8959 | ISSN (opyk): 2308-6912

countries were able to build “welfare states”, investing primarily in social programmes and policies
and increasing the standard of living of their populations. Even the military aggressions of the
Russian Federation against Georgia in 2008 and against Ukraine in 2014 did not have a significant
impact on the EU’s security policy.

Over the past few years, however, the situation has changed fundamentally. Russia’s full-scale
aggression against Ukraine in February 2022 became a clear signal for European countries that the
period of relative calm, in which climate change and migration were considered the key challenges,
had come to an end. The arrival in the White House of President D. Trump’s administration, with
its explicit position on reducing the role of the United States in ensuring Europe’s security, further
accelerated the emergence of a shared understanding among EU Member States of the need to
rethink approaches to their own security.

Since 2022, the European Union has continued to make significant efforts to strengthen its
own security and defence capabilities. In particular, a number of strategic documents have been
prepared and published (the Strategic Compass, the European Defence Industrial Strategy, the White
Paper on European Defence, etc.). Also, large-scale investments in domestic defence production
have been launched, and the regulatory framework for cooperation in defence procurement has been
further developed.

At the same time, as of the end of 2025, the European Union remains objectively unprepared
for a potential large-scale military aggression. In its strategic documents and public
communications, the EU has declared its intention to achieve full defence readiness by 2030.
However, the growing number and increasing audacity of provocations by the Kremlin in 2025
indicate that such risks may materialise much earlier.

Against this background, it appears both timely and necessary to analyse the current state and
the progress achieved in the EU’s security and defence policy in the context of a rapidly deteriorating
security environment.

Literature review. Given the relevance of the topic, the evolution of the European Union’s
security and defence policy, particularly in the context of Russia’s full-scale aggression against
Ukraine and the increasing threat of aggression against the European Union itself, has become a
frequent subject of academic research by both Ukrainian and foreign scholars.

In recent years, Ukrainian researchers have analysed this issue both within a narrower
institutional dimension (Moroz (2024), Zavada and Sino (2022), Dmytrenko, Dmytrenko, and
Zhabinets (2025)) and in a broader context of the European Union’s comprehensive actions and
decisions as an institution, as well as the policies pursued by individual Member States (Shyshkin,
Baran, and Berezovska-Chmil (2024), Kobets and Holubiak (2023)). The issue has also been
addressed in the works of Zaitseva-Kalaur, Parashchuk, Didushyn, and Martynov.

Comprehensive changes in European defence policy in recent years have also been widely
examined in foreign academic literature, predominantly by European scholars. In particular, a
number of studies focus on the evolution of EU defence integration projects and the tectonic shifts
in this field over the past three years (Katarina Engberg (2025), Luigi Scazzieri (2025)), as well as
propose and analyse various models for further deepening defence integration within the European
Union (CEPS (2025)). A significant number of publications in European academic literature are
likewise devoted to changes in the EU’s defence procurement policy (Tom Waldwyn (2025), Adam
Vittek (2025)) and developments in the EU defence industrial domain (Juan Mejino-Lopez,
Guntram B. Wolff (2024), Jan Joel Andersson and Marina Britz (2025), Sophia Besch (2025)).

At the same time, in light of the dynamic changes in the regional security environment and
the conceptual decisions adopted by the European Union and individual Member States already in
2025, it appears both timely and necessary to analyse the current state of the EU’s security and
defence capabilities, as well as the further directions of its defence policy.

Theoretical framework and the methodology. The theoretical foundation of the study is
primarily based on the neorealist approach, which emphasises the growing role of security
considerations, the balance of power, and perceived threats in shaping the policies of states and
supranational entities. It is through the prism of neorealism that the transformation of the European
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Union’s strategic priorities is analysed in the context of a deteriorating security environment.

At the same time, elements of neoliberal institutionalism are partially employed to explain the
mechanisms of institutional coordination and joint defence initiatives within the European Union.
This approach makes it possible to elucidate the role of supranational institutions in reducing
transaction costs and facilitating cooperation among EU Member States in the security and defence
domain.

The study employs a combination of general scientific and specialised research methods. In
particular, methods of analysis and synthesis are applied to examine strategic, legal, regulatory, and
programme documents of the European Union in the field of security and defence. The comparative
method is used to assess the dynamics of defence expenditures and the approaches adopted by EU
Member States in the development of their defence policies.

The historical and chronological method allows for tracing the evolution of the EU’s security
and defence policy in the periods before and after 2022. Statistical analysis is applied to systematise
and generalise data on defence budgets, financial instruments, and investment volumes. In addition,
a systems approach ensures a comprehensive understanding of the interrelationship between
strategic decisions, financial mechanisms, and institutional initiatives of the European Union in the
context of shaping its overall defence readiness.

Main results of the research. For decades, following the failed attempt to establish a
European Defence Community in 1954, the issue of European security was regarded as an exclusive
responsibility of NATO. Defence integration among European states within the framework of what
is now the European Union began only in the second half of the 1990s, with the launch of the
European Security and Defence Policy (1999) and, pursuant to the Treaty of Lisbon (2009), the
establishment of the Common Security and Defence Policy (CSDP) (Kobets & Holubiak, 2023).
The same Treaty introduced Permanent Structured Cooperation (PESCO) as a mechanism within
the EU’s security and defence policy aimed at ensuring closer voluntary cooperation among EU
Member States in the field of defence (European Union, n.d.; Permanent Structured Cooperation,
n.d.).

At the same time, for a considerable period, there was little practical deepening of cooperation
in the field of security and defence within the European Union. Calls by French President Emmanuel
Macron to enhance the EU’s “strategic autonomy” failed to gain broad support among the majority
of Member States. Even projects under the PESCO framework were launched only in 2017, eight
years after the formal announcement of the initiative.

Despite the repeatedly demonstrated aggressive ambitions of the Kremlin, as well as the
commitments undertaken at the NATO Wales Summit to allocate at least 2 per cent of GDP to
defence, the vast majority of EU Member State governments continued to prioritise domestic public
sentiment. As a result, policies aimed at increasing defence expenditures and pursuing active
militarisation remained largely unpopular. For instance, as of 2021, among all countries that spent
less than 2 per cent of GDP on defence in 2014, only Poland and the Baltic States had fulfilled this
commitment (Figure 1).

It was only in 2021, within the framework of the adopted seven-year EU budget (European
Commission, n.d.) and against the backdrop of increasingly threatening rhetoric and actions by the
leadership of the Russian Federation, that the European Union began to establish mechanisms —
primarily financial ones — aimed at deepening defence integration processes, particularly in the areas
of defence production and procurement. A significant step in this regard was the establishment of
the European Defence Fund (EDF) (European Commission, n.d.), whose budget initially amounted
to EUR 7.3 billion and was subsequently increased to EUR 8.8 billion following the mid-term
review in 2024. Resources from the EDF, allocated in the form of grants, enable EU Member States
to initiate and develop projects in the field of defence production, defence-related research and
development (R&D), and advanced technologies.

It is also important to note the establishment in the same year of the European Peace Facility
(EPF) (Council of the European Union, n.d.), whose primary objective is defined as conflict
prevention and the strengthening of regional and international stability. Designed to finance both
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peacekeeping missions and operations (currently funding eight ongoing operations in Europe and
Africa) as well as the provision of military assistance, the EPF has become one of the key
instruments through which the European Union, as an international organisation, has provided
military support to Ukraine. As a result, the EPF budget increased from EUR 5.69 billion to EUR
17 billion over a four-year period. As of the end of 2025, Ukraine had received EUR 6.1 billion
from the EPF; at the same time, EUR 6.6 billion has remained blocked for more than a year due to
Hungary’s veto (Scazzieri, 2025).

Figure. 1.
Defence spending by EU Member States, 2014-2021
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Source. Compiled by the author based on data from (Statista, n.d.).
Note. This chart presents data on EU Member States that, as of 2014, were also members of NATO and had
undertaken the corresponding commitment.

Nevertheless, as of 24 February 2022, when the Russian Federation launched its full-scale
invasion of Ukraine, EU Member States were still far from a shared understanding of the future
development of defence policy in the context of such a profound transformation of the security
environment. For this reason, work on a key doctrinal EU document outlining a common vision of
the Union’s security and defence policy up to 2030 — the Strategic Compass — was significantly
accelerated (European External Action Service, n.d.). Published on 25 March 2022, this document
effectively constituted the EU’s response to Russia’s unprovoked aggression against Ukraine.

The Strategic Compass is a comprehensive policy document in which the European Union
clearly identified existing and potential security threats, explicitly condemning Russian aggression
and designating Russia as the principal threat to European security. Given the importance of this
document as the foundation of the EU’s defence policy in the post-2022 period, it has been the
subject of numerous analytical publications by both foreign and Ukrainian scholars. In particular,
the National Institute for Strategic Studies published an analytical brief examining the content of
the document and presenting its own conclusions (Davymuka, 2022). 1t is noteworthy that the
European Union has identified four priority areas for further action aimed at strengthening defence
capabilities, each accompanied by a set of concrete measures for implementation:

* ACT.

1. Enhancing civilian and military Common Security and Defence Policy (CSDP) missions
and operations by providing more robust and flexible mandates, expediting and streamlining
decision-making processes, and ensuring greater financial solidarity.
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2. Developing by 2025 a rapid deployment capability for EU armed forces, comprising up to
5,000 personnel across land, air, and maritime components.

3. Reforming civil and military command and control structures, promoting military mobility,
and conducting regular exercises, with particular emphasis on rapid deployment forces.

* SECURE.

1. Strengthening intelligence capabilities, particularly through the EU Single Intelligence
Analysis Capacity (SIAC).

2. Establishing a Hybrid Toolbox and Response Teams that integrate diverse instruments for
the detection and response to a broad spectrum of hybrid threats.

3. Advancing the EU’s cyber defence policy; enhancing the Union’s presence across
maritime, air, and space domains, including the expansion of Coordinated Maritime Presence to
additional regions such as the Indo-Pacific, the development of an EU Space Strategy, and the
promotion of interoperability across these domains.

* INVEST.

1. Increasing both the quantity and quality of spending on the development of defence
capabilities.

2. Pursuing joint research and development of modern and advanced solutions, including
naval platforms, tanks, and military aircraft.

3. Maximising the use of PESCO and the European Defence Fund to jointly develop high-
tech defence capabilities, with a particular focus on innovation.

* PARTNER.

1. Strengthening strategic partnerships with NATO and the United Nations, while expanding
cooperation with regional partners such as the OSCE, the African Union, and ASEAN.

2. Developing bilateral partnerships with key countries, including the United States, the
United Kingdom, Canada, Norway, and Japan, and maintaining engagement formats with Eastern
Partnership countries, the Western Balkans, the EU’s southern neighbours, and Latin American
states.

3. Establishing the EU Security and Defence Partnership Forum to facilitate more effective
engagement with partners.

To monitor the implementation of this document, the EU High Representative for Foreign
Affairs and Security Policy publishes an annual report to the Council of the European Union — the
Annual Progress Report on the Implementation of the EU Strategic Compass on Security and
Defence (the latest edition being March 2024) (European External Action Service, 2024). The report
assesses progress over the past two years very positively. For each of the priority areas, either
concrete achievements have already been realised — such as the significant increases in EDF and
EPF budgets, the adoption of the EU’s first-ever Space Strategy, and the active ongoing programmes
for the training of Ukrainian military personnel under the EU Military Assistance Mission — or
notable intermediate results have been recorded in the pursuit of longer-term objectives, particularly
regarding greater integration and cooperation in defence procurement and the defence industry.

In order to assess the progress achieved by the European Union in strengthening its own
defence capabilities by the end of 2025, as well as to identify the main challenges that remain, it is
necessary to examine the joint initiatives of EU Member States aimed at enhancing multilateral
cooperation across key areas, namely:

As noted earlier in this article, for the vast majority of EU countries, the commitment made at
the 2014 NATO Summit to reach defence expenditures equivalent to 2% of GDP remained largely
a political statement, rather than a plan intended for actual implementation. The onset of a full-scale
conventional war in the heart of Europe, however, has had a profound impact on both domestic and
foreign policies of EU governments, as well as on public sentiment within these countries.

Starting from 2022, defence expenditures of EU Member States began to increase
significantly. Specifically, the total EU defence budget amounted to EUR 240 billion in 2022, rising
to EUR 279 billion in 2023 (+16%), EUR 326 billion in 2024 (+36% compared to 2022), and EUR
392 billion in 2025 (+63%) (European Parliament Research Service, 2025). By comparison, over
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the eight-year period from 2014 to 2021, the budget had increased only from EUR 180 billion to
EUR 218 billion, or by 21%. There is little doubt that this upward trend will continue into 2026.

Figure. 2.
Defence expenditures of EU Member States, 2021-2025
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Analyzing the data, two main conclusions can be drawn:

- following 2022, the dynamics of defence spending among EU Member States changed
significantly. Whereas prior to this period only four countries had reached the planned benchmark
of 2% of GDP on defence expenditure, by 2025 the vast majority of Member States had achieved
this target;

- a more pronounced divergence has emerged in spending priorities among countries from
different parts of Europe. Eastern flank states of the EU have substantially increased their defence
budgets, while countries directly bordering the Russian Federation have done so severalfold. In
2025, Poland became the clear leader within the EU in this regard (with 4.8% planned for 2026
(Notes from Poland, 2025)), though Lithuania (Ministry of Finance of Lithuania, 2025) and Latvia
(Ministry of Finance of Latvia, 2026) are expected to surpass it, thereby meeting the commitment
to reach 5% by 2035, adopted at the 2025 NATO Summit in The Hague.

Radical shifts in defence policy have also occurred among the EU’s leading states. The Federal
Chancellor of Germany, on the third day following the full-scale invasion, announced the creation
of a EUR 100 billion fund to enhance Bundeswehr capabilities (Federal Government of Germany,
2022). Furthermore, considering the government’s plans to allocate EUR 649 billion to strengthen
defence by 2030 (NewsDesk, n.d.), a historic decision was taken in March 2025 to release defence
expenditure from strict debt limits (previously capped at 1% of GDP) and to allow greater use of
domestic borrowing for defence purposes. France has likewise sought to maintain a strong position,
reaching the 2% threshold in 2024 and planning additional investments in its defence budget over
the coming years (Reuters, 2025).

Conversely, for Southern European countries, strengthening defence capabilities remains a
lower priority. Consequently, in recent years, defence spending levels in this region (Italy, Spain,
Portugal) have remained largely unchanged. This is largely due to issues related to public debt,
which, for instance, stands at nearly 140% of GDP in Italy. Given that Russian aggression does not
pose an immediate threat to them, discussions on this matter continue both within the EU and NATO.
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Notably, Spain has been the only country to resist fully agreeing to the compromise of 3.5% direct
defence spending plus 1.5% for associated costs by 2035, as adopted at the NATO Summit in The
Hague (Politico, 2025).

A historic yet, at the same time, logical step for the European Union, in light of increasingly
provocative and threatening actions by Russia as well as the consistent policy of the Trump
Administration to reduce U.S. security commitments to Europe, was the publication by the
European Commission in March 2025 of the White Paper on European Defence — Readiness 2030
(European Commission, n.d.; Orlyk, 2025). The White Paper essentially constitutes a continuation
of the Strategic Compass, outlining the vision of the leaders of a united Europe regarding the EU’s
defence strategy in the context of evolving geopolitical dynamics.

In order to achieve the stated objective of full EU defence readiness by 2030, the document
places particular emphasis on the EU defence plan ReArm Europe, which serves as an
implementation strategy for achieving the overarching objectives of self-defence outlined in both
the Strategic Compass and the White Paper. Recognizing that, despite a significant increase in
defence spending (more than 31% since 2021, reaching 1.9% of the EU’s aggregate GDP), European
expenditures remain substantially lower than those of the United States, Russia, or China, the central
goal of ReArm Europe is to mobilize approximately EUR 800 billion for defence purposes.

Under the ReArm Europe plan, the European Commission has identified five mechanisms to
rapidly and significantly increase European defence spending:

- the majority of this sum (up to EUR 650 billion) is expected to be mobilized at the national
level, allowing Member States to increase defence expenditure through sovereign debt. To this end,
a waiver of the Stability and Growth Pact is permitted, enabling countries to increase defence
spending without triggering an excessive deficit procedure; (European Commission, 2025)

Note: The Stability and Growth Pact is an agreement concluded in 1997 among EU Member
States on fiscal and budgetary policy, obliging countries to maintain annual budget deficits below
3% of GDP and public debt below 60% of GDP.

- EUR 150 billion is to be mobilized through the introduction of a new financial instrument
providing loans to countries for military production projects and defence procurement. This
instrument has been named Security Action for Europe (SAFE), further details of which will be
provided below;

- additionally, funds are expected to be raised from the European Defence Fund (EDF), the
mobilization of private capital, and contributions from the European Investment Bank.

Undoubtedly, the adoption of such an ambitious plan demonstrates that the EU is prepared to
act decisively and has a clear understanding of the challenges at hand. At the same time, the capacity
of EU Member States to utilize sovereign debt for increased defence spending varies considerably.
While Scandinavian countries and, for example, Germany — which, as noted above, has already
amended its national legislation accordingly — possess sufficient fiscal space, there are numerous
heavily indebted Member States (such as France and countries in Southern Europe) for which the
removal of fiscal constraints provides little practical effect (de Cordoue, 2025).

While increased investment and financing in defence are crucial, it is equally important to
have a clear understanding of where and for what purpose resources are allocated. Therefore, it is
essential to analyse the key areas of EU Member States’ cooperation, namely defence procurement
and the defence industry.

Within the European Union, defence procurement is governed by European Parliament and
Council Directive 2009/81/EC on defence and security procurement, adopted on 13 July 2009,
which establishes the rules for the procurement of weapons, ammunition, and military materials for
defence purposes (European Union, 2009). For a long period, a key challenge in this area was the
absence of a unified policy and shared vision among EU Member States regarding the strengthening
of defence. Consequently, each country conducted procurements solely based on its own national
interests, without taking into account broader European security needs. This was largely the main
reason behind persistent problems in the EU’s defence procurement policy, such as fragmentation
and duplication, lack of standardization, and complex bureaucratic procedures (Keystone
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Procurement, 2023).

By 2022, two primary models prevailed in EU joint defence procurement:

- procurement through the European Defence Agency (EDA), established in 2004. Although
joint procurement is one of the Agency’s objectives, this function had been largely underutilized for
many years. In addition to the reasons mentioned above, this was also due to the activities of other
agencies with similar mandates and complex regulatory frameworks, such as NATO’s Support and
Procurement Agency (NSPA) and the Organisation for Joint Armament Cooperation (OCCAR). The
institutionalization of joint defence procurement was often further hampered by the desire of
individual Member States to lobby for the interests of their domestic defence industries during
contract negotiations;

- lead-nation model, in which one country conducts procurement on behalf of itself and the
other participating countries in a project. In recent years, this approach has become the primary
method and has been used in the implementation of all major European procurement projects, both
successful and less successful. Examples of more successful initiatives include the Common
Armoured Vehicle System (CAVS), launched in 2020 by Finland as the lead nation in cooperation
with Denmark, Sweden, Germany, the United Kingdom, and Latvia. Less successful projects
include the Franco-German Main Combat Ground System, which has made virtually no progress
since 2017 (Andersson, 2023), and the Franco-German-Spanish Future Combat Air System (FCAS)
for sixth-generation fighter aircraft procurement (Financial Times, 2025; Vittek, 2025).

As a result, the logical decisions of European governments to conduct the majority of
procurements either from domestic producers or non-European suppliers (primarily the United
States) led, according to the EDA’s December 2021 report, to the lowest level of EU joint defence
procurement since 2006, amounting to only 11% (European Defence Agency, 2021).

Since February 2022, both the EU leadership and Member State governments have begun
rapidly reassessing the approach to defence procurement. By July 2022, work had commenced on
the European Defence Industry Reinforcement through Common Procurement Act (EDIRPA),
which was ultimately adopted by the European Parliament and the Council of the European Union
only in October 2023 (European Commission, n.d.). Although the budget allocated for this
mechanism was relatively modest, totalling EUR 300 million, the emphasis was placed squarely on
conducting joint defence procurements among EU Member States. Specifically, EUR 60 million
was allocated to each of five procurement projects across three key areas:

Air Defence:

1. Mistral MANPADS — 9 countries (Belgium, Denmark, Estonia, Spain, France, Cyprus,
Hungary, Romania, and Slovenia);

2. IRIS-T SLM air defence system — 6 countries (Bulgaria, Germany, Estonia, Latvia, Austria,
and Slovenia).

Armoured vehicles:

1. Inclusion of the aforementioned CAVS project in EDIRPA financing.

Artillery ammunition:

1. CPoA 155 mm (Collaborative Procurement of Ammunition) — 6 countries (Denmark,
Croatia, Italy, Lithuania, the Netherlands, and Poland);

2. HE (high-explosive) 155 mm — 4 countries (Germany, Denmark, Estonia, and the
Netherlands).

Given its limited budget, EDIRPA was designed as a temporary mechanism, operational until
2025, while the EU leadership worked on a more comprehensive and long-term framework. In
March 2024, the EU published its first-ever European Defence Industrial Strategy (EDIS), alongside
a proposal for the European Defence Industrial Programme (EDIP). Considering the significant shift
in priorities among most European countries over the past three years regarding the importance of
developing a domestic and European defence industry, and correspondingly conducting
procurements from European manufacturers, the further trajectory of EU policy in this area will be
analysed in the following section.

Regulation of matters related to the internal market falls within the competence of the Union;
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however, Article 346 of the Treaty on the Functioning of the European Union provides for
exceptions to this rule in the field of arms and ammunition production and trade, allowing Member
States to protect their essential security interests (European Union, 2016). The development of the
EU defence industry was further constrained by the prevailing belief among most Member States
that a war in Europe was unlikely. As a result, the European defence technological and industrial
base remained underfunded for years, leading to a gradual erosion of domestic capacities for the
production of weapons and ammunition.

Moreover, EU Member States frequently procured defence equipment from outside the Union,
even in cases where comparable European-made alternatives were available (Maulny, 2023). This
practice ultimately led to such a severe degradation of the European armaments sector that it proved
incapable of meeting the surge in demand for weapons and ammunition following the outbreak of
Russia’s full-scale war against Ukraine, despite increased procurement spending by EU
governments.

A vivid illustration of this structural weakness was the failure of the EU initiative to supply
Ukraine with one million 155 mm artillery shells within one year (from March 2023 to March 2024)
(Reuters, 2023). The plan envisaged both the transfer of ammunition from existing stockpiles and
the contracting of newly manufactured rounds. A total of EUR 2 billion was allocated to this project,
including EUR 500 million under the Act on Supporting Ammunition Production (ASAP), adopted
in July 2023 (European Union, 2023). ASAP became the first EU regulatory instrument adopted
after 24 February 2022 aimed at supporting the Union’s defence industry, with the explicit objective
of expanding EU production capacities and addressing the acute shortages of ammunition and
missiles.

Through ASAP, as well as the European Peace Facility (EPF) — whose budget was increased
by EUR 5.5 billion during 2023 — the EU intended to reimburse Member States for ammunition
transferred directly to Ukraine, as well as for contracts related to the production and delivery of new
ammunition.

Nevertheless, despite considerable efforts and strong political rhetoric, the EU failed to deliver
on its stated objective. As early as November 2023, EU leadership acknowledged that the plan would
not be fulfilled (Bloomberg, 2023). The pledged one million rounds were ultimately delivered only
in November 2024, eight months behind the original schedule (Borrell, n.d.). While one of the cited
reasons was the sharp increase in the price per shell — from approximately USD 2,000 per unit in
2021 to around USD 8,000 in 2023 — the core issue remained the inability of the European defence
industry to generate the required production capacity, a reality that some political actors were
reluctant to acknowledge (Myroniuk & Yegoshyna, 2024).

Consequently, by 2023, the need arose to develop a strategic document for the development
of the European defence industry, in which the European Commission and Member States would
highlight the main challenges, define key objectives, and outline the pathways to achieve them. This
document took the form of the European Defence Industrial Strategy (EDIS), published in March
2024 (European Commission, 2024). EDIS identifies the primary priority as ensuring EU defence
readiness in the context of the Russian threat by enhancing the innovation, competitiveness, and
resilience of the European defence technological and industrial base through increased defence
investments and improved supply chains. Emphasizing the necessity to strengthen cooperation (joint
investments, procurement, and research) to achieve this priority, EDIS sets out the following
requirements:

- joint defence procurement within the EU must account for at least 40% of all Member States’
defence acquisitions;

- EU Member States are to allocate no less than 50% of their defence budgets to products from
European companies by 2030, and at least 60% by 2035;

- the creation of legal structures for the Structures for the European Ammunition Programme
(SEAP), through which groups of at least three Member States can conduct joint procurement while
receiving additional funding from European sources (Tardy & Ostanina, 2024, Koziot, 2024).

Simultaneously with EDIS, the European Defence Industrial Programme (EDIP) (Council of
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the European Union, n.d.) was proposed as an implementation instrument to provide financial and
regulatory support to the European defence technological and industrial base. After extensive
deliberations, on 16 October 2025, the European Parliament and the Council of the EU reached
political agreement on the main framework of EDIP, with formal adoption occurring on 25
November and 8 December 2025, respectively. With a budget of EUR 1.5 billion, EDIP replaces
EDIRPA and ASAP and will operate until 2027, the end of the EU’s current Multilateral Financial
Framework. EDIP is designed to address the following primary objectives:

e accelerating Member States’ production capacities;

¢ enhancing the resilience of supply chains;

e strengthening cooperation with the Ukrainian defence industry for mutual benefit;

e ensuring controlled availability of critical defence products, among others.

At the same time, EDIP inherits the primary limitation of EDIRPA and ASAP — the EUR 1.5
billion budget is insufficient to achieve even a portion of the set objectives. Currently, the
programme’s main task is to establish a clear regulatory framework for implementing joint projects,
with a larger budget expected to become available following the adoption of the new EU Multilateral
Financial Framework in 2027.

Simultaneously with the discussion and adoption of EDIP, the European Council, following a
proposal by the European Commission, published in March 2025 the regulatory framework
establishing the Security Action for Europe (SAFE) credit programme (European Union, 2025). As
noted earlier in this article, this new EU financial instrument, with a total volume of EUR 150
billion, is part of the EU defence plan ReArm Europe, which has an overall planned budget of up to
EUR 800 billion.

The purpose of SAFE is to stimulate joint production of defence equipment within the EU.
Funding is envisaged for two main areas:

1) Artillery, missiles and ammunition, armoured vehicles, precision strike systems, support
and cybersecurity systems;

2) Air defence/missile defence systems, naval assets, large unmanned systems and
countermeasures, artificial intelligence systems, space equipment, electronic warfare systems, and
strategic supply capabilities.

Key features of the SAFE instrument include:

- joint procurement must involve at least two countries, and in addition to Member States,
partner countries — including Ukraine — may also participate. To qualify for favourable loan
conditions, participation of at least two Member States is required. In the initial phase (until May
2026), countries will also have the opportunity to submit individual applications;

- loan repayment terms may extend up to 45 years, with no repayment obligations during the
first 10 years. Up to 15% of the loan funds may be disbursed in advance to support project initiation;

- at least 65% of the estimated value of the final product must come from European companies,
or from companies within the European Free Trade Association, the European Economic Area, or
Ukraine.

By September 2025, all EUR 150 billion had been allocated according to applications from
19 countries, with Poland emerging as the clear leader, receiving nearly one-quarter of the total
funds (EUR 43.73 billion).

All the aforementioned initiatives and regulatory mechanisms for the development of the EU
defence industry and joint procurement were adopted in record time. This urgency reflects the
growing recognition, as the war continues, that strengthening defence capabilities is an immediate
and pressing need. Improving the efficiency of policies in these areas is critically important for
rapidly achieving such capabilities, which remains the EU’s primary focus. Consequently, the final
part of this article examines the key existing and planned EU defence initiatives.

For a long time, the primary mechanism for military cooperation among EU Member States
was the Permanent Structured Cooperation (PESCO), already mentioned at the beginning of this
article. Given that a total of 83 projects are planned under PESCO across all operational domains —
from traditional land, air, and maritime areas to cybersecurity and countering information threats —
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deepening multilateral cooperation within this framework could have been a logical step.

However, in recent years, European leaders have rarely referred to PESCO. In its report
covering the first phase (2017-2025), the PESCO Secretariat noted that less than half of the projects
had reached the implementation stage, with key achievements largely confined to cybersecurity and
military mobility — important areas, but not among today’s highest priorities (European Defence
Agency, 2025).

Consequently, the EU has actively initiated new projects, taking into account the need to
respond to the most pressing threats to European security. In particular, in October 2025, the
European Council approved the Defence Preparedness Roadmap to 2030 — a document outlining
strategic priorities and measures aimed at strengthening the defence readiness of EU Member States
by 2030 (European Commission, 2025). This roadmap envisages:

- the implementation of flagship initiatives to enhance EU defence capabilities:

1) European Drone Defence Initiative — the creation of a multi-layered counter-UAS system
encompassing detection, tracking, and neutralisation of drones, as well as the deployment of EU-
owned drones for precision strikes. Project completion: 2027;

2) Eastern Flank Watch — aimed at strengthening the EU’s eastern borders through integration
of air defence, counter-UAS, ground and naval surveillance systems, and situational awareness
tools. Project completion: 2028;

3) European Air Shield — the establishment of an integrated air and missile defence system to
protect the airspace of EU Member States, fully compatible with NATO. Project completion: 2026;

4) European Space Shield — aimed at protecting EU space assets and services, including the
development of Galileo, IRIS, Earth Observation, and other systems, enhancing threat
countermeasures and space situational awareness. Project completion: 2026.

- the creation of Capability Coalitions:

1) Air and missile defence — establishment of an integrated EU air and missile defence system;

2) Strategic enablers — improvement of logistics, medical support, transport, and
communications;

3) Military mobility — enhancement of EU transport networks for rapid deployment of troops
and equipment;

4) Artillery systems — development of modern artillery systems, calibre standardisation, and
joint ammunition production;

5) Cybersecurity, artificial intelligence, and electronic warfare;

6) Missile systems and ammunition — increased production and creation of European
stockpiles;

7) UAVs and counter-UAV systems;

8) Ground combat forces — modernisation of armoured vehicles and joint development
projects for new tanks and armoured personnel carriers;

9) Naval forces — development of next-generation frigates, unmanned maritime systems, and
coastal defence capabilities.

A mandatory benchmark stipulates that at least 40% of procurement must be conducted jointly
within the EU by the end of 2027, and by 2030, no less than 55% of defence investments should be
directed toward European companies.

- strengthening the defence-industrial base:

1) promoting research and development, including through the EDF and the forthcoming EU
Competitiveness Fund;

2) expanding defence production through joint procurement and long-term contracts;

3) retraining 200,000 workers for the defence industry by 2026.

- support for Ukraine:

1) integration of the Ukrainian defence industry into the European defence-industrial base;

2) financing Ukraine through frozen Russian assets;

3) establishing a drone alliance to develop UAV technologies jointly by Ukrainian and
European enterprises;
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4) continuation of the EU MAM mission for training Ukrainian personnel;

5) integration of Ukraine into projects under SAFE and the Ukraine Support Initiative (USI)
for joint procurement.

Overall, 2025 proved to be a breakthrough year for the EU in terms of accelerating key
decisions in both legislative-regulatory and practical dimensions. Considering that the White
House’s position on reducing US security commitments in Europe is unlikely to change,
strengthening the EU’s own defence capabilities has once again become, for the first time since the
Cold War, an existential issue. In the context of the rhetoric and actions of the Russian military-
political leadership, this will continue to remain the case for many years to come.

Conclusions. A detailed analysis of the EU’s strategic, regulatory, and financial activities in
the field of security and defence over the past four years demonstrates profound conceptual
transformations in the priorities of the Member States in both foreign and domestic policy. Since
2022, near-revolutionary decisions have been taken, primarily at the legislative and budgetary
levels, aimed at enhancing military capabilities, expanding production capacities, and strengthening
integration and cooperation within the EU in the implementation of joint defence projects across
multiple domains. At both political and analytical levels, references to a “European Defence Union”
capable of countering both hybrid and conventional threats have become increasingly frequent.

At the same time, a number of well-known challenges remain unresolved. The EU’s
Multiannual Financial Framework for 2021-2027 was adopted in a context where the primary
challenge was the COVID-19 pandemic, and strengthening defence capabilities was not considered
a priority. For decades, the security and defence sector was systematically underfunded, which has
directly affected the industrial capacities of EU Member States. Since 2022, it has become evident
that the full deployment of production capacities requires significantly more time—time that, under
the current security environment, the EU no longer has.

Therefore, in recent years the European Union has increasingly placed emphasis on
strengthening Ukraine’s integration into European defence projects, primarily in the areas of joint
production and technology transfer. Within the European political and expert discourse, a consensus
has emerged that Ukraine’s experience in developing innovative, battlefield-tested technologies
should form the basis for defence industrial projects of European countries. In this context,
Ukraine’s inclusion in joint manufacturing projects under the EDIP and SAFE frameworks
represents a logical and important step in deepening Ukraine—EU cooperation in this field.
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Abstract. The article explores the geopolitical and geoeconomic consequences of the PRC's
control over Africa’s port infrastructure. The relevance of the study derives from the transformation
of maritime logistics into a foundation for Beijing's economic resilience and a tool for shifting the
global balance of power. The author identifies the specifics of the Chinese approach to Africa, which
is based on control over maritime logistics hubs. This approach allows for the monopolization and
guaranteed stability of supply chains for critical materials, grants priority access to natural
resource extraction, enables influence over the continent’s foreign trade, and facilitates the
adaptation of commercial ports for the needs of the PLA Navy through "dual-use" infrastructure.

Methodologically, the study is based on a systems approach utilizing qualitative methods,
including case studies, content analysis, discourse analysis, and comparative analysis. The findings
demonstrate that the PRC views African ports as a tool to ensure priority access to strategic
resources and to build closed logistics cycles protected from Western sanction pressure and potential
blockades. It is proven that the continent's commercial ports are perceived by the PRC as potential
"strategic strongpoints," which are becoming key elements in forming China’s asymmetric maritime
power and reshaping the security architecture in the Atlantic and Indian Oceans. It is established
that the PRC is capable of altering the global balance of power by projecting military force below
the threshold of formal securitization through its control over African ports.

Keywords: geopolitics, geoeconomics, People's Republic of China (PRC), Africa, logistics
infrastructure, ports, Belt and Road Initiative (BRI), Maritime Silk Road (MSR), foreign trade,
export, transport corridors, critical minerals, supply chains, maritime power, power projection,
strategic strongpoints, PLA (People's Liberation Army), maritime geostrategic points, Djibouti,
Kenya, Nigeria, Angola, Atlantic Ocean, Indian Ocean, balance of power.
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Anomauia. Cmamms npuceadena OOCHIONCEHHIO 2eONONIMUYHUX MA 2e0eKOHOMIYHUX
Hacniokie konmponio KHP nao nopmogotw ingppacmpyxmypoio Agppuxu. Axkmyanvuicme cmammi
3YMOGIIeHa MPaHchopmayicro MopcoKoi ocicmuxu 'y hyHoamenm ekonomiunoi cmitikocmi Ilexina
ma iHCmpyMeHm 3MiHU 2100a1bHo20 OanaHcy cull. Aemop eusHauae cneyu@ixy KumaticbKo2o
nioxooy 0o Agpuxu, wo 6azyemvcs HA KOHMPOIL HAO MOPCbKUMU JIOCICMUYHUMU 8Y31aMU, md
00360151€  MOHONONIZYBAMU A 2APAHMYSAMU CMIUKICMb JIAHYIO2I8 NOCMAYAHHA KPUMUYHUX
mamepianie, Opmumysamu npiopumenuti 00cmyn 00 8ud00YmKy nPpUpoOHUX pecypcie, GNAUBAMU HA
306HIWHIO MOP2I6II0 KPAiH KOHMUHEHmY, ma adanmosyeamu KOMepyitHi nopmu 01s nompeo
giticbkoso-mopcokux cun HBAK 3a O0onomoeu ingpacmpykmypu «noositlHo20 NpusHAueHHs).
Memo0ono2iuno 00CniONHCeHHS TPYHMYEMbC HA CUCIEMHOMY Ni0X00i i3 3ACMOCYBAHHAM SAKICHUX
Memoodie — Kellc-cmaodi, KOHMEeHmM-AHANI3Y, OUCKYPC-AHANIZY Mad KOMNAPAMUBHO20 AHAI3).
Pezynemamu pobomu demoncmpyroms, wo KHP cnpuiimae nopmu Agppuxu ax incmpymenm, ujo
3abe3neuye npiopumemHuti 00CmMyn 00 CMpamezivHux pecypcie ma 0038015€ uby0o8ysamu
BAMKHEHI JI02ICMUYHI YUKIU, 3aXUUEeH] 8I0 CAHKYIUHO20 MUCKY 3axX00y ma MOXICIUsUx 010Kao.
Joseoeno, wo komepyitini nopmu konmunenmy cnpuimaromscsi KHP sik nomenyitini «cmpameziuni
ONOPHI NYHKMUY, WO CMaroms KI0Y08UMU eleMeHmam hOPMYBanHs ACUMEMPUUHOI MOPCLKOT
mocymuocmi KHP ma 3minu apximexmypu be3nexku 8 Amaianmuunomy ma IHOitlicbkomy okeauax.
Bcmanoesneno, wo KHP 30amen 3minosamu 2n1obanvHuil. 6ananc cui, npoekmyodu GiliCbKo8y CULy
HUdICYe nopozy opmanvHoi cex topumusayii 3a60aKu KORMpOJio Hao nopmamu Agdpuxu.

Kntouoei cnosa: ceononimuxa, eeoexonomika, Kumaticoka napoona pecnyonixa (KHP),
Agpuxa, nocicmuuna ingppacmpyxkmypa, nopmu, «llosc i winsax» (BRI), Mopcovkuii woskosuti uinsx
(MSR), 306Hiwna mopeisns, ekcnopm, mpaHCnoOpmHi KOpuoopu, KpUmuuHi mamepianu, J1aHyocu
NOCMAYAHHS, MOPCbKA CUNA, NPOEKMYBAHHS cuiu, cmpameziyni onopui nynkmu, HBAK, mopcoki
eeocmpameiyni mouxu, [{ocubymi, Kenia, Hicepisa, Aneona, Amnanmuunuu oxeat, Inoiticokuii
OKeaH, banauc cul.

Introduction. The foundation of the PRC’s economic development and its gradual emergence
as a superpower was built upon Deng Xiaoping’s economic liberalization and the country’s
accession to the World Trade Organization, which facilitated its integration into the global economy.
China succeeded in international markets, becoming a global manufacturing hub and the world’s
largest exporter, by leveraging access to cheap labor, a vast domestic market, advanced
infrastructure, state-sponsored incentives and subsidies for both state-owned and private enterprises
to capture new markets. These factors incentivized Western companies to relocate production to
China, providing Beijing with access to modern technologies.

However, at the current stage, control over trade-critical logistics infrastructure and critical
minerals plays an equally vital role in China’s economic expansion. These factors become
particularly significant amidst geopolitical uncertainty driven by the trade wars between China and
the United States. The "Belt and Road Initiative" (BRI) serves as the umbrella platform for achieving
Beijing’s economic objectives abroad. A critical component of this initiative is the "Maritime Silk
Road" (MSR) - maritime transport corridors connecting China to Europe, relying on the port
infrastructure of Indonesia, Malaysia, India, Sri Lanka, Kenya, Djibouti, and other coastal nations.
Over 80% of global trade is conducted via maritime routes, underscoring the strategic significance
of ports in the contemporary world economy (Eurasia Review, 2026).

African ports play a pivotal role as transit points for China’s trade with Europe within the
MSR framework, as well as for other transport corridors and Africa’s own trade with the rest of the
world. The majority of Africa’s foreign trade - estimated at 84% by the MCB Group - is conducted
with extra-continental states (MCB Group, 2025). This creates a precondition where external actors
who establish control over logistics infrastructure gain significant influence over the continent’s
nations, which they can leverage to achieve their own geoeconomic and geopolitical objectives. For
over a decade, China has been the most proactive player in this sphere.

Purpose of the Study. The purpose of this article is to determine the geopolitical and
geoeconomic impact of the People's Republic of China's control over African ports, their role in
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securing supply chains of critical materials, and in maintaining export volumes amidst tariff wars
with the United States, potential sanctions, or armed escalations. Additionally, the study analyzes
the strategic utilization of dual-use port infrastructure within the framework of the "Maritime Silk
Road" and its influence on the expansion of China's maritime power. Special attention is paid to the
challenges and prospects for the global balance of power, particularly in the context of competition
between China and the U.S. in the Atlantic Ocean and the Indo-Pacific region.

Literature Review. The topic of the PRC’s infrastructural expansion and the role of African
ports within the "Maritime Silk Road" (MSR) has been the subject of numerous academic studies
covering the geopolitical and geoeconomic dimensions of such activities.

Among the key works is Diego Pautasso’s article, "Africa and the New Maritime Silk Road"
(Brazilian Journal of African Studies, 2016), in which the author reveals the strategic importance of
the African continent within the "Belt and Road Initiative," emphasizing the significance of port
infrastructure in Egypt, Djibouti, and Kenya for controlling key maritime trade corridors. This work
underscores Beijing's ambition to strengthen its global presence through maritime logistics
infrastructure.

The article by Muhammad Sabil Farooq, Tongkai Yuan, Jiangang Zhu, and Nazia Feroze,
"Kenya and the 21st Century Maritime Silk Road: Implications for China-Africa Relations" (China
Quarterly of International Strategic Studies, 2018), analyzes Kenya's role as a strategic maritime
hub and a key partner for the PRC in East Africa through the implementation of flagship
infrastructure projects. This research highlights how Chinese investments in port infrastructure
provide priority access to the natural resources of recipient countries.

The report by Peter A. Dutton, Isaac B. Kardon, and Conor M. Kennedy, "Djibouti: China’s
First Overseas Strategic Strongpoint" (U.S. Naval War College, 2020), examines the integration of
the PRC’s economic and military interests in Djibouti, which have transformed the country into a
strategic "gateway" to African markets and resources. The authors describe how the creation of a
favorable economic and political ecosystem laid the groundwork for the deployment of the first
permanent overseas PLA Navy base, providing vital logistical support to protect China's global
interests and allowing it to project maritime power into the Indian Ocean.

Lungani Hlongwa’s study, "China's Maritime Silk Road Initiative: a quest for sea power"
(South African Journal of Military Studies, 2020), considers the MSR as China’s instrument on its
path toward superpower status, emphasizing the inseparable link between control over maritime
logistics and the country's economic prosperity. The author argues that Beijing utilizes logistics
infrastructure as a covert yet powerful means of power projection, justifying this by combining
classical maritime power theory with an analysis of critical logistics and mobility.

Overall, existing publications indicate that the "Maritime Silk Road" is perceived not merely
as a commercial project but as a tool for achieving geopolitical and geoeconomic objectives. Many
works describe the initiative's impact on resource access and trade with African nations. Some works
note how China uses economic influence to achieve geopolitical goals and how ports facilitate
power projection. At the same time, there is a lack of research concerning the synergy between
PRC’s control over maritime logistics and all other dimensions of China's policy in Africa and its
cumulative geopolitical and geoeconomic consequences.

In this study, the author seeks to fill this gap by systematizing the reasons for China's
establishment of control over African ports and examining how control over the continent's maritime
logistics infrastructure promotes geoeconomic goals - specifically, the formation of a closed-loop
cycle for critical materials. Furthermore, the study explores how this control allows China to
influence the foreign policy of local governments and utilize commercial infrastructure for PLA
Navy needs to asymmetrically expand maritime power and achieve geopolitical objectives. The
novelty of this research also lies in the analysis of how China’s achievements in one of the
aforementioned areas enhance capabilities in others, highlighting a holistic system of influence in
Africa based on port control.

Methods. The application of a systems approach allowed for demonstrating how control over
ports reinforces the PRC's successes across various dimensions of its engagement in Africa and how
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these dimensions mutually reinforce one another. This same approach highlighted that establishing
control over ports is part of a holistic policy aimed at forming an extensive network of "strategic
strongpoints''.

The author actively utilized qualitative methods, integrating tools such as case studies of
ports in Kenya, Angola, Nigeria, Djibouti, and other countries as models of economic and military
expansion. Furthermore, content analysis was applied to statistical data from the Belt and Road
Initiative, the General Administration of Customs of the PRC, and Lloyd’s List reports. This was
complemented by a discourse analysis of China's primary defense documents - specifically the
White Paper on Defense and "The Science of Military Strategy." Finally, comparative analysis was
employed to examine China's port activities in East Africa versus those on the Atlantic coast,
assessing their respective roles in Beijing’s broader geopolitical objectives.

Main results of the research. As of early 2025, Chinese state-owned and private enterprises
held stakes - often controlling ones - in 78 ports across 32 African countries: 35 in West Africa, 17
in East Africa, 15 in Southern Africa, and 11 in North Africa (Africa Center for Strategic Studies,
2025). Consequently, Beijing exerts influence over more than a third of the continent's commercial
ports, effectively dominating the sector. For comparison, the PRC operates or holds stakes in only
about one-tenth of the ports within the European Union (Gresh, 2023).

Kenya stands as one of the primary focal points of the PRC's efforts to establish control over
logistics infrastructure on the continent. Kenyan ports play a vital role in the "Maritime Silk Road"
and are pivotal to China's ambitions to compete with India in the Indian Ocean ({/timoudis, 2024).
Nairobi actively secures Chinese loans and investments to fund infrastructure projects, many of
which are operated by Chinese firms upon completion. A prime example is the Port of Mombasa,
the linchpin of maritime logistics in East Africa.

Lamu Port in Kenya, constructed by the China Communications Construction Company
(CCCC), has become one of the largest in Africa and a cornerstone of the Lamu-South Sudan-
Ethiopia Transport Corridor (LAPSSET). This project - one of the continent's most massive
infrastructure undertakings - includes pipelines, railways, and airports (Woldearegay, 2025). While
LAPSSET assists landlocked countries in stimulating trade, the logistics remain controlled by
China, granting its companies prioritized access to local markets. Port investments are closely
coordinated with China's efforts to ensure its companies lead the construction and modernization of
inland logistics networks under Belt and Road Initiative.

China is also intensifying its presence in West Africa. Lekki Port in Nigeria, where the Chinese
firm China Harbour Engineering Co. (CHEC) holds a 54% stake, has already emerged as one of the
region's largest logistics hubs (Africa Center for Strategic Studies, 2025). The PRC invested $1.5
billion into the construction of this deep-water port through the China Development Bank
(Bloomberg, 2025). Among Beijing's likely next objectives is the expansion of exports through less
congested ports along the Gulf of Guinea.

The construction of new facilities is only one facet of China’s logistical strategy. Other
activities include securing concessions in exchange for loans, investments, or infrastructure projects.
In Tanzania, for instance, the state-owned China Civil Engineering Construction Corporation is
financing the $1.4 billion TAZARA railway project in exchange for a 30-year concession, granting
the company control over the Port of Dar es Salaam and its revenues (The National Interest, 2025).

China realizes returns of up to 1,300% on its investments in African port infrastructure, as it
often gains the authority to determine service costs and other port dues (PwC, 2018). This allows
Beijing to flood African markets with its own goods under preferential terms, effectively stifling
competitors within the domestic markets of African states. Furthermore, China derives significant
profit from the handling of local exports.

China remains Africa’s largest trading partner, with trade volumes growing annually, driven
in part by Beijing’s heavy investments in the continent's logistics infrastructure. According to data
from the General Administration of Customs of the PRC, Chinese exports to African countries in
2025 amounted to $225 billion (a 25.8% increase compared to 2024). Meanwhile, African exports
to China reached $123 billion in 2025 (a 5.4% increase compared to 2024) (South China Morning
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Post, 2026).

Consequently, the PRC expanded its trade surplus by $40 billion, rising from $62 billion to
$102 billion. This export expansion is partially linked to the necessity of reorienting goods away
from the American market due to ongoing tariff wars with the United States. Prospective measures
by Washington and Brussels to reduce dependence on Chinese products are expected to further drive
China’s efforts to expand and modernize port infrastructure in Africa to facilitate exports to
alternative markets.

Dependence on Chinese infrastructure, in turn, inclines African nations to support Chinese
interests. Therefore, from the perspective of the PRC’s geopolitical objectives and pure commercial
gain, further actions by Beijing aimed at the construction, acquisition, and operational control of
African ports are to be expected.

The Chinese model of providing loans collateralized by infrastructure assets also extends to
African ports (Observer Research Foundation, 2024). This carries a significant risk of "debt-trap
diplomacy," where the continent’s nations may face the loss of port ownership to China. At the same
time, a significant reduction in the volume of lending for infrastructure projects has been observed
since 2022, as the PRC now prioritizes direct investment and projects led by Chinese companies
(Itimoudis, 2024).

Under the "Belt and Road Initiative" (BRI), Chinese investments and infrastructure financing
in Africa totaled $21.7 billion in 2023 (Itimoudis, 2024), $29.2 billion in 2024 (One Road Group,
2025), and reached a staggering $80 billion in 2025 (Green Finance & Development Center, 2026).
Africa has emerged as a primary destination for China’s overseas investment in recent years.

Since the initiative’s launch in 2013, China has spent $1.4 trillion on infrastructure projects
abroad, with investment and financing levels increasing annually since 2020. In 2025 alone, total
BRI expenditures reached $213.6 billion (Green Finance & Development Center, 2026). Given the
gradual slowdown of the PRC’s domestic economy, increasing foreign investment is a logical
strategy to secure expanded access to emerging markets, with Africa representing one of the largest
and most relevant among them.

Interestingly, since 2023, new Chinese investment in African logistics infrastructure has
significantly decreased. This suggests that the current level of access is deemed sufficient by
Beijing. Since 2013, Chinese companies have participated in the construction or engineering of at
least 55 ports across the continent (Itimoudis, 2024).

China switched to integrating its port infrastructure with the extractive industry. Control over
export infrastructure - specifically maritime routes, through which the absolute majority of Africa’s
trade with extra-continental partners is conducted - translates into priority access for the PRC to the
natural resources of African nations. In 2025, a record year for Beijing’s investment in Africa, China
financed two major deals in the energy sector: a $23 billion project to extract an additional 200,000
barrels of oil per day by 2030 in the Republic of the Congo, and the construction of an industrial
park with gas processing facilities in Nigeria valued at $20 billion (Green Finance & Development
Center, 2026).

African ports also play a vital role in accessing critical materials, for which global demand is
rapidly accelerating. The PRC controls approximately 70% of global rare earth element (REE)
mining and 87% of their processing, despite China itself holding only 35% of the world’s REE
reserves (AidData, 2024). Chinese companies are aggressively acquiring mining assets abroad,
spending $32.6 billion in this sector under the Belt and Road Initiative in 2025 alone (Green Finance
& Development Center, 2026).

Africa is a primary target for such activities, as it holds approximately 30% of the world's
proven reserves of critical materials (UNECA, 2024). Of China’s 166 overseas mining projects, 66
are located in Africa - more than in any other region. Chinese firms have invested $3.5 billion in
copper mining in Zambia and have committed to investing an additional $5 billion by 2031. Mining
in the Democratic Republic of the Congo (DRC), the world's largest cobalt producer, is almost
entirely controlled by Beijing, with 24 of the 33 exporting companies being Chinese. Among the
major mining assets acquired by China in recent years are the Goulamina lithium mine in Mali and
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the Ngualla rare earth mine in Tanzania (Africa Center for Strategic Studies, 2025). Crucially, the
PRC generally refrains from building processing facilities within Africa, thereby maintaining total
control over the value-creation chain.

Port infrastructure under Beijing's control guarantees the logistics of extracted critical
materials, directing them to the PRC's processing plants. For instance, cobalt, lithium, and copper
mined in the DRC and Zambia are transported via Chinese-financed railways to Chinese-controlled
ports, including Dar es Salaam in Tanzania, Lobito in Angola (under a 20-year concession), Durban
in South Africa (where Shanghai Zhenhua Heavy Industries is involved in port expansion), and
Mombasa in Kenya, among others (Africa Center for Strategic Studies, 2025).

Frequently, natural resource extraction by Chinese companies serves as repayment for loans
used to build infrastructure, which is also constructed by Chinese firms. This occurs under so-called
Resource-Backed Financing (RBF) agreements. Beijing has concluded such deals with the DRC,
Angola, Ethiopia, Zimbabwe, Sudan, South Sudan, and Equatorial Guinea. These agreements often
undervalue the resources, further inflating China’s already significant profits. For example, the
DRC’s largest copper and cobalt deposit is 68% owned by Beijing in exchange for just $7 billion in
infrastructure investment (Africa Center for Strategic Studies, 2025).

Control over ports also helps the PRC ensure the resilience of critical material supply chains
in the event of sanctions and prevents Western companies from accessing extraction or
transportation. Overall, China has spent over half of the funds invested in African logistics to secure
an integrated supply chain for critical materials - primarily lithium, cobalt, and copper from Zambia
and the DRC, and oil from Angola. For example, Beijing financed the $1.5 billion reconstruction of
the railway corridor from the cobalt belt in southern DRC to the port of Lobito (RUSI, 2024). Given
Beijing's significant investments in oil extraction in the Republic of the Congo and gas processing
in Nigeria, similar activity is expected in these countries. Stable energy supplies will be critical in
the event of U.S. and European sanctions resulting from a potential escalation regarding Taiwan.

According to Lloyd's List, Chinese companies hold stakes in, own, or operate terminals in 34
of the world’s 100 busiest ports. In total, the PRC controls over 90 deep-water ports globally
(Bloomberg, 2025). This network allows Beijing to secure trade flows in the event of military
conflict in the Indo-Pacific region, with Chinese-controlled African ports serving as a key element
of this network.

Beijing also utilizes commercial ports in Africa under its control to meet the needs of the PLA
Navy (PLAN). A prime example is the Doraleh Port in Djibouti, constructed by China and the UAE,
which was repurposed to accommodate naval vessels almost immediately after its opening in 2017
(Africa Center for Strategic Studies, 2025). The PRC negotiates the stationing or servicing of its
naval vessels with continental nations that are economically and politically dependent on Chinese
support.

Many of the deep-water ports constructed, expanded, or modernized by China were either
modified or originally designed with a "dual-use" specification, ensuring that PLAN vessels can
dock and receive necessary maintenance (/timoudis, 2024). This specifically applies to ports such
as Lekki in Nigeria, Kribi in Cameroon, Bata in Equatorial Guinea, and Bagamoyo in Tanzania
(Stars and Stripes, 2025). While this civil-military dual specialization raises concerns among
Western nations, particularly the United States, it does not yet allow for the formal classification of
these sites as overseas naval bases.

These ports possess the capacity to host a significant number of PLAN ships if required. For
instance, Walvis Bay in Namibia can accommodate up to eight destroyers; Luanda in Angola is
capable of receiving any large Chinese warship; and Port Victoria in the Seychelles can host two
Chinese corvettes (Stars and Stripes, 2025). The Port of Mombasa in Kenya can accommodate two
corvettes and a guided-missile destroyer while providing refueling services for any class of naval
vessel (RUSI, 2024).

Over the past few years, PLAN vessels have visited nearly forty African ports where Chinese
companies hold stakes, spanning East, Southern, West, and North Africa. Nations that have hosted
Chinese naval vessels include South Africa, Madagascar, Tanzania, Mozambique, the Republic of
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the Congo, Nigeria, Gabon, Cote d'Ivoire, and Morocco (Africa Center for Strategic Studies, 2025).

China's 2019 Defense White Paper discussed the development of "overseas logistics facilities"
aimed at facilitating the PLAN's transition from "near-seas defense" to "far-seas protection,"
leveraging the infrastructure of the Belt and Road Initiative to promote the PRC's global interests
(State Council of the PRC, 2019). Furthermore, in the 2020 edition of The Science of Military
Strategy, Beijing underscored the PLAN's ambition to establish a stable presence in the "two
oceans" - the Pacific and the Indian (Science of Military Strategy, 2020).

Ports capable of hosting the Chinese Navy fall under the Chinese strategic concept of
"strategic strongpoints" (zhanliie zhidian), which are essential for supporting overseas operations
(Kennedy, 2019). The location of the PLAN’s currently sole overseas military base is strategically
vital, situated on the Bab-el-Mandeb Strait, through which a significant portion of the world's oil is
transported. The establishment of the base in Djibouti, combined with port investments in East
Africa, is part of a holistic Chinese strategy to exert influence over maritime chokepoints and protect
its sea lines of communication (SLOCs) (Singh, 2025).

The military base in Djibouti, in synergy with Chinese-controlled commercial ports capable
of dual-use functions, provides the PRC with the ability to deploy naval forces over great distances
and influence strategically important maritime routes through the Bab-el-Mandeb, Hormuz,
Malacca, and Mozambique Straits. For example, the strategic positioning of Mombasa and its
refueling capabilities allow the PRC to counteract a potential blockade of the Malacca Strait by
adversaries. Thus, ports controlled by Chinese companies serve as a tool for altering the regional
security architecture in the Indian Ocean.

New "strategic strongpoints" are likely to emerge in West Africa, where Chinese companies
hold more than half of the shares in three key ports: Kribi in Cameroon, Lekki in Nigeria, and Lomé
in Togo. Additionally, due to their strategic locations and capacity to host warships, the ports of
Luanda in Angola, Walvis Bay in Namibia, and Dar es Salaam in Tanzania remain highly significant
for the PRC (Africa Center for Strategic Studies, 2025). These potential "strategic strongpoints"
provide critical access to both the Atlantic and Indian Oceans.

The PRC's significant influence over West African port infrastructure holds substantial
potential to challenge U.S. dominance in the Atlantic Ocean. The capacity to utilize even a fraction
of the 35 regional ports where Chinese companies hold stakes for PLAN vessel port calls and
military exercises enables Beijing to influence transport corridors in the Eastern Atlantic when
necessary. The expansion of PRC influence in the Indian Ocean and the Red Sea following the
establishment of the PLAN military base in Djibouti underscores the threat to the United States
should a Chinese base emerge in the Gulf of Guinea.

The PRC’s presence in the port infrastructure of the South African Atlantic coast is particularly
substantial, primarily in Angola. Beyond the deep-water Port of Luanda, China controls the ports of
Lobito, Caio, and Barra do Dande (RUSI, 2024). All of these facilities possess the potential to be
repurposed for military objectives.

The establishment of a permanent PLAN naval base in West Africa would allow the PRC to
project power across the entire Atlantic Ocean, posing a direct threat to U.S. national security. Under
such a scenario, Chinese nuclear-powered submarines could potentially operate within reach of the
U.S. East Coast (RUSI, 2024). Evidence suggests that China has already explored options for
hosting a naval base, notably in Gabon (Center for Maritime Strategy, 2025) and Equatorial Guinea.
(Bloomberg, 2025)

The relatively limited U.S. military presence in the Atlantic compared to the Pacific, which
has served as the primary theater for countering military threats for decades, only exacerbates the
strategic risk for Washington (Congressional Research Service, 2023). If the U.S. decides to expand
its naval presence in the Atlantic to counter this expansion, it would be forced to redeploy forces
from the Indo-Pacific, thereby shifting the balance of power in that theater in the PRC's favor.

Consequently, the emergence of a PLAN military base in West Africa would inevitably
weaken the U.S. positions in maritime balance of power: either China gains the capacity to project
power across the Atlantic, or U.S. positions in the Pacific are compromised. Both scenarios would

35



https://doi.org/10.17721/apmv.2026.166.1

facilitate Beijing's achievement of its broader geopolitical objectives, such as securing control over
Taiwan.

The U.S. maintains significantly less influence over West African port infrastructure than the
PRC and would face considerable difficulties in potentially deploying its own naval forces in the
Gulf of Guinea in response to Beijing's actions. For instance, despite U.S. efforts to expand access
to the African market through the key regional port of Lomé in Togo, the local government opted to
prioritize cooperation with Russia, signing a military agreement that, beyond joint exercises and
technical support, grants the Russian Navy unimpeded access to this strategic maritime port
(Maritime Executive, 2025).

Admittedly, the U.S. and its NATO allies currently maintain overall naval superiority over the
PRC and preserve the foundational infrastructure for both defensive and offensive operations.
However, the Chinese strategy of expanding control over port infrastructure bolsters the country's
maritime power by blurring traditional perceptions of sea power that rely solely on fleet size and
formal naval bases.

Conclusions. Control over Africa’s maritime logistics infrastructure plays a pivotal role in the
economic development and the achievement of the PRC’s geopolitical objectives at the current
stage. Beijing’s construction of, acquisition of stakes in, or procurement of concessions for more
than one-third of Africa’s commercial ports facilitate its efforts to establish control over key supply
chains and the extraction of natural resources. This, in turn, grants expanded access to domestic
markets, allowing them to be saturated with Chinese goods under preferential terms. Such
significant economic leverage in Africa enables the PRC to expand its influence in global trade and
increase the political dependence of continental nations to further its geopolitical goals.

The strategic importance of African ports continues to grow due to the trade wars between
China and the United States. Beijing has already reoriented a portion of its exports, previously
destined for the U.S. market, toward local African markets. In recent years, Africa has also become
a primary destination for Chinese foreign investment focused on the extraction of critical materials.
Port infrastructure on the continent ensures the resilience of China’s supply chains for these
materials in the event of international sanctions.

The reduction in expenditures on logistics infrastructure projects in Africa, and within the Belt
and Road Initiative as a whole, indicates that China has established a network of the desired density
at both regional and global levels. This applies equally to port infrastructure. Concurrently, as
resistance to Chinese control over logistics grows within the "political West," Beijing is expected to
compensate for potential asset losses in those countries by expanding its control over ports in the
Global South, including Africa.

Commercial deep-water ports in Africa - constructed, expanded, or modernized by Chinese
firms - are also utilized for the docking and servicing of PLAN vessels due to specific technical
characteristics. African nations that are economically and politically dependent on Beijing generally
do not oppose such dual-use applications.

China’s defense doctrine documents indicate a transition from "near-seas defense" to "far-seas
protection,”" relying on "overseas logistics facilities." African ports hosting or servicing PLAN
vessels are essential elements of the Chinese concept of "strategic strongpoints" (zhanliie zhidian),
which are necessary to support operations in the Pacific and Indian Oceans, maintain control over
maritime geostrategic chokepoints, and secure key trade corridors.

The PRC is already altering the regional security architecture in the Indian Ocean through its
control of African ports and is actively seeking to establish "strategic strongpoints" on Africa’s
Atlantic coast. This would allow China to project power across the entire Atlantic Ocean. A potential
expansion of China’s military presence in the Atlantic would shift the global balance of power and
facilitate Beijing’s pursuit of its strategic objectives, such as securing control over Taiwan.

Beijing’s policy regarding the control and dual-use of African ports allows the PRC to gain
geopolitical advantages by acting below the threshold of formal securitization. Despite the United
States maintaining superiority in conventional naval power, port control asymmetrically bolsters
Beijing’s maritime strength.
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The novelty of this research lies in the conceptualization of the PRC’s strategy in the
asymmetric development of maritime power, the formation of political influence, and the economic
exploitation of counterparty nations based on the control of port logistics. However, the
sustainability of this strategy will depend on Beijing’s ability to withstand active countermeasures
from the U.S. and the EU, including potential sanction pressure or new tariff wars. Future research
should focus on analyzing the long-term viability of this model and its capacity to adapt to new
geopolitical challenges, such as an escalation surrounding Taiwan or shifts in U.S. strategy in the
Atlantic and Indo-Pacific regions.
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Abstract. Wars are frequently characterized as accidents, mistakes, or unintended
consequences of miscalculation. Such interpretations are deeply embedded in both popular
discourse and classical reflections on war, where armed conflict is often portrayed as a breakdown
of diplomacy or rational control. At the same time, much of contemporary international relations
theory rests on the assumption that states and their leaders are broadly rational actors who seek to
maximize expected utility under constraints. This creates a persistent puzzle: if war is costly, risky,
and widely recognized as destructive, why do rational decision-makers repeatedly choose it?

This article argues that the opposition between “accidental” and ‘“deliberate” war is
analytically misleading. Rather than being the product of sheer error or irrationality, most wars
emerge from strategic interaction under conditions of uncertainty, incomplete information, and
political constraint. What are often described ex post as “mistaken” wars are more accurately
understood as high-risk strategies whose unfavourable outcomes materialized de-facto. Conversely,
wars that achieve immediate objectives may still constitute strategic errors if decision-makers
systematically underestimated costs or overestimated benefits.

The article develops this argument by integrating rationalist bargaining theory with insights
from political psychology, escalation theory, and domestic politics. It conceptualizes war as a
gamble under uncertainty, where probabilities are endogenous and shaped by interaction with
adaptive adversaries. It further distinguishes between mistaken wars and accidental wars,
emphasizing escalation dynamics, brinkmanship, and loss of control. Finally, it examines how
cognitive biases, group decision-making processes, and domestic political incentives condition
leaders’ willingness to accept risk. Taken together, the analysis challenges outcome-based
judgments of war and offers a more nuanced framework for understanding why wars occur despite
their recognized costs.

Key words: war, rational choice, uncertainty, risk-taking, misperception, groupthink, strategic
decision-making, international conflict.

Anomauyia. Bitinu yacmo esadcaromv pe3ynbmamom 8UNAoKy, NOMUIOK AO0 HEeHABMUCHUM
HACIOKOM XUOHUX pO3paxyHkig. Taxi nioxoou nowupeHi K y NyOniuHOMY OUCKYPCi, maxk i 8
KIACUYHUX poOOmax npo GiliHy, e 30potiHuLl KOHGQIIKM HepiOKo NOCmae K pe3yivmam npoeay
ouniomamii abo empamu KoHmpono. Boonouac smauna wacmuna cyuacuux nioxooie y meopii
MINCHAPOOHUX BIOHOCUH NPUNYCKAIOMb, U0 0epacasu ma ixHi 1ioepu 8 Yiiomy € payioHaibHUMU
azeHmamu, sIKi NpacHymMv Maxkcumisyeamu o4ikyeany suepaul. Lle 6ede 00 numanus. AKWO GiliHA €
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00p02010, PUBUKOBAHOI MA PYUHIBHON, YOMY PAYIOHAIbHI Aidepu il obupaoms?

YV yiti cmammi cmeepoicyemuvcsl, wo npomucmagieHHs «BUNAOKO80L» ma « HABMUCHOLY GIUIHU
€ ananimuyno xubnum. binvwicmo 6itlin He € pe3yibmamom NOMUIOK YU iPPAYIOHAILHUX DIUUEHb,
HAmMoOMICmb 8OHU GUMIKAIOMb 13 cmpame2iuHoi 63aeMo0ii 8 YMOBAX HEGU3HAUEHOCMI, HENnOBHOI
iHopmayii ma nonimuunux obmedgicenv. Te, wo nocmghaxmym uacmo XxXapaxmepusyemucs K
«NOMUNKOBA» GIlHA, MOYHiwe Oy10 0 po3ymimu SK pe3yibmam pusuKo8anoi cmpameeii,
HeCNnpusiImaugi Haciioku saxoi 0yrno peanizosano. Hamomicmo 6itinu, wo ycniwno oocsenu
noCmMasieHux yinet, MOXCymv Oymu Cmpame2iyHumMu ROMUIKAMU, AKUWO NOTIMUKU CUCTHEMATNUYHO
HeO0OYIHI8AIU 8UMpamu abo nepeoyiHo8aIU GUSPALLI.

YV cmammi obepynmoseano yio OyMKy i3 BUKOPUCMAHHAM Meopii nepe2osopié 8 pamKax
PAYioHAICMUYHO20 NIOX00Yy mMa NOAMUYHOI NCuxonocii, meopii ecxarayii ma 00Cai0HCeHb
BHYMPIWHbOI nonimuxu. Bilina cnputivaemovcs padute sk piuieHHs 8 YMOBAX HEBUHAYEHOCMI, Oe
CniB8IOHOUIeHHS UMOGIPHOCMEL 3anedcumsy 8i0 83aeMO0ii i3 CYynepHUKAmMU, Wo 30amHi 3MiHI8amu
€6010 nosedinky. Takodx npoeedeHo po3medcysants NOMUIKOBUX MA 8UNAOKOBUX GIliH, 3 AKYEHNMOM
Ha OuHamiyi eckanayii, OGNAHCY8aHHI Ha MexCi 6iiHu ma empami Koumponio. Hapewmi,
00CNIONHCEHO AK KOCHIMUBHI BUKPUBIEHHS, NPOYECU 2PYNOB020 MUCLEHHS U HYMPIUHbONOLIMUYHI
CIMUMYU 8NIUBAIOMb HA 20MOBHICMYb 1I0epi6 Umu Ha pusux. Y cyKynHocmi yeul ananiz cmasumo
nio CyMHi6 OYIHKU BO€H, 3ACHOBAHI IULEe HA PEe3YIbMAamax, i NPONOHYE OLIbU 0emalbHy PAMKY OJisl
PO3YMIHHS MO20, YOMY GIUHU BUHUKAIOMb NONPU YCBIOOMILIEHHS IXHbOI 8UCOKOI YiHU.

Knrouoei croesa: siiina, payionanvruii 8u0ip, He8UHAYEHICMb, CXUILHICIb 00 PUSUKY, XUOHI
VABNIEeHHS, 2PYN06e MUCTIeHHS, CINPame2iune YX8aleHHsl Pillerb, MIDCHAPOOHUL KOHMIIKM.

Introduction. The onset of wars poses one of the key challenges in security and conflict
studies. States systemically initiate military conflicts, even when victory seems too expensive,
uncertain or risky — not to mention defeat. There are a number of theories at different levels of
analysis, explaining the process. One of the levels deals with decision-making: a war is seen as a
result of a chain of decisions taken by (supposedly) rational actors.

A view on war from this perspective implies a deeper understanding of strategic choice
political leaders face under uncertainty. They can be mistaken or gambling, but that is not enough
to explain why decision to go to war are from time to time made by rational actors. To provide a
better explanation, war can be presented as a response, which seems rational under certain
conditions, even given its high price.

This article argues that the dichotomy between accidental and intentional war is misleading.
Wars rarely emerge from pure chance, but neither are they always the result of straightforward
rational calculation. Instead, wars are best understood as outcomes of strategic interaction under
uncertainty, where risk, misperception, incomplete information, and institutional or psychological
constraints shape decision-making. What may later be labelled a “mistake” is often a rational choice
given the information, preferences, and incentives available at the time.

The purpose of this article is to define or expand the concepts of “mistake”, “risk”,
“uncertainty” — key variables impacting decisions to launch a war; and demonstrate how wars are
rather resulting from strategic interactions, information asymmetry and political constraints.

Literature Review. The question of the causes of wars is fundamental for international
security studies, war studies and international relations theory. Explanations of war span multiple
traditions, ranging from classical reflections on human nature and power politics to formal models
of strategic interaction and psychological approaches to decision-making under uncertainty.

Classical realism provides an early framework for understanding war as an instrument of
policy rather than a diplomatic failure. Hans Morgenthau emphasized that states operate in an
anarchic system driven by the pursuit of power and survival, making the use of force a recurrent
feature of international politics (Morgenthau, 2005). From this perspective, wars may be disastrous,
but they are rarely accidental in a meaningful sense; they emerge from conflicting interests and
power struggles under conditions of uncertainty.

Structural realism refined this logic by linking war to the distribution of power and systemic
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constraints rather than to individual errors. Kenneth Waltz argued that the anarchic structure of the
international system compels states to rely on self-help, generating security competition that can
lead to war even in the absence of malign intentions (Waltz, 2010). Structural realism thus shifts
attention away from mistakes toward structural pressures that make conflict recurrent. However,
structural realism has difficulty explaining variation in war onset and the specific timing of conflicts,
leaving room for agency, perception, and strategic choice.

Rationalist theories of war address this gap by conceptualizing war as a bargaining failure.
James Fearon’s seminal article argues that if war is costly and leaders are rational, states should
prefer negotiated settlements that reflect the balance of power (Fearon, 1995). War occurs not
because leaders are irrational, but because of specific mechanisms that prevent agreement, including
private information with incentives to misrepresent, commitment problems, and issue
indivisibilities. In this framework, wars often appear “mistaken” only in hindsight, when private
information is revealed through fighting. The rationalist approach thus reframes war as an
equilibrium outcome of strategic interaction under uncertainty rather than a deviation from rational
behaviour.

Subsequent work has extended and refined bargaining models by incorporating dynamic
interaction, learning, and endogenous shifts in power. Scholars such as Robert Powell emphasize
commitment problems as a central cause of war, particularly in situations where power is shifting
(Powell, 2006). From this perspective, preventive and preemptive wars may be rational responses
to anticipated future disadvantages, even if they entail high immediate costs. This logic complicates
simple judgments about error, as decisions that appear reckless ex post may have been strategically
defensible ex ante.

Escalation theory further contributes to understanding how wars can emerge without a clear
intention to fight. Thomas Schelling’s work on brinkmanship highlights how rational actors may
deliberately manipulate risk, creating situations in which outcomes are partially beyond their control
(Schelling, 1981). In such settings, war can result from a series of rational choices that increase the
probability of catastrophe without any single decision constituting a clear mistake. This insight blurs
the boundary between accidental and deliberate war, suggesting that loss of control can itself be a
strategic instrument.

Political psychology offers a complementary perspective by focusing on how cognitive
limitations, biases, and group dynamics shape decision-making. Scholars have documented
systematic patterns of overconfidence, motivated reasoning, and misperception that affect leaders’
assessments of costs, probabilities, and adversary intentions (Jervis, 1976, Kahneman, Tversky,
1979). Trving Janis’s concept of groupthink demonstrates how cohesive decision-making groups
may suppress dissent, discount warning signals, and converge on flawed strategies (Janis, 1982).
Psychological approaches do not reject rationality outright, but they highlight how bounded
rationality and organizational processes can distort strategic calculations.

More recent work seeks to integrate rationalist and psychological insights rather than treating
them as competing explanations (Davis, McDermott, 2021). Behavioral IR has expanded
significantly in recent years beyond the traditional rational choice versus psychology debate,
positioning itself as a platform for examining a broader set of mechanisms, including of war
initiation. This implies integrated research agendas that address how individual traits, environmental
contexts, and biological factors interact to shape decision-making in international relations.

Main Results of the Research. Wars are often described as “mistakes” or “accidents”, i.e.
outcomes of miscalculations, uncontrollable escalation, or unfortunate chains of events that no actor
truly desired. This intuition is deeply rooted in both popular discourse and classical reflections on
war, where armed conflict is associated with fate, chance, or forces beyond deliberate human
control. From this perspective, wars appear as failures of diplomacy or reason, deviations from an
otherwise preferable peaceful equilibrium.

At the same time, much of contemporary international relations theory rests on a different
assumption: states are generally treated as rational actors. Decision-makers, acting on behalf of
states, are assumed to pursue strategies that maximize expected utility and minimize costs, however
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these may be defined (Fearon 1995, Powell 2006). If this assumption holds, war becomes less an
accident and more a strategic choice, one that is difficult to reconcile with the high and well-
documented costs of modern armed conflict.

This tension raises a fundamental puzzle. If war is costly, risky, and often destructive beyond
initial expectations, why do rational actors still choose it? And under what conditions can wars
meaningfully be described as “mistaken” or “accidental” rather than deliberate strategic decisions?

One of the least disputed claims in the international conflict studies is that war is expensive.
Modern wars impose enormous human, economic, political, and reputational costs (Bilmes, Stiglitz,
2008). Even victorious states often suffer long-term consequences that exceed initial expectations,
including economic strain, political instability, and unintended strategic commitments. This
observation underpins much of the rationalist literature on war.

If states are rational and war is costly, then war should be rare. Yet history suggests otherwise.
Armed conflicts persist across different times and regions. The rationalist response to this puzzle
does not deny rationality but instead reframes the problem: war occurs not despite rationality, but
because of it, under specific strategic conditions (Fearon, 2018).

From such perspective, war is not necessarily evidence of irrationality or error. Rather, it can
represent a rational response to unfavourable alternatives. A state may choose war not because it
expects low costs or easy victory, but because the expected costs of peace — or of accepting an
opponent’s demands — are perceived as even higher. In such cases, war becomes the least bad option
among several undesirable alternatives.

Another consideration can also be relevant. Costs of peace, which are often neglected, can
become so high that war seems a rational option. Military spendings, imposition of penalties and
predation are often mentioned as main sources of peace costs (Coe, Vaynman, 2020), which make
war attractive. When costly peace mechanisms are in place, there may be no mutually preferable
peaceful division of value, because any peace settlement that addresses the core of the dispute would
still leave actors worse off relative to the option of conflict.

This logic complicates retrospective judgments about “mistaken” wars. A war that ends in
defeat does not automatically imply that the initial decision was irrational. Conversely, a victorious
war does not prove that the decision to fight was sound. Outcomes alone cannot validate or
invalidate strategic choices; what matters is the information and expectations available at the time
of decision-making. This point is often overlooked in historical assessments of war. With the benefit
of hindsight, it is tempting to label failed wars as obvious blunders and successful ones as farsighted
strategies. Yet such evaluations commit a fundamental analytical error: they substitute ex post
outcomes for ex ante reasoning.

Consider two illustrative examples. In the early fifth century BCE, Athens and Sparta rejected
ultimatums from the Achaemenid Empire, a power vastly superior in population and material
resources. The ensuing Greco-Persian Wars imposed immense costs but ultimately preserved Greek
autonomy. Was this an irrational gamble — or a rational refusal to accept a worse alternative?

By contrast, Saddam Hussein’s decision to defy US demands in 2003 resulted in regime
collapse, occupation, and his eventual execution. In retrospect, the imbalance of power makes this
decision appear catastrophically irrational. Yet from the perspective of the Iraqi leadership,
surrender carried its own existential risks, including loss of power, internal threats, and uncertain
personal survival. These examples underscore a key analytical point: rationality does not guarantee
success, and failure does not necessarily imply irrationality.

A more precise way to conceptualize decisions for war is to treat them as choices under
uncertainty. Leaders do not know the true probability of victory, the full scale of costs, or the likely
reactions of allies, adversaries, and domestic audiences. Instead, they operate with estimates, beliefs,
and assumptions that may later prove inaccurate.

In this sense, war resembles a strategic gamble rather than a deterministic calculation. The
expected utility of war depends on three variables that are notoriously difficult to assess: the
probability of victory, the value of winning or losing, and the costs of fighting.

Unlike games of chance such as lotteries or roulette, where probabilities are fixed and known,
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war involves strategic interaction with an adaptive opponent. As a result, probabilities are
endogenous and constantly shifting. A state’s likelihood of success depends not only on its own
capabilities but also on the strategies, resolve, and learning capacity of its adversary.

This distinction is crucial. Some decisions are irrational because they have negative expected
value regardless of context. Purchasing lottery tickets or playing roulette falls into this category: no
sequence of wins can transform such activities into rational strategies over repeated play. By
contrast, decisions about war are different. Their expected value cannot be strictly determined in
advance.

Moreover, empirical evidence suggests that material power alone is a poor predictor of war
outcomes (Beckley, 2018). Weaker states frequently resist stronger opponents successfully, either by
avoiding defeat, prolonging conflict, or imposing costs that outweigh the benefits of victory
(Arreguin-Toft, 2005). This empirical pattern further undermines simplistic calculations based solely
on relative capabilities.

As a result, even wars with low estimated probabilities of success may be rational if the
alternatives are sufficiently unattractive. Conversely, wars that appear promising may be
strategically misguided if costs are underestimated or political objectives are ill-defined. This logic
challenges the notion of “mistaken war” as a category defined by outcomes. A war can be both
rational and unsuccessful; it can also be successful and strategically unsound.

The concept of a “mistake” in international politics is also quite complex. In everyday
language, a mistake is typically understood as a wrong decision, one that leads to undesirable
outcomes. In analytical terms, however, this definition is insufficient. Outcomes alone cannot
determine whether a decision was mistaken, because political actors operate under uncertainty and
incomplete information. A decision that leads to failure may nonetheless have been rational ex ante,
while a successful outcome may result from luck rather than sound judgment.

To avoid retrospective bias, mistakes in international politics must be defined in procedural
rather than outcome-based terms. From a rational-choice perspective, a decision can be considered
mistaken if it had a negative expected value given the information reasonably available to the
decision-maker at the time. This definition aligns with decision theory and allows for analytical
consistency across cases (Levy, 1997).

This distinction is critical for understanding war. Many wars labelled as “mistaken” are, upon
closer inspection, better described as high-risk strategies whose unfavourable outcomes were
realized ex post. Conversely, some wars that achieved their immediate objectives may still qualify
as strategic errors if decision-makers systematically underestimated costs or overestimated benefits.

Historical interpretation frequently violates this principle. Analysts often project knowledge
of subsequent events onto past decision-makers, judging their choices as irrational because they
“should have known better.” This logic is analytically flawed. Decision-makers cannot observe
future contingencies; they can only act on available signals, intelligence, historical analogies, and
strategic expectations.

The problem is exacerbated by the asymmetric availability of information. Leaders rarely have
full access to reliable intelligence about adversaries’ capabilities, intentions, or resolve. Even when
such information exists, it may be filtered, distorted, or selectively presented by bureaucracies with
their own incentives (Jervis, 1976). As a result, decisions that appear obviously flawed in hindsight
may have seemed defensible — or even prudent — at the time.

This perspective complicates the moral and analytical evaluation of war initiation. It suggests
that identifying “mistaken wars” requires reconstructing the decision-making environment rather
than relying on outcomes alone. The analytical task, therefore, is not to ask whether a war was lost
or won, but whether the decision to fight systematically violated the decision-maker’s own strategic
logic.

While many wars result from deliberate strategic choices, others are commonly described as
“accidental.” In a broad sense, all wars are contingent events shaped by complex interactions and
unpredictable developments. In a narrower analytical sense, however, accidental wars can be
defined as conflicts that arise without a clear intention to fight at the outset, often through escalation
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processes that gradually get out of control.

The concept of accidental war gained prominence during the Cold War, particularly in
discussions of nuclear deterrence. Strategists worried about scenarios in which technical failures,
false alarms, or unauthorized actions could trigger catastrophic escalation (Schelling, 1981). These
concerns were not merely hypothetical: several incidents involved near-launches of nuclear
weapons due to misinterpreted signals or system errors (Blair, 1993).

Beyond technical accidents, escalation dynamics represent a more common pathway to
unintended war. Political leaders may initially pursue limited objectives, e.g. signalling resolve, or
extracting concessions, without intending to initiate full-scale conflict. Yet each incremental step
alters the strategic environment, raises stakes, and reduces the credibility of de-escalation.

The July Crisis of 1914 is the famous example. Decisions to issue ultimatums, mobilize forces,
and reaffirm alliance commitments were taken incrementally, often defensively, yet collectively
produced a situation in which backing down became politically and strategically untenable (Jervis,
1997). War emerged not from a single decision but from a sequence of moves that progressively
narrowed the space for compromise.

This logic is central to escalation theory. Each action intended to enhance security or
bargaining leverage simultaneously increases the probability of violence. Mobilization, for example,
may be defensively motivated but is often indistinguishable from preparation for attack. Once such
measures are undertaken, political leaders face audience costs and reputational concerns that make
reversal difficult (Fearon, 1994).

Importantly, escalation does not necessarily imply loss of control. Leaders may accept
increasing risks as part of a coercive strategy. Thomas Schelling famously described this as “the
threat that leaves something to chance” (Schelling, 1960). By deliberately creating situations where
events could spiral beyond control, leaders attempt to signal resolve and shift bargaining outcomes.

From this perspective, accidental wars are rarely pure accidents. They are more accurately
understood as byproducts of strategic environments in which risk-taking is incentivized, and where
multiple actors simultaneously pursue brinkmanship strategies. War occurs not because leaders fail
to act rationally, but because rational risk-taking by multiple actors produces unstable equilibria.

Even when leaders aim to act rationally, their decisions are filtered through cognitive
processes that systematically deviate from perfect rationality. A substantial body of research in
political psychology demonstrates that decision-makers rely on heuristics, analogies, and simplified
mental models, particularly under conditions of stress and uncertainty (Kahneman and Tversky,
1979, Jervis, 1976).

One of the most repetitive cognitive biases in the context of war is overconfidence. Leaders
frequently overestimate their own capabilities and underestimate those of their adversaries.
Empirical studies suggest that political leaders are particularly prone to optimism bias when
contemplating the use of force, often expecting short wars, limited resistance, and manageable costs
(Johnson, 2004).

Closely related is the problem of misperception. States may misinterpret defensive actions as
offensive preparations, especially in tense strategic environments. Such misperceptions are not
random; they are often shaped by prior beliefs and ideological frameworks. Information that
confirms existing expectations is more readily accepted than information that challenges them, a
phenomenon known as confirmation bias (Jervis, 1976).

Historical analogies play a particularly influential role. Leaders frequently justify decisions
for war by invoking past successes or failures, e.g. Munich, Vietnam, or the Cold War; yet such
analogies are often applied selectively or superficially. While analogical reasoning can simplify
complex decisions, it also risks importing inappropriate lessons from fundamentally different
contexts (Khong, 1992).

These cognitive factors do not operate in isolation. They interact with institutional structures
and group dynamics, amplifying their effects. Decision-making bodies that are insulated from
external criticism or alternative viewpoints are especially vulnerable to distorted assessments of risk
and feasibility. These dynamics are explored in greater detail further below, with an emphasis on
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group decision-making and the phenomenon of groupthink.

While rationalist models typically treat states as unitary actors, decisions about war are made
by individuals operating within small groups. This introduces an additional layer of complexity into
the analysis of conflict onset. Even when national interests are clearly defined and information is
available, the social dynamics of decision-making bodies can systematically distort strategic
assessments. One of the most influential concepts capturing this phenomenon is groupthink.

The concept of groupthink was introduced by Irving Janis to describe a mode of thinking in
highly cohesive groups where the desire for unanimity overrides the motivation to appraise
alternative courses of action realistically (Janis, 1982). Under conditions of groupthink, decision-
making groups display a characteristic set of symptoms: illusions of invulnerability, collective
rationalization, belief in the inherent morality of the group’s position, stereotyped views of the
adversary, pressure on dissenters, self-censorship, and an illusion of unanimity.

In the context of international security, these dynamics are particularly dangerous. Decisions
about war are often taken under time pressure, high uncertainty, and perceived external threat—
precisely the conditions under which groupthink is most likely to emerge. Moreover, national
security decision-making is frequently insulated from external criticism, reinforcing informational
closure and conformity.

Empirical studies suggest that groupthink has played a role in several major foreign policy
failures. Janis’s own analysis of the Bay of Pigs invasion demonstrated how the Kennedy
administration discounted warning signals, suppressed dissenting views, and overestimated the
likelihood of success (Janis, 1982). Subsequent scholarship has identified similar dynamics in the
escalation of the Vietnam War, the Israeli decision-making prior to the 1973 Yom Kippur War, and
the US invasion of Iraq in 2003 (Khong, 1992; Badie, 2010).

Groupthink does not imply irrationality in a psychological sense. Rather, it reflects bounded
rationality operating within social constraints. Individuals may privately harbour doubts yet refrain
from voicing them due to career incentives, loyalty norms, or fear of exclusion. As a result, policy
outcomes reflect not the aggregation of independent judgments but the reinforcement of a dominant
narrative.

Importantly, groupthink interacts with the rationalist mechanisms discussed earlier. It can
exacerbate private information problems by filtering intelligence, intensify commitment problems
by framing concessions as weakness, and harden perceptions of issue indivisibility. In this sense,
group decision-making failures are not an alternative explanation to rationalist theories of war but
a complementary one, specifying how rational incentives are processed, or sometimes distorted,
within real-world institutions.

A second major departure from unitary rational actor models lies in the domestic political
causes of war. Leaders do not merely act of the basis of national interests; they operate within
political systems that reward certain decisions and discourage others. These domestic incentives can
significantly shape risk preferences and strategic choices (Renshon, Yarhi-Milo, Kertzer, 2023).

An influential line of research focuses on political survival. According to selectorate theory,
leaders are primarily concerned with maintaining the support of a winning coalition whose size and
composition vary across regimes (Siverson, R., Bueno de Mesquita, B. (2017). In systems where
leaders rely on narrow coalitions, they may be more willing to engage in risky foreign policies,
including war, if such actions help maintain elite loyalty or divert attention from domestic problems.

Diversionary war theory similarly posits that leaders facing domestic unrest, economic
downturns, or declining legitimacy may use external conflict to rally public support and consolidate
power. While empirical evidence for diversionary motives is mixed, there is substantial support for
the claim that domestic vulnerability increases leaders’ willingness to accept higher levels of risk
(Theiler, 2017).

Domestic politics also influence perceptions of the costs of backing down. Audience cost
theory argues that leaders who make public threats incur domestic political penalties if they fail to
follow through, thereby increasing the risk of escalation during crises. Although the empirical
robustness of audience costs remains debated, the broader point stands: domestic political
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constraints shape bargaining behaviour and limit leaders’ space for manoeuvre.

Regime type further conditions risk-taking behaviour. Democratic leaders, accountable to
broader electorates, may be more cautious about initiating wars but also more selective, choosing
conflicts they expect to win. Autocratic leaders, by contrast, may be less constrained by public
opinion but more sensitive to elite threats, leading to different patterns of escalation and
commitment.

Crucially, domestic incentives can transform objectively unfavourable wars into subjectively
rational choices. When personal survival, regime stability, or ideological legitimacy are at stake,
leaders may rationally prefer war to negotiated outcomes that threaten their political position. In
such cases, what appears as strategic folly from an external perspective may be consistent with the
internal logic of political survival.

Conclusions. The persistence of war in an era where its costs are widely recognized remains
one of the central puzzles of international relations theory. This article has argued that the puzzle
cannot be resolved by attributing war solely to error, irrationality, or chance. Instead, war emerges
from the interaction of rational strategic incentives, uncertainty, domestic political constraints,
group decision-making dynamics, and structural features of the international system.

Rationalist explanations highlight why bargaining fails even when peaceful settlements exist.
Psychological and organizational factors explain how information is filtered and preferences
distorted. Domestic politics clarify why leaders may accept risks that appear excessive from a
national welfare perspective.

Taken together, these perspectives suggest that war is neither an aberration nor an inevitability.
It is a contingent outcome produced by identifiable mechanisms operating under specific conditions.
Understanding these mechanisms does not eliminate war, but it sharpens our ability to recognize
when the risk of conflict is rising, and why seemingly avoidable wars continue to occur.
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Abstract. The rapid development and application of artificial intelligence raise fundamental
questions for both International Human Rights Law and International Humanitarian Law,
particularly regarding accountability, transparency, human control, the protection of fundamental
rights, and the principles governing the conduct of warfare. The global regulatory mechanism for
Al remains fragmented and underdeveloped, creating legal uncertainty and potential accountability
gaps. The purpose of this article is to analyze the main risks Al poses to human rights and to the
rules governing armed conflicts, and to consider the main regulatory frameworks in these spheres
from an international legal standpoint.

The authors conclude that there is no single universal treaty governing the protection of human
rights in the era of Al. At the universal level, the risks and benefits of Al for human rights have been
the subject of reports by various UN bodies, including the Human Rights Council, the Office of the
High Commissioner for Human Rights, and UNESCO. The UN General Assembly, UNESCO, and
other universal international organizations adopted relevant resolutions and recommendations, but
these instruments constitute soft law and do not have binding force. The first legally binding
document in the sphere of Al and human rights — the Framework Convention on Artificial
Intelligence, Human Rights, Democracy and the Rule of Law — is a regional treaty and has several
drawbacks. Although the European Court of Human Rights has dealt with cases related to data
protection and digital technologies that may violate the right to privacy, it has not had the
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opportunity to analyze the direct effects of Al on human rights in those cases. The Artificial
Intelligence Act adopted by the European Union is not an instrument specifically addressing human
rights. On the other hand, this Regulation imposes obligations (including sanctions) on Al providers
and establishes the structure of implementing and control bodies at the EU and national levels of
Member States, which ensure the provision of a safe and ethically healthy environment, thereby
creating the preconditions for the protection of human rights.

Lethal autonomous weapon systems that can select and attack targets without human
intervention pose serious challenges for International Humanitarian Law. The use of LAWS may
breach its main principles: distinction, military necessity, proportionality, precautions in attack, and
humanity. The author concludes that there is no single universal treaty governing the conduct of
warfare in the era of AI. The UN General Assembly adopted a special resolution on this matter, the
Group of Governmental Experts on Emerging Technologies in the Area of Lethal Autonomous
Weapons Systems within the Convention on Certain Conventional Weapons adopted a set of eleven
guiding principles, but they constitute soft law and do not have binding force for states. Meanwhile,
some organizations called for a new international treaty that would set out specific prohibitions and
restrictions on LAWS. It is a matter for future negotiations between states and within international
organizations on whether to adopt a new legally binding instrument on such weapons and, if so, in
what form. In any case, the current legal framework — conventions and protocols, which are the
main sources of International Humanitarian Law — is not enough to govern new weapons developed
through Al technologies.

Keywords: artificial intelligence, international law, human rights, lethal autonomous weapon
systems, international human rights law, international humanitarian law.

Anomauia. Cmpivka po3pobka ma GUKOPUCMAHHA WIMYYHO20 IHMENeKmy HOpYULye
@yHOaMenmanvHi NUMAHHA SIK OJ1 MIJZICHAPOOHO20 Npasa npas Jo0UHU, max i 0 MiHCHAPOOHO20
2YMAHIMAapHo20 Npasa, 30Kpema wooo 8i0N08i0aIbHOCI, NPO30POCMI, TH0OCbKO20 KOHMPOII0 ma
3aXUCTY OCHOBONONONACHUX NPAB, A MAKOI’C NPUHYUNIB, WO pecyiotomb 8edeHHs itinu. 1 1obanvHuill
mexanizm pecyniosanns y cepi LI 3anuwaemoca ppacmenmosanum i HeOOCmMamubo pO36UHEHUM,
Wo CmEopIE NPABO8Y HEGU3HAYEHICMb [ NOMEHYIUHI NpPOo2aluHu y HNPUmsASHeHHi 00
gionosioanvrocmi. Memoro yiei cmammi € ananiz ocHogHux pusuxie, axi LI cmanosums 015 npas
JIOOUHU Ma Ol HOPM, W0 pe2yiooms 30pOlHi KOHQIIKMU, a MAKodC pOo32IAHYMU KIOY08i
Ppe2yIamopHi pamKu y yux cgpepax 3 mouKu 30py MidHCHapoOHO20 npasa.

Asmopu 00x00s5mb BUCHOBKY, WO He ICHYE €0UHO20 YHIBEPCANbHO20 002080pY, AKUU OU
peaynoeas 3axucm npag atoounu 6 enoxy LI Ha ynisepcanvnomy pisni pusuxu ma nepegaecu L1
07151 npag oouHu 6y1u npedmemom oonosioeu piznux opearie OOH, 30kpema Paou OOH 3 npas
n0o0unu, Ynpaeninua Bepxoenozco xomicapa OOH 3 npas noounu ma FOHECKO. ['enepanvha
Acamones OOH, FOHECKO ma inwi yHigepcanvHi MidcHapoOHi opeanizayii 6i0noeioHi pe3onioyill
i pekomeHOayit, 0OHAK Yi IHCMPYMEHMU MAms XapaKmep «M aKo20 npasay i He € 1pUOUdHO
0608 ’azxosumu. Ilepwuii wpuouuno 0608’sa3xosutl doxymenm y cgepi LI ma npas moounu —
Pamkoea koneenyia npo wimyunuil inmenexm, npasa M00UHU, 0eMOKpAmMIilo ma 6epxo8eHCmeE0
npaea — € pe2ioHaAIbHUM 002080POM i MAE HU3ZKY HeOoaiKie. Xoua €eponeticoKuil cyo 3 npas 1r00UHU
PpO32110a8 Cnpasu, No6 sa3ami i3 3axXucmom OaHux i Yu@posumMu MexXHONO2IAMU, AKI MONCYMb
nopyuyeamu npaso Ha NPUEAMHICMb, iH He MA8 MONCIUBOCMI NPOAHANIZy8amu Oe3nocepeoHitl
enaus LI na npasa aroounu y yux cnpasax. Akm €sponeticbkoeo Coo3y npo wmyunuil iHmenexm
He € IHCMPYMEHMOM, CneyianbHO CHPAMOBAHUM HA 3AXUCM Npag aoouHu. 3 iHuo2o 60Ky, yeu
Pecnamenm noknaoae 0606 ’a3xu (6Kn0UHO i3 CAHKYIAMU) HA NOCMAYATLHUKIE CUCEM WMYYHO20
iHmenekmy ma 6CMAHOBIIOE CMPYKMYpPY OpeaHie imniemenmayii 1 Kommponaio Ha pieni €C i
HAYiOHANbHOMY DIGHI O0epaicas-uieHis, AKi 3abe3neuyromv CMmEOpeHHs 0e3neuHo020 ma emudHo
300p08020 cepedosuwa, Mum camum Gopmyrodu nepedymMosu 0 3axXUcmy npaeg Ir0OUHU.

Jlemanoui asmonomHi cucmemu 030pO€EHHS, 30amui obupamu ma ypadxcamu yini 6e3
8MPYYAHHA NIOOUHU, CIAHOBIAMb CEPUO3HI BUKIUKU OJISL MIDCHAPOOHO20 2YMAHIMAPHO20 Npasa.
Bukopucmanns makux cucmem Mmodice nopyuryeamu 1020 OCHOBHI NPUHYUNU: PO3PIZHEHHS,
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BILICLKOBOI HeOOXIOHOCMI, NPONOPYIUHOCMI, 3ACMOCYBAHHA 3AN00INCHUX 3aX00i8 Nid Yac Hanaoy
ma 2ymanHocmi. ABmop 00xo0ums UCHOBKY, W0 He ICHYE EOUHO20 YHIBEPCAbHO20 002080DY, AKUIL
ou peecynosas eedenns eiinu 6 enoxy LI I'enepanvna Acambnres OOH yxeanuna cneyianvHy
pe3onoyilo 3 yvboeo numanus; Ipyna ypsaoosux excnepmie 3 HOBIMHIX MexHONO2IL y cgepi
JIEMANbHUX ABMOHOMHUX cucmem 030poenHs 6 pamkax Koneenyii npo nesni éuou 36uuaiinoi 30poi
VX8ANUNA OOUHAOYAMb KEPIGHUX NPUHYUNIB, OOHAK BOHU MAIOMb XAPAKMep «M K020 npasay i He €
OPUOUUHO 0008 'a3K08UMU Ol Oepaicas. Boonouac Oeski opeawizayii 3akiukanu 00 YKIAOeHHs.
HOB020 MIJMCHAPOOHO020 002080pY, AKUU OU 8CMAHOBII08A8 KOHKPEMHI 3A00POHU MA 0OMENHCEHHs.
w000 makoi Hosimuboi 30poi. [lumanns npo me, wu OyOe yXeanieHo HOBULL IOPUOUUHO 0008 A3KOBULL
MIJICHAPOOHULL IHCMPYMEHM U000 JeMATbHUX A8MOHOMHUX CUCTeM 030pO€EHH | 8 sKill hopmi, €
npeomMemom MatlOymHuix nepe2osopie Midic 0epicasam. ma 8 MerHcax MiDCHapoOHux opeanizayii. Y
OYOb-aKOMY pazi YuHHA Npagosa 6a3a — KoHeeHYii ma nNPOMoKOIU, AKI € OCHOBHUMU OdHCeperamu
MIJICHAPOOHO20 2YMAHIMAPHO20 Npasd, — € HeOOCMAMHLOK O/l Pe2yll08aHHs HOBUX 6U0I8
030pOo€Hb, pO3POONIEHUX 13 BUKOPUCTNIAHHAM MEXHONO02I WMYYHO20 IHMENeKmY.

Knrouosi cnoea: wmyunuil iHmenexkm, MidCHApoOOHe Npaeo, npaga OOUHU, JIemMalbHi
ABMOHOMHI cUCmeMU 030pPO€Hb, MIJNCHAPOOHe Npago Npas NI0OUHU, MINCHAPOOHE SYyMAaHimapHe
npaso.

Introduction. The rapid integration of artificial intelligence (hereinafter — Al) into military, law
enforcement, administrative, and surveillance systems is profoundly transforming the way power is
exercised by states and non-state actors. These technological developments raise fundamental
questions for both International Human Rights Law and International Humanitarian Law,
particularly regarding accountability, transparency, human control, and the protection of
fundamental rights and the principles governing the conduct of warfare. As Al systems increasingly
influence decisions affecting life, liberty, privacy, and bodily integrity, existing legal frameworks
are being tested in unprecedented ways. The relevance of this topic is further underscored by the
growing use of Al in armed conflict, including in targeting, intelligence analysis, autonomous and
semi-autonomous weapons systems, and information operations. These developments challenge
core International Humanitarian Law principles, such as distinction, proportionality, and precaution,
while also raising concerns under International Human Rights Law regarding the right to life, due
process, non-discrimination, and the right to effective remedies. The interaction between these two
branches of modern International Law in Al-enabled contexts, therefore, requires renewed doctrinal
and practical analysis.

Moreover, the global regulatory mechanism for Al remains fragmented and underdeveloped,
creating legal uncertainty and potential accountability gaps. Scholarly examination of how existing
international legal norms apply to Al technologies is essential to ensure that technological
innovation does not outpace legal safeguards. This topic is thus highly relevant to advancing legal
certainty, protecting human dignity, and developing responsible governance frameworks for Al in
both peacetime and armed conflict.

The purpose of the study. The purpose of this article is to analyze the main risks Al poses to
human rights and the rules governing armed conflicts, and to consider the main regulatory
frameworks in these spheres from an international legal standpoint.

Literature review. To conduct thorough research on the stated problem, we used the papers of
various foreign authors. There are some scientific works dedicated to the issue of the regulation of
Al by International Human Rights Law (Balcerzak M., Druzin B., Boute A., Ramsden M., Dulka
A., Fowowe A.L, Gellers J.C., Gunkel D., Leslie D., Burr Ch., Aitken Mh., Cowls J., Katell M.,
Briggs M., McGregor L., Murray D., Ng V., Morawska E.H., Tu X., de Castro e Silva B., Craig, P.,
De Burca, G., Hogan, L., Lasek-Markey, M.) as well as by International Humanitarian and Criminal
Law (Badhan D., Jagota R., Davison N., Humble K., Nasu H., Ojha Y., Perrin B., Szpak A.). We
used these works in the current paper to outline the main issues regarding the relationships between
Al technologies and International Law in the spheres of human rights and armed conflicts. Unlike
the majority of scientific research on these topics, we analysed the full spectrum of major problems
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related to the regulation of Al technologies under International Human Rights Law, International
Humanitarian Law, and International Criminal Law.

Main results of the research. The first area of concern is the effect of Al technologies on
human rights. The protection of human rights and human dignity in the face of technological
innovations pertains to the so-called ‘fourth generation’ of human rights (Gellers, & Gunkel, 2023).
Although Al offers numerous benefits for humans and their rights, it also poses significant risks.
Here, we provide just a few such examples. First, there may be cases where a system is filled with
biased information, leading to algorithmic discrimination that affects certain vulnerable groups. In
addition, when forecasting is carried out using Al, the relevant algorithms may fail to account for
discriminatory factors (such as gender, age, and ethnicity) and thus may reinforce existing injustices
or create new ones (Leslie et al., 2021). Second, the gathering, handling, evaluation, and application
of users’ biometric, behavioural, and genetic information may lead to the risk of constant and
intrusive monitoring, creating serious dangers for privacy and data protection, as the highly sensitive
and individualized data involved may allow individuals’ most private aspects to be disclosed,
misused, or otherwise exploited (7u, & de Castro e Silva, 2025). Third, the rapid integration of
artificial intelligence into criminal justice systems across numerous countries, particularly through
tools designed to evaluate risk and predict the probability of criminal activity by individuals or in
specific locations, offers notable operational benefits while simultaneously raising serious concerns
about potential infringements on personal freedom and the right to individual liberty (Fowowe,
2021). Also, judicial decisions supported or informed by Al may negatively affect the judiciary’s
rulemaking and decisional independence (Leslie et al., 2021, p. 15).

Due to the potential risks and possible harm to human rights and even some threat to the whole
humankind posed by Al, some scholars argue that there is an international legal obligation on states
under the right to life within international human rights law to proactively take regulatory action to
mitigate the potential existential risk of Al, based on the precautionary principle (Druzin, Boute, &
Ramsden, 2025). The principle holds that, in situations with the potential for significant harm, even
in the absence of full scientific certainty, preventive measures should not be postponed if delayed
action may result in irreversible consequences (Druzin, Boute, & Ramsden, 2025). Such measures
may include, inter alia: (1) adoption of ex ante regulation, when states may introduce binding legal
frameworks that regulate Al systems before their deployment, especially if such systems may pose
a certain risk for human rights in some sensitive areas; (2) adoption of moratoria or bans, when risks
to human rights are particularly serious or irreversible; (3) elaboration of Human Rights Impact
Assessment mechanism which are usually enforced before the deployment of Al; (4) creation of
independent oversight bodies to audit the impacts of Al on human rights and intervene where risks
emerge; (5) development of the accountability schems and remedies which help the victims of
human rights violations to access to complaint mechanisms, judicial or administrative remedies, and
enforce their right to challenge Al-based decisions.

Other authors, like Dulka A., proposed some frameworks to regulate Al in relation to human
rights, namely: (1) areas where Al can be used with little concern; (2) areas where Al can be used
with appropriate measures of caution and constraint; (3) high risk areas where the major costs might
still be outweighed by the potential benefits; and (4) areas where the use of Al is never appropriate
and must be prohibited by national and international law (Dulka, 2023). In this last sense, there must
be some ‘red lines’ which can’t be overcome, and law is to become a safeguard in relation to such
prohibited spheres which infringe fundamental human rights and undermine the very concept of
human dignity. For example, a state may prohibit decisions made exclusively on the basis of an
algorithm, without the possibility of human intervention (McGregor, Murray, & Ng, 2019, p. 337).

Under international human rights law, states are required to establish preventive legal and
institutional structures, ensure supervision and control, impose responsibility for violations, and
guarantee effective remedies, while also — through the doctrine of due diligence — obliging public
authorities to shield individuals and communities from rights-related harms caused not only by state
conduct but also by private actors, including commercial entities (McGregor, Murray, & Ng, 2019,
p. 311-312). This rule applies to all activities within a state's jurisdiction or under its control related
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to the use of Al

At the universal level, the risks and benefits of Al for human rights have been the subject of
reports by various UN bodies, including the Human Rights Council, the Office of the High
Commissioner for Human Rights, and UNESCO (Balcerzak, 2024, p. 7-15). The UN General
Assembly Resolution A/78/L.49 ‘Seizing the opportunities of safe, secure and trustworthy artificial
intelligence systems for sustainable development’ (2024) emphasizes that human rights and
fundamental freedoms must be respected, protected and promoted throughout the life cycle of
artificial intelligence systems, and calls upon all Member States and other stakeholders to refrain
from or cease the use of artificial intelligence systems that are impossible to operate in compliance
with international human rights law (The UN General Assembly. Resolution A/78/L.49). UNESCO
Recommendation on the Ethics of Artificial Intelligence (2021) refers to some basic fundamental
values of the International Human Rights Law, namely safety, non-discrimination, sustainability,
right to privacy and data protection, transparency, etc. (UNESCO. Recommendation). Some
monitoring treaty bodies of the UN system issued a number of general comments, e.g., General
Recommendation No. 36 (2020) of the Committee on the Elimination of Racial Discrimination on
preventing and combating racial profiling by law enforcement officials, which refers to the risk of
algorithmic biases (Balcerzak, 2024, p. 16).

One of the first legally binding documents in the sphere of Al and human rights — the
Framework Convention on Artificial Intelligence, Human Rights, Democracy and the Rule of Law
— was adopted in 2024 within the Council of Europe. Negotiators considered several options for
such a regional instrument: from a new additional protocol to the European Convention on Human
Rights, or amending other Council of Europe treaties (like the Budapest Convention on Cybercrime
or Revised Convention for Data Protection) to a non-binding legal act (Leslie, et al., 2021, p. 27-
29). The Framework Convention relies on other human rights documents, which are of a general
nature (the Universal Declaration of Human Rights, and the European Convention on Human
Rights) as well as more specific ones (like the Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data and its protocols). The Convention outlines general
obligations of states, including the protection of human rights, the integrity of democratic processes,
and respect for the rule of law. It also stipulates specific principles governing activities throughout
the lifecycle of artificial intelligence systems.

This Convention, unlike the EU Artificial Intelligence Act, primarily applies to the public
sector. The application of its rules to the private sector is within the discretion of states. Another
prominent feature of the instrument is that matters relating to national defence fall outside its scope.
The exclusion of ‘national defence or national security’ is justified based on Article 1(d) of the
Statute of the Council of Europe, according to which, ‘[m]atters relating to national defence do not
fall within the competence of the Council of Europe’ (Morawska, 2024, p. 41). We should note that,
according to the case law of the European Court of Human Rights (hereinafter — ECHR), a state
may restrict certain human rights on grounds of national security, but it must strike a fair balance
between the two; furthermore, its margin of appreciation will be very limited in this case.

The ECHR has dealt with a number of cases related to data protection and digital technologies
that may violate the right to privacy, but most do not concern Al as such. For example, Glukhin v.
Russia (2023) concerned the use of facial recognition technology and mass video surveillance by
the Russian authorities (European Court of Human Rights, 2025, p. 10). Though such systems often
rely on algorithmic and Al-based processing, however, the Court did not analyse Al as a separate
legal category. It ruled that the state had breached the rights to respect for private life and to freedom
of assembly. In other cases, the Court addressed algorithmic, automated, and data-driven
technologies, particularly in the contexts of surveillance, biometric identification, and large-scale
data processing: S. and Marper v. the United Kingdom (2008), Catt v. the United Kingdom (2019),
Breyer v. Germany (2020), Big Brother Watch and Others v. the United Kingdom (2021). Thus, the
ECHR has not had the opportunity to analyze the effects of AI on human rights in its case law
directly.

The Artificial Intelligence Act adopted by the European Union in 2024 is not an instrument
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specifically addressing human rights, though it refers to ensuring a high level of fundamental rights
as enshrined in the Charter of Fundamental Rights of the European Union, including the right to
human dignity, respect for private and family life, protection of personal data, freedom of expression
and information, freedom of assembly and of association, the right to non-discrimination, the right
to education, consumer protection, workers’ rights, the rights of persons with disabilities, gender
equality, intellectual property rights, the right to an effective remedy and to a fair trial, the right of
defence and the presumption of innocence, the right to good administration and the rights of children
(Regulation (EU)). It acknowledges that Al may pose risks and infringe fundamental rights
protected by Union law (Regulation (EU)). The Act provides that any regulatory framework for Al
must be developed in accordance with EU values, the fundamental rights and freedoms, and that Al
technology should be human-centric (Regulation (EU)). The Act is considered complementary to
other EU legislation on data protection, consumer protection, fundamental rights, employment,
protection of workers, and product safety (Regulation (EU)).

Despite the fact that EU Artificial Intelligence Act has met with a number of critical reactions
both from the side of academia, as well as from the side of NGOs (mostly due its rife loopholes), it
is necessary to bear in mind that it is a first attempt to regulate the operation of the Al and to limit
its intervention into the different spheres, including the field of human rights. Hogan L. stresses:
“As the first legislative framework globally to impose outright prohibitions on the specific Al
applications deemed incompatible with fundamental rights and EU values, it establishes a
significant precedent” (Hogan, 2024, p. 10). The Act classifies the risk under certain categories
(unacceptable risk, high risk, limited risk, and minimal risk) and determines the level of the posed
threats, including those that are related to fundamental rights. The Regulation states expressis verbis
that its norms are not applicable for Al systems used for military and national security purposes or
pure scientific research and development (Art. 2.3 and Art. 2.6) (Regulation (EU)).

To the advantages of this instrument undoubtedly belongs the fact that it establishes its own
institutional structure of different bodies on the European and national level of the Member States,
which should support the implementation and enforcement of the provisions of the Act. The
mentioned implementation and control mechanism is supplemented by substantial penalties, which
ensure that the provisions of the Regulation will not be “toothless” and that the norms of the Act
will be duly respected. The same refers to the chosen legal form of this instrument, which was
adopted as a regulation, in other words, as an act, which under its own nature should be binding in
its entirety and directly applicable in all Member States of the Union (Craig, & De Burca, p. 139-
140).

In contrast to this Regulation, another relevant EU document, European Declaration on Digital
Rights and Principles for the Digital Decade (2023) (European Declaration) is focused exclusively
on the area of fundamental rights, which stems from the digital transformation, including the usage
of Artificial Intelligence. Especially Article 8 states that: “Artificial intelligence should serve as a
tool for people, with the ultimate aim of increasing human well-being” and formulates the principle
that during the usage of Al it is necessary to: “e) providing for safeguards and taking appropriate
action, including by promoting trustworthy standards, to ensure that artificial intelligence and digital
systems are, at all times, safe and used in full respect for fundamental rights; f) taking measures to
ensure that research in artificial intelligence respects the highest ethical standards and relevant EU
law” (Art. 9) (European Declaration).

Despite the fact that this document, as a political declaration, currently has no legal effect, it
nevertheless has great potential and capacity to become, in the future, a nucleus for a binding
catalogue of Digital Rights and thus to follow the destiny of the Charter of Fundamental Rights of
the EU. If so, some of the improvements are necessary, including the widening of the list of digital
rights (Siskovd, 2024, p. 59) and the introduction of its own control and enforcement mechanisms.
In all the cases, it can serve as one of the sources of inspiration for the global regulation of human
rights in the age of Artificial Intelligence.

Another area of concern is the application of so-called lethal autonomous weapon systems
(hereinafter — LAWS) developed with the help of Al in armed conflicts. There are several definitions
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of the LAWS provided by expert reports, scientific literature, and documents of international
organizations. For example, Davison N. stipulates that an autonomous weapon system is ‘any
weapon system with autonomy in its critical functions — that is, a weapon system that can select
(search for, detect, identify, track or select) and attack (use force against, neutralize, damage or
destroy) targets without human intervention’ (Davison, 2017, p. 5). In its position paper, the
International Committee of the Red Cross argues that ‘Autonomous weapon systems select and
apply force to targets without human intervention. After initial activation or launch by a person, an
autonomous weapon system self-initiates or triggers a strike in response to information from the
environment received through sensors and on the basis of a generalized “target profile”. This means
that the user does not choose, or even know, the specific target(s) and the precise timing and/or
location of the resulting application(s) of force’ (/CRC position). Some authors differentiate between
remotely operated and autonomous unmanned vehicles: remotely operated vehicles, as such, usually
do not pose challenges for International Law; by contrast, autonomous weapons raise particular
difficulties when it comes to making nuanced, context-dependent judgments (Ojha, 2025, p. 39).

LAWS pose serious challenges for both International Human Rights Law and International
Humanitarian Law. The scientific literature highlights the following key risks. First, autonomous
weapons are likely unable to properly determine a person’s status (combatant, civilian, hors de
combat), to classify an object as civilian or military, to assess whether an ‘attack’ at a given moment
is necessary to achieve a military advantage, and whether such an advantage outweighs the damage
inflicted in the course of the attack on civilians and civilian objects. Thus, the use of LAWS may
breach the main principles of International Humanitarian Law: distinction, military necessity,
proportionality, precautions in attack, and humanity. Second, there is uncertainty about who will be
responsible — individuals or the state — for violations of International Humanitarian Law resulting
from the improper use of LAWS. Third, there is always the possibility of the misuse of the LAWS
by terrorists, the integration of LAWS into weapons of mass destruction delivery systems, or
unauthorized interference with algorithms or command-and-control systems. That’s why additional
mechanisms of International Criminal law must be applied in order to combat relevant crimes.

A certain level of human control and involvement in the operation of autonomous weapons is
essential for attributing individual criminal responsibility for war crimes and for determining the
international responsibility of states for internationally wrongful acts. Key components of human
control encompass, among other factors, the foreseeability and dependability of the weapons system
in its intended operational context; the capacity for human operators to intervene at all stages of the
system’s lifecycle, including development, activation, and actual use; sufficient knowledge and
information regarding the weapon’s capabilities and the environment in which it is deployed; and
accountability for actions performed by the autonomous system. Human control must be present
during every stage of the application of LAWS: during its development, deployment, and use.

Some authors argue that if a lethal autonomous weapons system perpetrates a war crime, for
example, launching an indiscriminate attack within the meaning of Article 8(2)(b)(iv) of the Rome
Statute, the question of criminal attribution becomes highly contested (Badhan, & Jagota, 2025, p.
84-85). Responsibility may potentially rest with various actors, including the software developer
who created the algorithm, the military commander who authorized or deployed the system, or the
manufacturer involved in its production (Badhan, & Jagota, 2025, p. 84-85). Individuals who design
or deploy LAWS may lack the knowledge or intent for criminal responsibility where the system
independently selects and engages targets after activation; however, responsibility would clearly
arise where a programmer deliberately codes the system to operate contrary to International
Humanitarian Law or where a commander deploys a weapon that is inherently incapable of lawful
use in the given operational context. It must be noted that, under the Policy on Cyber-Enabled
Crimes of the Rome Statute (2025), the Office of the Prosecutor considers that any decision to
deploy or use Al technologies must comply with existing obligations under International
Humanitarian Law and International Human Rights Law (Office of the Prosecutor, 2025, p. 15).

Under the general rules of international law on state responsibility, a state may incur
responsibility for the breaches of International Humanitarian Law committed by its armed forces
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through the use of autonomous weapon systems. Besides, under Article 36 of the Additional
Protocol I to the Geneva Conventions, ‘in the study, development, acquisition or adoption of a new
weapon, means or method of warfare, a High Contracting Party is under an obligation to determine
whether its employment would, in some or all circumstances, be prohibited by this Protocol or by
any other rule of international law applicable to the High Contracting Party’ (Protocol Additional).
Thus, a state will be held responsible if an LAWS is deployed without having undergone sufficient
testing or legal review in advance. Nonetheless, some authors underline the problem of the
possibility of applying this provision to weapons developed with Al. For example, Nasu H.
stipulates that given the dual-use nature of Al technology, many applications of AI may not qualify
as ‘weapons’ or ‘means of warfare’ for the purpose of this legal review obligation (Nasu, 2019, p.
11).

Bearing the above mentioned difficulties in mind, different scholars have proposed alternative
approaches to accountability for LAWS: (1) a strict liability model, under which states or
manufacturers would be held accountable for failures or malfunctions of such systems, without
requiring proof of intent; (2) a distributed responsibility framework that allocates legal
responsibility among multiple participants according to their involvement at different stages of the
autonomous weapons system’s lifecycle (Badhan, & Jagota, 2025, p. 85).

It must be noted that under the current framework of International Humanitarian Law, the use
of some LAWS is to be prohibited completely, namely in situations where such systems cannot meet
core requirements of customary and treaty rules of International Humanitarian Law, such as
distinction, proportionality, and precaution; where their design renders them inherently
indiscriminate or likely to inflict superfluous injury or unnecessary suffering; or where they are
directed against civilians or civilian objects (Perrin, 2025). Prohibition must also be imposed where
their effects cannot be reasonably predicted or controlled, where they operate without sufficient
human oversight or judgment in light of the specific context, or where their deployment is intended
or foreseeably leads to widespread, long-term, and severe damage to the natural environment
(Perrin, 2025).

In December 2024, the UN General Assembly adopted resolution A/RES/79/62 called ‘Lethal
autonomous weapons systems’, which encouraged states and international organizations to
participate in the work of the Group of Governmental Experts on Emerging Technologies in the
Area of Lethal Autonomous Weapons Systems (The UN General Assembly. Resolution
A/RES/79/62). This resolution refers to the initiative being realized within the Convention on Certain
Conventional Weapons. At an informal meeting of the High Contracting Parties to the Convention
in 2013, the Group of Governmental Experts was granted an open-ended mandate to develop an
operational and normative framework governing the use of emerging technologies in LAWS
(Humble, 2023). This process ultimately led, in 2019, to the Group’s set of eleven guiding principles
addressing the development, deployment, and use of such systems (Humble, 2023).

The principles reaffirm the full applicability of International Humanitarian Law to all weapons
and stress the necessity of maintaining meaningful human responsibility and control throughout the
entire life cycle of such systems. They emphasize states’ obligations to ensure accountability,
conduct legal reviews of new weapons, and integrate risk assessment, security, and safeguard
measures into the development and deployment of new weapons, including LAWS. The principles
caution against anthropomorphizing autonomous systems and underscore the need to balance
military necessity with humanitarian considerations. It should be emphasized in this regard that
weapons are merely material tools and lack legal personality or independent agency; International
Humanitarian Law assigns rights and duties to states and individuals, not to technological systems;
accordingly, describing LAWS using concepts such as ‘autonomy’, ‘intelligence’, ‘self-awareness’,
or ‘decision-making’ risks creating a misleading impression about their actual nature and capacities
(Szpak, 2024, p. 290).

Meanwhile, the United Nations Secretary-General and the President of the International
Committee of the Red Cross called for a new international treaty that would set out specific
prohibitions and restrictions on LAWS (Perrin, 2025). Many states proposed a moratorium on the
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use of all LAWS or a ban on their use; however, the Group of Governmental Experts indicates a
need to adopt regulations that determine the rules under which LAWS may be legally used, rather
than imposing a ban (Szpak, 2024, p. 292). It is a matter for future negotiations between states and
within international organizations to decide whether to adopt a new legally binding instrument on
LAWS and in what form (for example, as a separate convention or an additional protocol to the
Convention on Certain Conventional Weapons).

Conclusions. Al offers numerous benefits for humans and their rights; meanwhile, it also poses
significant risks. Due to the potential risks and possible harm to human rights (such as the right to
privacy, fair trial, freedom from discrimination, etc.) and even some threat to the whole humankind
posed by Al, some scholars argue that there is an international legal obligation on states under the
right to life within international human rights law to proactively take regulatory action to mitigate
the potential existential risk of Al based on the precautionary principle. In any case, there must be
some ‘red lines’ which can’t be overcome, and the law is to become a safeguard in relation to such
prohibited spheres which infringe fundamental human rights and undermine the very concept of
human dignity. Under International Human Rights Law, states are required to establish preventive
legal and institutional structures, ensure supervision and control, impose responsibility for
violations, and guarantee effective remedies for any harm inflicted by the use of Al technologies.

There is no single universal treaty governing the protection of human rights in the era of AlL. At
the universal level, the risks and benefits of Al for human rights have been the subject of reports by
various UN bodies, including the Human Rights Council, the Office of the High Commissioner for
Human Rights, and UNESCO. The UN General Assembly, UNESCO, and other universal
international organizations adopted some resolutions and recommendations, but these instruments
constitute soft law and do not have binding force. The first legally binding document in the sphere
of Al and human rights — the Framework Convention on Artificial Intelligence, Human Rights,
Democracy and the Rule of Law — is a regional treaty and has several drawbacks, namely, it
primarily applies to the public sector and doesn’t address the matters relating to national defence.
Although the European Court of Human Rights has dealt with cases related to data protection and
digital technologies that may violate the right to privacy, it has not had the opportunity to analyze
the direct effects of Al on human rights in those cases.

The Artificial Intelligence Act adopted by the European Union belongs to secondary legislation
of the EU and is not an instrument specifically addressing human rights. On the other hand, this
Regulation imposes obligations (including sanctions) on Al providers and establishes the structure
of implementing and control bodies at the EU and national levels of Member States, which ensure
the provision of a safe and ethically healthy environment, thereby creating the preconditions for the
protection of human rights. As such, its norms could partly serve as a certain model for the global
regulation of these matters. Another EU document, the European Declaration on Digital Rights and
Principles (2023), is focused directly on the human rights area; nevertheless, due to its non-binding
character, it cannot protect the rights of individuals but could be used as a source of inspiration for
the regulation of these issues at the level of International Law.

Lethal autonomous weapon systems that can select and attack targets without human
intervention pose serious challenges for International Humanitarian Law. The use of LAWS may
breach its main principles: distinction, military necessity, proportionality, precautions in attack, and
humanity. A certain level of human control and involvement in the operation of autonomous
weapons is essential for attributing individual criminal responsibility for war crimes and for
determining the international responsibility of states for internationally wrongful acts.
Responsibility may potentially rest with various actors, including the software developer who
created the algorithm, the military commander who authorized or deployed the system, the
manufacturer involved in its production, and the state itself. Under the general rules of international
law on state responsibility, a state may incur responsibility for the breaches of International
Humanitarian Law committed by its armed forces through the use of autonomous weapon systems,
as well as for the use of LAWS deployed without having undergone sufficient testing or legal review
in advance. Under the current framework of International Humanitarian Law, the use of some LAWS
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is to be prohibited completely, namely in situations where such systems cannot meet core
requirements of customary and treaty rules of International Humanitarian Law.

There is no single universal treaty governing the conduct of warfare in the era of AI. The UN
General Assembly adopted a special resolution on this matter; the Group of Governmental Experts
on Emerging Technologies in the Area of Lethal Autonomous Weapons Systems within the
Convention on Certain Conventional Weapons adopted a set of eleven guiding principles, but they
constitute soft law and do not have binding force for states. Meanwhile, the United Nations
Secretary-General and the President of the International Committee of the Red Cross called for a
new international treaty setting out specific prohibitions and restrictions on LAWS. It is a matter for
future negotiations between states and within international organizations to decide whether to adopt
anew legally binding instrument on LAWS and in what form (for example, as a separate convention
or an additional protocol to the Convention on Certain Conventional Weapons). In any case, the
current legal framework — conventions and protocols, which are the main sources of International
Humanitarian Law — is not sufficient to govern new weapons developed through Al technologies,
and the new globally recognized rules, including the effective control mechanism, must be urgently
elaborated. This appeal is extremely pressing, especially in the light of Russian aggression against
Ukraine and the deterioration of the entire political and security climate in the world.
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Abstract. The article examines NATO's institutional and strategic transformation in the
context of the transition from a liberal post—Cold War order to an era of renewed systemic rivalry.
It analyzes how the Alliance has shifted from a crisis-management and cooperative security
paradigm toward a deterrence-centered strategy focused on collective defense, forward deployment,
and multi-domain operational integration. Particular attention is devoted to NATO s 2022 Strategic
Concept, enlargement dynamics following Finland’s and Sweden's accession, increased defense
spending commitments, and the institutionalization of cyber, space, and resilience policies. The
study argues that NATO s recalibration reflects broader structural changes within the contemporary
international security system, marked by the erosion of unipolarity, the resurgence of territorial
revisionism, and the expansion of competition into hybrid and technological domains. The Alliance s
evolution demonstrates institutional resilience under systemic pressure and highlights its growing
role as both a military alliance and a platform for security governance in a competitive multipolar
environment.

Key words: NATO, systemic rivalry, collective defense, deterrence, multi-domain security,
international security system, resilience.

Anomauia. Y cmammi 00cnioxncyemvcs iHCmMumyyitina ma cmpame2ivna mpaucgopmayis
HATO 6 kxonmexcmi nepexody 8i0 n1ibepanbHo20 noCmMOINOIAPHO20 NOPSAOKY, Wo chopmyeascs nicis
3a6epulenHs «X0N00HOI GIlIHUY, 00 enoxu 8iOHO6IEHO020 CUCEMHO20 CYnepHUYmed. AHanizyemocs,
AKUM  YUHOM AnbsiHc  30ilicHU8 nepexio 6i0 napaouemu Kpu3o8020 MEHEONCMeHmy ma
KoonepamusHoi 6esneku 00 cmpameeii, 30PiEHMOBAHOI HA CMPUMYBAHHA, 3 AKYEHMOM Ha
KOeKMuUgHy 000pOHY, nepedose po32opmanHs cuil ma 6a2amoOoMeHHy ONepayitiHy inmezpayiro.
Ocobnugy ysaecy npudineno Cmpameeiuniu konyenyii HATO 2022 poky, ounamiyi po3uiupenis
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nican npueonanusn Pinaanodii ma lllseyii, 3pocmaniio 30608 'a3anub U000 0OOPOHHUX BUOAMKIE,
MaKodic iHcmumyyionanizayii noaimux y cghepax Kibepnpocmopy, Kocmocy ma CmitiKocmi.

YV cmammi eusznaueno, wo cmpameciuna pexaniopayis HATO eiooopasicac wupuii
CMPYKMYPHI  3MIHU 8 CYYACHIU cucmemi MIJNCHAPOOHOI Oe3nexu, NO3HAYeHi epo3icto
OOHONONISPHOCTI, BIOPOOINCEHHAM MEPUMOPIANLHO2O0 PEBIZIOHIZMY MA NOWUPEHHAM KOHKYPeHYii Ha
2iOpuoni 1 mexnonoziuni eumipu. Egonoyin Anvsncy demoncmpye iHcmumyyiuny cmiikicms 8
YMOBAX CUCMEMHO20 MUCKY ma NiOKPeCatoe 1020 3pOoCmaroyy poib 5K BilicbKOB0-NONIMUYHO20
coro3y i 6o0HOouac naam@opmu 6e3neko6020 6pa0y8aHHs 8 KOHKYPEHMHOMY 6a2amonoisipHomy
cepedosuyi.

Knwuogi cnosa: HATO, cucmemne cynepHuymeo, KONeKMUHA 0DOPOHA, CMPUMYBAHHS,
bacamoodomenHa besnexa, cucmema MiDCHApOOHOI be3nexu, Cmitikicmo.

Introduction. Since its founding in 1949, NATO has undergone multiple strategic
transformations in response to shifts in the international security environment. During the Cold War,
the Alliance’s primary purpose centered on collective territorial defense against the Soviet Union.
Following the end of the bipolar era, NATO redefined itself as a collective security organization
operating through crisis management and cooperative mechanisms within the broader liberal
international order. However, the resurgence of geopolitical rivalry, territorial revisionism, and
systemic competition among major powers has fundamentally altered the strategic landscape. The
Russian annexation of Crimea in 2014 and the full-scale invasion of Ukraine in 2022, combined
with intensifying technological and economic competition with China, have accelerated NATO’s
strategic recalibration.

Under these conditions, the study of NATO’s institutional and strategic adaptation acquires
particular significance for understanding the transformation of the modern international security
system. The Alliance’s recalibration—manifested in renewed deterrence policies, expansion into
cyber, space, and hybrid domains, and the strengthening of its political coordination functions—
reflects deeper structural shifts from a predominantly liberal security order toward a more
competitive and multipolar configuration. Consequently, analyzing NATO’s evolution provides
important insight into the resilience, flexibility, and changing functions of security institutions amid
systemic rivalry and global power rebalancing.

The purpose of this article is to examine how NATO is adapting institutionally and
strategically to the reemergence of systemic rivalry and to assess what this transformation reveals
about the evolution of the contemporary international security system. Specifically, the study
analyzes NATO’s shift from a post—-Cold War crisis-management framework toward renewed
deterrence, multi-domain operational integration, and expanded governance functions in areas such
as cyber defense and resilience

Literature review. Scholarship on NATO’s evolution reflects broader debates about alliance
durability and systemic transformation. Early post—Cold War analyses emphasized the structural
stability of U.S.-led unipolarity (Wohlforth, 1999) and questioned NATO’s continued relevance after
the Soviet collapse. Rather than dissolving, the Alliance reoriented toward crisis management and
cooperative security, codified in the 1999 Strategic Concept (NATO, 1999) and operationalized
through missions such as Afghanistan (Rynning, 2015). Liberal institutionalist scholars interpret
enlargement and partnership mechanisms as instruments of norm diffusion and order-building
(Keohane, 1984, Schimmelfennig, 2003), while Ilkenberry (2018) situates NATO within the
architecture of the liberal international order. In contrast, realist perspectives (Waltz, 1979; Walt,
1987; Mearsheimer, 2001) emphasize balance-of-power dynamics and threat perception as enduring
drivers of alliance behavior.

Following Russia’s aggression against Ukraine, a new wave of research reassesses NATO’s
strategic recalibration. The 2022 Strategic Concept re-centered deterrence and collective defense
(NATO, 2022), reflecting what Brands (2022) describes as a renewed era of great-power rivalry.
Freedman (2023) and Fiott (2023) analyze the return of high-intensity warfare and its implications
for European deterrence, while Smith (2023) and Sloan (2023) examine alliance cohesion,
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resilience, and political adaptation in the post-2022 environment. Rynning (2024) frames the war in
Ukraine as a structural inflection point in NATO’s historical trajectory. Together, this literature
underscores NATO’s transformation from a crisis-management institution to a deterrence-centered,
multi-domain security actor, though fewer studies systematically connect this adaptation to the
broader transition from liberal unipolarity to competitive multipolarity—an analytical gap this paper
addresses.

Main results of the research. The end of the Cold War produced what many scholars
characterized as a unipolar moment dominated by the United States (Wohlforth, 1999). In this
environment, NATO’s traditional adversary had dissolved, raising questions about the Alliance’s
continued relevance. Rather than disbanding, NATO reinvented itself as a crisis-management actor
engaged in out-of-area operations, particularly in the Balkans during the 1990s. Interventions in
Bosnia and Herzegovina and Kosovo marked a significant departure from strictly territorial defense.

These operations reflected a normative shift toward liberal interventionism and the
stabilization of fragile states. NATO’s 1999 Strategic Concept emphasized crisis response and
cooperative security as central tasks (NATO, 1999). The Alliance framed security as indivisible and
increasingly globalized, thereby expanding its functional mandate beyond Article 5 collective
defense.

The attacks of September 11, 2001, further entrenched NATO’s expeditionary orientation. For
the first time, Article 5 was invoked in response to a terrorist attack on the United States. NATO
assumed command of the International Security Assistance Force (ISAF) in Afghanistan in 2003,
engaging in prolonged counterinsurgency and stabilization efforts (Rynning, 2015). These missions
reinforced NATO’s identity as a crisis-management institution operating far beyond its traditional
geographic boundaries.

Yet such operations also exposed limitations in alliance cohesion, burden-sharing, and
strategic clarity. Divergent national caveats and uneven contributions complicated operational
effectiveness. The Afghanistan experience, in particular, raised questions about NATO’s capacity to
conduct long-term stabilization missions amid political fatigue and shifting priorities.

Alongside crisis management, NATO pursued cooperative security through partnership
frameworks such as the Partnership for Peace and the NATO-Russia Council. Enlargement toward
Central and Eastern Europe was framed as consolidating democratic governance and embedding
former Warsaw Pact states within a liberal institutional order (Schimmelfennig, 2003). During this
period, NATO functioned as both a military alliance and a political community, reinforcing norms
of democracy and civilian control of the military.

This post—Cold War phase reflected an institutional optimism consistent with liberal
institutionalist expectations that security cooperation could mitigate traditional power politics
(Keohane, 1984). However, this cooperative paradigm increasingly confronted structural and
geopolitical constraints.

By the late 2000s and early 2010s, the foundations of the liberal international order began to
erode. Economic crises, domestic populism, and geopolitical revisionism undermined the post—Cold
War consensus. Scholars have argued that liberal hegemony generated countervailing pressures
from rising and resurgent powers dissatisfied with Western dominance (Zkenberry, 2018).

Russia’s assertiveness and China’s growing influence challenged assumptions of linear liberal
convergence. The international system began to exhibit characteristics of competitive multipolarity,
marked by renewed great-power rivalry and contested norms.

Russia’s annexation of Crimea in 2014 constituted a watershed moment. It violated core
principles of territorial sovereignty and demonstrated the reemergence of conventional interstate
conflict in Europe. The 2022 invasion of Ukraine further underscored the return of high-intensity
warfare and large-scale mobilization. These developments re-centered NATO’s attention on
deterrence and collective defense (Beaumont, Wilhelmsen, Gjerde, 2024).

The reemergence of territorial revisionism undermined earlier expectations that interstate war
in Europe had become obsolete. It also revealed the limitations of cooperative security
arrangements, including the NATO-Russia Council, which proved insufficient to prevent
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confrontation.

Systemic rivalry increasingly unfolds across technological and hybrid domains. Cyber
operations, disinformation campaigns, election interference, and economic coercion have blurred
the boundaries between war and peace. Gray-zone tactics complicate traditional deterrence models
by operating below the threshold of armed attack (Marsh, 2024).

Moreover, emerging technologies—including artificial intelligence, space capabilities, and
advanced missile systems—have transformed military competition. The diffusion of dual-use
technologies has intensified the strategic significance of critical infrastructure, supply chains, and
digital networks. Security is no longer confined to territorial defense but extends into societal
resilience.

In response to Russian aggression, NATO has undertaken a substantial strategic reorientation.
The 2014 Wales Summit introduced the Readiness Action Plan, enhancing rapid deployment
capabilities and establishing the Enhanced Forward Presence in Eastern Europe. The 2022 Strategic
Concept explicitly identifies Russia as the most significant and direct threat to Allied security
(NATO, 2022). This shift marks a return to deterrence-centered strategy. NATO has increased
forward-deployed forces, strengthened command structures, and expanded high-readiness
formations. The emphasis on credible deterrence reflects recognition that crisis management alone
is insufficient in an era of systemic rivalry.

NATO enlargement has regained geopolitical salience. The accession of Finland in 2023 and
Sweden in 2024 significantly alters the strategic balance in Northern Europe. Enlargement
demonstrates both the continued attractiveness of NATO membership and the Alliance’s adaptive
capacity (Black, Kleberg, & Silfversten, 2024). At the same time, enlargement reinforces Russia’s
perception of encirclement, contributing to intensified security dilemmas. This dynamic illustrates
the complex interplay between institutional expansion and geopolitical contestation.

Burden-sharing has long been a contentious issue within NATO. The 2014 pledge to move
toward spending 2% of GDP on defense has gained renewed urgency. In the wake of Russia’s
invasion of Ukraine, several member states have substantially increased defense budgets, signaling
a re-prioritization of hard power. Enhanced spending supports modernization, interoperability, and
force readiness. It also reflects recognition that credible deterrence requires sustained material
commitments, not merely rhetorical solidarity (NATO, 2025).

NATO’s adaptation extends beyond conventional forces. In 2016, cyberspace was recognized
as an operational domain, followed by space in 2019. These steps institutionalize multi-domain
integration, enabling coordinated responses across land, sea, air, cyber, and space. The Alliance has
established structures such as the Cooperative Cyber Defence Centre of Excellence and enhanced
intelligence-sharing mechanisms. This multidimensional approach acknowledges that
contemporary threats traverse physical and digital boundaries (Gilli, Gilli, & Grgic¢, 2025).

NATO increasingly operates as a governance platform facilitating coordination among
member states and partners. While Article 5 remains central, many contemporary challenges—such
as cyberattacks and disinformation—require collective consultation rather than immediate military
response. Through standardized planning processes and political consultations, NATO shapes
national policies and harmonizes threat assessments. This governance function enhances
institutional resilience amid complex systemic competition.

Cyber defense represents a critical area of institutional innovation. NATO’s Cyber Defence
Pledge encourages members to strengthen national capabilities and integrate cyber considerations
into defense planning. The Alliance also provides mechanisms for information-sharing and
coordinated response. This integration reflects recognition that cyber threats can undermine societal
stability without crossing traditional thresholds of armed attack. By embedding cyber resilience
within alliance structures, NATO expands its security mandate into the digital domain (NATO,
2016).

Modern systemic rivalry targets civilian infrastructure and societal cohesion. NATO has
revived baseline requirements for civil preparedness, addressing energy security, transportation
networks, and supply chain resilience. The concept of “resilience” has become central to alliance
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discourse. This emphasis broadens NATO’s functional scope beyond military operations to
encompass societal defense. The Alliance thereby acts as a coordinator of national resilience
strategies, reinforcing the interdependence between military and civilian security.

NATO has also strengthened ties with Indo-Pacific partners, including Australia, Japan, South
Korea, and New Zealand. Although NATO remains a Euro-Atlantic alliance, these partnerships
reflect recognition of the global dimensions of systemic rivalry, particularly regarding China. Such
cooperation illustrates NATO’s evolving role as a node within a broader network of like-minded
states. Rather than transforming into a global alliance, NATO functions as a hub for strategic
coordination across regions.

NATO’s adaptation demonstrates institutional resilience amid systemic change. Contrary to
predictions of obsolescence, the Alliance has recalibrated its mission and capabilities. This
resilience challenges realist expectations that alliances dissipate in the absence of immediate threats.
However, adaptation also reflects fragmentation within the broader international order. The shift
from cooperative security to deterrence underscores the erosion of shared norms and the
reemergence of competitive blocs.

In a multipolar environment, alliances serve as mechanisms for balancing and coordination.
NATO’s renewed cohesion following Russia’s invasion of Ukraine suggests that external threats can
mitigate internal divisions. Yet long-term unity will depend on sustained political will and equitable
burden-sharing. The Alliance’s evolution highlights the enduring relevance of institutionalized
cooperation in managing systemic rivalry. NATO functions not merely as a military coalition but as
a framework for aligning strategic priorities among diverse democratic states.

Looking forward, NATO faces several potential trajectories. One scenario involves continued
consolidation around deterrence and resilience, reinforcing transatlantic unity. Another entails strain
arising from domestic political shifts or divergent threat perceptions. The trajectory of U.S.
engagement will remain pivotal. Technological transformation will further shape alliance
adaptation. Integration of emerging technologies and protection of critical infrastructure will test
NATO’s governance capacity. The Alliance’s ability to balance deterrence with crisis management
and partnership-building will influence the evolution of the international security system.

Conclusions. NATO’s institutional and strategic adaptation to systemic rivalry reflects a
significant transformation in its role and functions. The Alliance has shifted from a post—Cold War
crisis-management organization to one centered on deterrence, broadened its scope into multi-
domain security governance, and increasingly operates as a platform for coordinating responses to
hybrid and technological competition.

These developments point to wider structural changes in the international system. The
weakening of the liberal security order and the resurgence of great-power rivalry have compelled
NATO to reemphasize collective defense while innovating in the domains of cyber, space, and
societal resilience. Such adaptation demonstrates the continued relevance of alliances in managing
systemic competition, even as the global order moves toward a more competitive multipolar
configuration.

From a theoretical perspective, this case illustrates the capacity of institutions to evolve under
structural pressure. Rather than fragmenting, NATO has redefined its core purpose and expanded its
governance functions. Further research may explore patterns of alliance adaptation in comparative
perspective and assess the long-term sustainability of multi-domain deterrence within an
increasingly contested international environment.
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Abstract. The purpose of the study is to analyse the regulatory and legal acts of states, as well
as the works of organisations and scholars, for the purposes of determining approaches to the
applicable law to cryptoassets in legal relations with a foreign element or the possibility of choosing
a special law at the discretion of the parties. The main issue of the study is the lack of a generally
accepted approach in modern private international law to considering the applicable law to legal
relations involving cryptoassets in the presence of a foreign element. Due to the ongoing integration
of cryptoassets into international finances, there is an urgent need to define the conflict of laws rules
that shall be applied to cryptoassets. The study analyses conflict-of-law rules that are either
proposed by various researchers, soft law acts, works of legal organisations, or determined by
courts as precedents in countries with Anglo-Saxon legal systems. Therefore, the author has unified
such approaches to develop a single hierarchical system of conflict-of-law rules that can be applied
to cryptoassets and will serve as a proposal for implementation into Ukrainian legislation in the
future. It has been determined that the main principle in establishing the applicable law is the
autonomy of the parties’ will, which allows the parties to independently choose any law, except in
cases where cryptoassets are to be stored with a cryptoasset service provider in relation to custody
and administration of cryptoassets on behalf of customers. At the same time, the applicable law
regarding the placement of cryptoassets and their circulation has also been separately analysed and
proposed. In addition, it has been confirmed that no law applies to the issuance of cryptoassets,
since the actual issuance of cryptoassets is a technical process that is not subject to regulation and
has no legal aspect.

Keywords: cryptoassets, issuance, placement, circulation, conflict of laws, autonomy of the
parties, cryptoasset service provider.
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Anomauin. Memoro 00cniodiceHHs € aHaniz HOPMAMUBHO-NPABOBUX AKMIB 0EPAHCAB, A MAKONHC
npayb opeanizayitl ma HAyKosyie Ol BUHAYEHHS NiOX00i8 W000 3ACMOCOBHO20 Npasd 00
KpUNMoakmuegie y Npaso8iOHOCUHAX (3 IHO3eMHUM eleMeHmomM abo0 HASIGHOCHI MOJICIUBOCHE
obpamu cneyianvHe npaso 3a baxicanHsAm cmopin. OCHoO8HA NPooOIEMamuKa 00CII0NCEHHS NOA2AE
Y 8I0CYMHOCMI V CYUACHOMY MIJDCHAPOOHOMY NPUBAMHOMY NPABI 3A2ANbHONPUNIHAMHO20 NiOX00Y
U000 BUZHAYEHHS 3ACMOCOBHO20 NPABA 00 NPABOBIOHOCUH 13 KPUNMOAKMUBAMU 34 HAABHOCMI
iHO3eMHO020 enemeHma. Y 368’A3Ky i3 noCmiuHOW IHMe2payiclo KpUnmoakmueie y MIidCHapoOHi
Qinancu, BuUHUKAE HazalbHA nompeba OKpecaumu KOM3itUHI npus s3Ku, AKi Cli0 3acmocosysami
U000 KpUNMOAaKmueie. Y 00cuiodceHi npoananizo8ano Koui3itiHi npus si3ku, sIKi abo nponoHyomocs
PIBHOMAHIMHUMU OOCTIOHUKAMU, AKMAMU M SIKO20 Npasd, pooomamu npasosux opeauizayit, abo
BUBHAYEHUX CYOAMU Y AKOCMI NPeyeoenmia y 0eprcasax aneno-cakConcvbkoi cucmemu npasa. Taxum
YUHOM, aemopom 0y10 VHIQIKO8AHO 3a3HaueHi nioxXoou 011 6UupobleHHs €OUHOI I€EpapXiuyHOil
cucmemuy  KOMIBIUHUX NPUB A30K, AKI MOJCYMb 3ACMOCO8YBAMUCS 00 KPUNMOAKMUeis ma
Cl1y2y8amumyms npOnO3uYieo wooo iMnieMenmayii 8 yKpaincvke 3aKOHO0ABCME0 Y MAUOYMHbOMY).
Buznaueno, wo ochoénum npunyunom npu 6CMaHo8IeHHI 3aCMOCOBHO20 NPABaA € A8IMOHOMISA GO
CMOpPIH, SIKA 003B0J51€ CHMOPOHAM CAMOCMIUHO 0bpamu 6yOb-sike Npaeo, OKPIM GUNAOKY, KOIU
nepeobauacmocsa 30epicaHnsa  KpUNmMoAakmueie y NoOCMadaibHuKa nociye 30 30epieanHs
Kpunmoakmugis. Ilpu ybomy maxodc oKpemo npoamanizoeano ma 3anponoOHOB8AHO 3ACMOCOGHE
npaso y 36 ’s3Ky 3 pOMIWeHHAM KpUnmoaxmusie ma ix ooicom. OKpim ybo2o, niomeepodiceHo, wo
00 BUNYCKY KPUNMOAKMUBIE He 3ACMOCO8YEMbCS HCOOHE NPABO, OCKINbKU iX hakmuuHuil 8UNYcK €
MEeXHIYHUM NPOYECcOM, AKUU He NI00AEMbCS Pe2yNio8aHHs Ma Wo0o K020 GIOCYMHIU IOPUOUYHUL
acnexm.

Knrouoei cnosa: kpunmoaxmusu, 6unyck, posmiujents, ooiz, KOMi3iuHi npus s3Ku, aemoHoMIis
80J1i CMOPIH, NOCMAYANLHUK NOCTY2 31 30epieanHs KpUnmoaxmusis.

Introduction. The integration of cryptoassets into the financial system is becoming
increasingly important. However, the pace of introducing legal regulations governing cryptoassets
is excessively slow, which is already resulting in number of problems that needs to be resolved. One
of the issues is the law that should be applied in legal relations involving cryptoassets with the
existence of a foreign element. There are many variables in this regard, such as the decentralised
network on which it is issued, placed, and circulated, the issuer of the cryptoasset, and the parties to
the transaction involving the cryptoasset. Since there is an urgent need to understand which law
shall be applied to cryptoassets, for this purpose this study was conducted.

The purpose of the article is to examine the approaches proposed by scholars or legal
organisations, soft law acts, and case law of Anglo-Saxon legal family countries in order to develop
a hierarchical system of conflict-of-law rules regarding applicable law that can be implemented in
Ukrainian legislation.

Literature review. In addition to the legislation of countries and the case law of Anglo-Saxon
countries, among the authors of specialised literature on determining the applicable law to legal
relations involving cryptoassets, the following can be highlighted: O.1. Vygovskyy, V.I. Lehenko,
Barbara M. Goodstein, Adam C. Wolk, Andrew Dickonson, Pascal Favrod-Coune, Kévin
BeletChapter, and Lehmann Matthias. In addition, the UNIDROIT Principles on Digital Assets and
Private Law were examined as one of the main fundamental works on the proposed conflict of laws
rules.

Main results of the research. Currently, private international law does not offer generally
accepted conflict-of-law rules that apply to cryptoassets as a whole for the purposes of determining
the applicable law in the presence of a foreign element or the desire of the parties to the transaction
to choose a specific law for it. In this regard, it would be advisable to examine the proposed ideas
of conflict-of-law rules for general cryptoassets or the approaches of different states, and if they
cannot be directly applied to the subject of the study, to adapt the most rational ideas.

From a technical point of view, cryptoassets and securities are different in nature, but their
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legal nature has many similar aspects, so at first glance it would be advisable to apply traditional
conflict-of-law rules typical for direct and indirect ownership of securities. However, as noted by
Vygovskyy O. 1., given the accounting of cryptoassets in a decentralised network based on
blockchain, they lose their relevance due to problems with localisation in space and determining the
lex situs for cryptoassets, i.e. the relevance of determining the situs for an intangible asset, which is
complicated by the special place of accounting for cryptoassets (Vygovskyy, 2020).

To this end, it is necessary to review a number of regulatory acts of various institutions and
states in order to examine the conflict-of-law rules they propose for application, and then
systematise them and identify those that are most efficient for the general circulation of cryptoassets
in general, as well as applicable to the issuance, placement and circulation of cryptoassets for the
purpose of raising capital.

UNIDROIT Principles on Digital Assets and Private Law 2023

This document considers digital assets in a broad sense as electronic records that can be
controlled. On a practical level, this includes cryptoassets. It should be noted that it considers digital
assets only in relation to issues of choice of law and does not address issues of jurisdiction or the
subject matter of the dispute. The UNIDROIT Principles provide that the main conflict-of-law rule
for determining the applicable law for cryptoassets is the autonomy of the parties’ will (UNIDROIT
Principles on Digital Assets and Private Law, 2023).

The autonomy of the parties’ will, or lex voluntatis, is in fact one of the main conflict-of-law
rules, which in fact embodies the main features of private international law, so it is foreseeable that
it is proposed for application in property relations concerning cryptoassets in the aforementioned
document (Pokachalova, 2016).

At the same time, the chosen law must be explicitly stated in the cryptoasset (UNIDROIT
Principles on Digital Assets and Private Law, 2023). In this context, it is quite problematic to
determine how this rule should be specified, given the nature of cryptoassets: whether in the
cryptoasset’s whitepaper, on its official website, or in the program code.

Nevertheless, the document in question is soft law, so states can adapt the provision
independently. In our opinion, the autonomy of choice of applicable law lies in the possibility, for
instance, for an issuer or a person making an offer for the initial purchase of a cryptoasset to
determine which law will apply to property relations regarding cryptoassets in the process of their
circulation.

It is also noteworthy that, in addition to indicating the applicable law, it is permissible to
specify the special UNIDROIT Principles on Digital Assets and Private Law 2023 that will apply to
it (the “Principles”). In our opinion, the application of the Principles may be permitted in such a
case, but only to the extent that they do not conflict with the applicable law. If, over time, the
applicable law includes provisions that conflict with the Principles, the provisions of the applicable
law will prevail.

Nevertheless, the Principles provide for other conflict-of-law rules. If the applicable law is
not specified for a cryptoasset, then the law that is explicitly specified for the decentralised network
on which the cryptoasset operates applies (and certain Principles are additionally applied, as in the
first case). This approach is generally problematic, as there are currently few decentralised networks
that directly or indirectly determine the law to which they are subject (for example, Bitcoin or
Ethereum do not have such a connection).

If the above approaches cannot be used, the law of the issuer’s personal law is chosen (i.e.,
the citizenship of the natural person issuer or the place of registration of the legal entity issuer).

However, frequently the identity of the issuer of a cryptoasset remains unknown, since the
cryptoasset has been created by an anonymous person. In this case, the Principles provide two
options for application.

In the first option, the legislator of a particular state may independently determine that its law
should apply to property relations involving cryptoassets, supplemented by the Principles (if the
legislation does not cover certain issues). For issues not covered by the legislation and the Principles,
special rules of private international law of that state are to be applied.
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At the same time, second option provides for the direct application of the Principles in
accordance with the legislation of a particular state, and in cases not covered by the Principles, the
special rules of private international law of that state are applied.

In our opinion, allowing a state to independently determine that certain provisions regarding
cryptoassets should be regulated by its legislation is dangerous in terms of the fragmentation of the
legislation of different states, when situations arise in relations with a foreign element where some
legal relations will be subject to the jurisdiction of several states (or certain rules will be governed
by the Principles, while others will be governed by the legislation of another state).

In addition, the Principles provide for a specific conflict of laws rule in the form of the law
governing the custody of cryptoassets. In other words, in relationships where a customers’
cryptoassets are stored by a cryptoasset service provider, the law governing the contract for the
provision of cryptoasset custody and administration services by that service provider applies to these
property relations. In other words, the parties to such an agreement may independently choose the
applicable law. If this is not provided for, the law of the place of registration of the service provider
shall apply (UNIDROIT Principles on Digital Assets and Private Law, 2023). However, in this
situation it is rather advisable to constantly apply the law of the place of registration of the service
provider, given the necessity for the states to introduce regulations to be followed by the service
providers in order to secure cryptoassets of the customers. It is mostly an issue of providing a
detailed regulation of the general cryptoassets circulation, therefore, the possibility to choose the
law independently may prevent states from their primary function to regulate cryptoasset service
providers, which are registered in such states.

As we can see, the Principles provide for a fairly consistent structure for the application of
conflict-of-law rules to determine the applicable law. At the same time, there is a separate conflict-
of-law rule in relation to the custody of cryptoassets with the relevant service providers.

However, in general terms, without custody, these rules do not resolve the problem constantly,
since if it 1s impossible to apply the three main approaches, it is assumed that states will be able to
independently determine in their legislation that certain issues will be governed by the provisions
of their legislation, and in other cases — by the Principles or the rules of private international law of
that state. As already mentioned, such an approach can only complicate the determination of law
due to competition between different jurisdictions that will determine the relevant provisions in their
legislation.

The United States of America

In 2022, the Uniform Commercial Code of the United States of America was amended by
introducing in Article 12 the concept of a controllable electronic records as a record stored in an
electronic medium that can be subject to control. Based on this concept, it also includes cryptoassets,
which are not explicitly mentioned.

Thus, according to the amendments, there are five consecutive links to a controlled electronic
record:

1) the jurisdiction explicitly specified in the cryptoasset;

2) the jurisdiction explicitly specified in the decentralised network on which the cryptoasset
operates;

3) the law of jurisdiction explicitly specified in the cryptoasset;

4) the law of jurisdiction explicitly specified in the decentralised network on which the
cryptoasset operates; or

5) the jurisdiction of the District of Columbia, Washington.

On the one hand, paragraphs 1 and 3, as well as 2 and 4, are synonymous. However, in our
opinion, the issue lies in the peculiarities of the legislation of the United States of America, where
each state has its own legislation. In this regard, such clarification is provided for a more prudent
choice of applicable law in cases where particular jurisdiction or law of this jurisdiction is applied.
As a result, the Uniform Commercial Code of the United States offers conflict-of-law rules that are
applied sequentially if the previous one is not applicable (Uniform Commercial Code Amendments,
2022; Wilkie Farr & Gallagher LLP, 2024).
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In fact, a similar approach to autonomy of will is found in the Principles, whose developers
probably incorporated some ideas from the amendments to the Uniform Commercial Code.

The last conflict-of-law rule is also peculiar. If it is not possible to identify the applicable law
or jurisdiction, the law of Washington, District of Columbia, as a neutral jurisdiction, will apply.
Therefore, it is clear that the provisions of the Code were focused on the United States, not other
countries (Goodstein & Wolk, n.d.).

In any case, the Uniform Commercial Code is a soft law act and serves more as a set of
recommendations for states on how to implement the provisions. Nevertheless, at the time of
writing, 25 US states have already adopted, and 13 are in the process of adopting, provisions on
controllable electronic records, including in the context of conflict of laws (UCC, 2022).

England and Wales

Although English law does not currently provide for statutory conflict-of-law rules governing
property relations in the context of cryptoassets, the High Court of England and Wales has
repeatedly confirmed the right of domicile (personal law of a person), indicating that the lex situs
of a cryptoasset is the permanent place of residence of the natural person or the place of registration
of the legal entity that owns it.

Notably, a similar approach was proposed by Andrew Dickinson in 2019 (Dickinson, 2019)
and subsequently confirmed in a number of decisions by the High Court of England and Wales. In
particular, in the cases of lon Science v. Unknown Persons in 2020 (lon Science Ltd v Persons
Unknown and others, 2020) and Fetch.ai v. Unknown Persons in 2021 (Fetch.ai Ltd v Persons
Unknown Category A, 2021).

These cases make it clear that in property disputes where a person is the owner of a certain
cryptoasset, the personal law of that person applies. Accordingly, English law was used in these two
cases.

However, in a later case, Tulip Trading Limited v Wladimir van der Laan et al. in 2022, the
High Court of England and Wales changed its position, noting that in property relations, it is
necessary to determine not the permanent residence of the individual/place of registration of the
legal entity owning the cryptoassets, but rather the right of temporary residence of the individual or
the temporary main activity of the legal entity that owns the cryptoassets (Tulip Trading Limited v
Wladimir van der Laan and ors, 2022).

Switzerland

Switzerland offers a rather complex structure of legislation related to cryptoassets. In its
concept, they are referred to as tokens and are not directly mentioned in the legislation on conflicts
of law. Nevertheless, researchers note that the rules of Article 145a of the Swiss Federal Act on
Private International Law of 1987 (“Swiss Federal Act”), as amended, apply to them, although it
mainly concerns securities in the form of tokens, as well as tokens linked to assets (e.g., stablecoins)
(Federal Act on Private International Law of 18 December 1987, n.d.; Favrod-Coune, Belet, 2023,
Lehmann, 2024).

The provisions of the law stipulate that the issuer may independently specify the law that will
apply to the token. In other words, in this case, the autonomy of the parties’ will is assumed.

If no law is chosen, the law of the place of registration of the legal entity (issuer) applies. If it
is impossible to determine such law, the main place of activity of the legal entity law applies.

At the same time, if a dispute arises, where several persons claim their rights to a token (i.e.,
a token linked to an asset), the law of the location of the assets embodied in the token will apply in
accordance with Swiss Federal Act. However, this is a specific conflict of laws rule, which probably
applies to a specific individualised asset whose location can actually be determined. For example,
certain agricultural goods in a specific warehouse, the rights to which were embodied in the form
of tokens.

Liechtenstein

In 2021, the Act on Tokens and Trusted Technology Service Providers (“Liechtenstein Act”)
came into force in Liechtenstein. Liechtenstein Act does not provide for direct conflict of laws
provisions regarding cryptoassets, but it does have localisation provisions aimed at determining
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Liechtenstein law as the law applicable to tokens (cryptoassets) (Vygovskyy, Lehenko, 2024).

It should be noted that Liechtenstein Act directly regulates cryptoassets and providers of
services related to cryptoassets, although it uses the terms tokens and trust technology service
providers for this purpose.

The application of Liechtenstein law is permissible in two cases:

1) if the cryptoassets are created or put into circulation by a service provider with its
headquarters or place of registration in Liechtenstein; or

2) the parties expressly state that the provisions of Liechtenstein law apply to their property
relations with cryptoassets in transactions (Token and TT Service Provider Act, 2019).

As we can see, Liechtenstein Act offers two localisation links: the law of the place of
registration of the legal entity-issuer or the location of the executive management body of the legal
entity.

However, if the parties wish, they may independently choose Liechtenstein law. In other
words, the principle of autonomy of the parties’ will applies.

Singapore

Singaporean law does not provide for conflict of laws rules for determining the applicable law
in property relations involving cryptoassets on a statutory level. However, precedent is also a source
of law in Singapore. Accordingly, in 2024, in the case of Cheong Jun Yoong v Three Arrows Capital
Ltd (Cheong Jun Yoong v Three Arrows Capital Ltd and others, 2024), the High Court of Singapore
analysed the precedents of English law mentioned above in section “England and Wales”, in
particular Ion Science v. Unknown Persons 2020 (lon Science Ltd v Persons Unknown and others,
2020), Fetch.ai v. Unknown Persons 2021 (Fetch.ai Ltd v Persons Unknown Category A, 2021) and
Tulip Trading Limited v. Wladimir van der Laan et al 2022 (Tulip Trading Limited v Wladimir van
der Laan and ors, 2022).

As aresult, the court concluded that the most appropriate conflict of laws rule is rather not the
personal law of the owner of the cryptoasset, but the personal law of the person who controls and
owns the cryptoasset. This position was taken by the plaintiff Cheong Jun Yoong, who argued that
the asset “is best manifested through control over it”, an opinion that was supported by the court
(Cheong Jun Yoong v Three Arrows Capital Ltd and others, 2024).

Therefore, considering the positions of various jurisdictions in the context of cryptoassets, we
can identify seven general approaches that are proposed in numerous sources:

1) the principle of autonomy of will with regard to cryptoassets (where the applicable law is
embodied in the cryptoasset);

2) the principle of autonomy of will with regard to decentralised networks;

3) the principle of autonomy of will of the parties;

4) the personal law of the issuer;

5) the personal law of the cryptoasset service provider in relation to custody and
administration of cryptoassets on behalf of customers;

6) the personal law of the person or entity who owns the cryptoasset; and

7) the personal law of the person or entity who controls the cryptoasset (Lehmann, 2024).

In many cases, more than one conflict-of-law rule is used, depending on the situation. Given
the variety of different approaches and the impossibility of implementing a single “ideal” conflict
of laws rule, we can conclude that the most effective option is to create a system that would provide
for the application of the next conflict of laws rule if the previous one is not applicable due to certain
circumstances.

It should be noted that, in our opinion, the principle of autonomy of will of the parties could
be the most acceptable option for regulating property relations. Nevertheless, in most cases, in
particular in the Principles, as well as in the Uniform Commercial Code of the United States,
autonomy of will addresses precisely the possibility of specifying, when issuing a cryptoasset, a
specific law that will apply to virtually all property relations.

In this case, we rely on the autonomy of will of the issuer of the cryptoasset to specify the
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applicable law or, if the cryptoasset is created on the basis of the Proof-of-Work consensus
algorithm, the developer of the cryptoasset (What is Proof-of-Work (PoW) with Simple Words?,
2023). The possibility of applying the applicable law by the parties of transactions with cryptoassets
independently is provided for exclusively in the relevant law of Liechtenstein, which states that its
legislation applies if the parties have expressly chosen its law.

As Matthias Lehmann points out, the autonomy of the issuer (developer) in applying the
applicable law carries a high risk that third parties who will use cryptoassets and carry out
transactions with them will not be aware of the law specified by the issuer (developer). Specifying
the law in the program code or providing a reference to official sources of information about the
cryptoasset could solve this issue, but in any case, it is insufficient for general user information. In
addition, he also emphasises the contradiction of this approach with the “libertarian and anti-state
philosophy underlying blockchain”, which provides for the free use of cryptoassets (Lehmann,
2024). The same can be referenced to the principle of autonomy of will with regard to a decentralised
network.

In view of this, priority should be given first and foremost to the autonomy of will in the
independent choice of applicable law by the parties to a transaction involving cryptoassets, and only
then to cryptoassets and decentralised networks.

Considering the above, in our opinion, the general hierarchy of conflict of laws in relation to
property relations with cryptoassets should be as follows:

1) The principle of autonomy of the parties’ will

It is important that the parties to a transaction have the opportunity to choose the applicable
law themselves, however, the parties must specify it explicitly and clearly in advance, otherwise this
principle will not apply.

2) The principle of autonomy of the issuer’s (developer’s) will

If the parties have not specified which law they wish to apply, the principle of autonomy of
the issuer’s (developer’s) will may be used, which directly specifies the applicable law for the
cryptoasset. States may independently determine what constitutes confirmation of the choice of law,
but in our opinion, it is sufficient to indicate this in the program code of the cryptoasset and/or in
official sources of information about it. For example, in a whitepaper (if available).

3) The principle of autonomy of will with regard to a decentralised network

If no applicable law has been determined for the cryptoasset, preference should be given to
the autonomy of the decentralised network on which the cryptoasset operates. The rules for
determining such law are similar to the autonomy of the issuer (developer).

4) Personal law of the issuer (the person making the offer)

If the three previous rules cannot be applied, it would be advisable to use the issuer’s personal
law. In our opinion, the most appropriate approach for legal entities is to apply the place of
registration of the legal entity, and for individuals — their nationality as the most stable legal
construct in property relations, including those relating to cryptoassets.

In this context, it is worth noting that when placing a cryptoasset for the purpose of raising
capital, the greatest degree of responsibility lies with the person making the offer to purchase the
cryptoasset to buyers. In view of this, such cryptoassets should be subject to the personal law of the
person making the offer, i.e. their place of registration.

5) Personal law of the cryptoasset owner

The United Kingdom and Singapore have fairly similar precedents regarding cryptoassets,
which refer to the personal law of the owner of the cryptoasset (the person who controls the
cryptoasset). However, under normal circumstances, the Singapore approach should be relied upon,
as one of the manifestations of ownership of a cryptoasset is the ability to dispose of it, i.e. to control
it using private keys (Private Key: What It Is, How It Works, and Best Ways to Store, 2025).

In the case of legal disputes in which an owner who has lost control over a cryptoasset wishes
to regain control over it, the general personal law of the owner of the cryptoasset (without taking
control into account) should be followed.

Similarly to the fourth conflict of laws rule, the personal law for a legal entity should be
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determined by the place of registration of that entity, and for a natural person, by their nationality.

In our opinion, this structure of conflict of laws rules will contribute to the overall regulation
of cryptoasset circulation.

However, it should be noted that it is also necessary to identify a special conflict of laws rule
for the personal law of a cryptoassets service provider involved in the custody and administration
of cryptoassets on behalf of customers. Since generally the relevant service providers can only
perform their functions in the form of legal entities, the law of the place of registration of such legal
entities will apply, rather than the general conflict of laws rules proposed above.

Conclusions. Having defined the conflict of laws rules applicable to property relations
concerning cryptoassets in general, we can conclude to what extent they can be applied to
cryptoassets that are issued and placed for the purpose of raising capital.

With regard to the actual issuance of cryptoassets, we do not observe any legal issues, since
the issuance of cryptoassets is a purely technical aspect that cannot be regulated.

The situation is different with the placement of cryptoassets. Since the placement must be
carried out by a person making an offer in a particular country, a rule should be introduced to apply
the law of the authority where the whitepaper and marketing communications are registered.

In other words, the placement will take place in accordance with the law of the state to whose
regulatory authority all necessary documents are submitted for the purpose of admitting the
cryptoasset to placement.

However, with regard to the further circulation of cryptoassets after their placement, the
hierarchy of general rules for cryptoassets that we have already proposed will apply:

1) The principle of autonomy of the parties’ will;

2) The principle of autonomy of the issuer’s (developer’s) will;

3) The principle of autonomy of will with regard to a decentralised network;

4) The personal law of the issues (the person making the offer); or

5) The personal law of the owner of the cryptoasset;

Finally, the personal law of the service provider related to the custody and administration of
cryptoassets on behalf of customers will also serve as a special conflict-of-law rule for such
particular case.

As a result, we have presented structured conflict-of-law rules that can be used to resolve
issues of applicable law in property relations involving cryptoassets with and, separately, in relation
to the placement of cryptoassets for the purpose of raising capital and their subsequent circulation
with the existence of foreign element (or when the parties wish to apply special law).
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Abstract. The article analyzes the cooperation between China and Pakistan in the field of
space research at the present stage from the perspective of the dynamic development of a
comprehensive partnership between the two countries. The paper identifies the main institutions of
both countries responsible for space cooperation and the level of their interaction in the exchange
of experience and technological developments. The study contains examples of relations between
the private and public sectors of the Chinese and Pakistani economies in the field of space
technology. In combination with an institutional and systemic approach, methods of analysis,
content analysis, and comparison were used to study space issues in relations between China and
Pakistan. China remains the main base for launches of Pakistani orbital satellites, which indicates
a certain imbalance in the level of infrastructure development. Meanwhile, 2026 has every chance
of becoming a period of another breakthrough in the space dimension of the China-Pakistan
partnership.

Keywords: Space Silk Road, China-Pakistan space cooperation, SUPARCO, CNSA, lunar
exploration, satellite launch, space station.

Anomauyia. Y cmammi ananizyemocs cnisnpays mixc Kumaem i Tlakucmanom y eanysi
KOCMIYHUX OOCNIONCEHb HA CYYACHOMY emani 3 mouku 30py OUHAMIYHO20 PO36UMKY 6CEDIUHO20
napmuepcmea Migxc 08oma Kpainamu. Y pobomi 6u3HayeHo OCHOB8HI ycmaHosu 060X KpaiH,
8ION0GIOANbHI  3a KOCMIuUHY chnignpayto, ma pigensv ix 63aemolii 6 00MiHI 0Oocgidom i
MEXHON02IUHUMU PO3POOKamu. J{OCaiOdNCeHHss MICMUumos NPUKIAou BIOHOCUH MIJNC NPUBAMHUM I
oeporcasHum cekmopamu ekonHomix Kumato ma Ilakucmany 6 eany3i KOCMiYHUX mexHono2iu. Y
NOEOHAHHI 3 [THCMUMYYIIHUM MA CUCTEMHUM NIOX0O00OM O/l BUBHUEHHSI KOCMIUHUX NUMAHL Y
gionocunax midsic Kumaem i [lakucmanom 6ynu uKopucmaui memoou auanizy, KOHMeHm-anaiizy
ma nopisHanua. Kumail 3anuwaemocs o0cHO8HOIO 0a3010 O01a 3aNYCKI@ NAKUCMAHCLKUX
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OpOIimanbHUXx Cynymuukie, wo Ccei0Yums Npo NeGHUull OUcOanamc y pieHi  pPO3GUMKY
ingppacmpykmypu. Boonouac 2026 pix mae 6ci wancu cmamu nepiooom 4epeo8020 Npopusy
KocmiuHomy eumipi napmuepcmea mioic Kumaem i [lakucmarom.

Knrouoei cnosa: Kocmiunuii wosxosuti uiisix, Kumaiicoko-nakucmauncoka cnienpays 6 cghepi
kocmocy, SUPARCO, CNSA, oceoenns Micaysa, 3anyck cynymuuxa, KOCMIYHA CIMAHYIAL.

Introduction. The current state of relations between China and Pakistan is characterized by
the rapid development of economic, political, and military partnerships. At the same time, both
countries are doing significant work on technical and scientific development in the field of space
research and exploration. China's global project, the New Silk Road or One Belt, One Road, gave
rise to the Silk Road of Health during the COVID-19 pandemic, which involved cooperation with
partners aimed at combating the consequences of the large-scale spread of the disease. Today, there
is another branch of progress in this comprehensive project, namely the Space Silk Road, under
which China is strengthening cooperation with other countries in the field of space exploration,
including Pakistan. The results and achievements of this cooperation are already finding practical
application, including in another project that was born as part of the Belt and Road Initiative, namely
the China-Pakistan Economic Corridor.

Purpose of the Study. The article aims to examine the current state of cooperation between
China and Pakistan in the field of space exploration, review the main structural units of both
countries involved in this field, and the achievements that have been made in the process of
interaction.

Literature Review. The structured research by Hassan Mujtaba and Dr. Usman W. Chohan,
specialists at the Centre for Aerospace & Security Studies in Pakistan, serves as valuable literature
in terms of substantive analysis of Chinese-Pakistani cooperation. Arooj Fatima Kazmi devotes
considerable attention to Pakistan's progress in the space industry in her article "Pak-China Space
Cooperation: Why it Fuels, Not Hinders, Pakistan's Space Autonomy," links this process, among
other things, to the successful partnership with China and logically concludes that the joint lunar
mission of both countries has the potential to become another milestone in the evolution of
Pakistan's scientific and technical movement toward space exploration. The material by Chinese
researchers Kuang-Ho Yeh and N1 Guihua was selected for the study as one of the works describing
the connection between the Belt and Road Initiative and space cooperation between China and
Pakistan.

Methodology. The heterogeneity of interactions between the public and private sectors and
individual institutions established to work on space research in both countries became a prerequisite
for applying a structural approach and institutional analysis, which primarily concerned Pakistan's
Space and Upper Atmosphere Research Commission and China's National Space Administration.
Content analysis was used to identify statements made by political and scientific figures as a
description of the “rhetorical” side of Chinese-Pakistani cooperation in the field of space.

Main Results of the Research. Cooperation between China and Pakistan in the space sector
has now taken on a more formal status following the establishment of the Space Silk Road initiative.
Kuang-Ho Yeh and Ni Guihua claim that the Space Silk Road initiative began to take shape in 2014
and aims to identify prospects for the development of space exploration in countries participating
in the One Belt, One Road project. Additionally, according to these scientists, it should promote
cooperation between partner countries within the infrastructure project in matters of improving
space technologies (Kuang-Ho, Ni, 2023).

One of the main elements of the Space Silk Road is the gradual improvement of the BeiDou
satellite system. Mohamad Zreik, a researcher at the Middle East Political and Economic Institute
in Bucharest, in article defines the Space Silk Road as a logical element of the One Belt, One Road
project (Zreik, 2025). He compares these processes to the logic that if, as part of the development
of trade infrastructure, China creates momentum for the economies of the countries with which it
works within the framework of the initiative, then space cooperation enables partners to improve
their own space strategies.
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For example, the importance of BeiDou satellites for Pakistan lies in the ability to obtain up-
to-date images of agricultural areas (CGTN, 2023), assess surface water levels, and obtain a tool for
timely forecasting of natural disasters. Given the unstable climate situation in Pakistan and
understanding the importance of agriculture for this country, the space sector can be identified as
one of high value and relevance. The low level of urbanization and the inaccessibility of settlements
in Pakistan are to some extent due to the country's complex landscape and necessitate the search for
new tools to establish television, radio, and network communications across as much of the country
as possible. In this regard, the Space Silk Road similarly serves as a tool for resolving the pressing
complex issue of communications within the country.

Another researcher at the Centre for Aerospace and Security Studies, Ramsha Shahid, notes
in her analysis of the development of the space sector in Pakistan that cooperation with China under
the auspices of the China-Pakistan Economic Corridor project has also led to increased structural
interaction between the two countries in the field of space research (Shahid, 2023). Among other
things, this led to the establishment of a direct partnership between Pakistan's Space and Upper
Atmosphere Research Commission (SUPARCO) and China's National Space Administration
(CNSA) in 2019.

The researcher also noted that the dominance of the private sector in Pakistan's space sector
is currently promising, as it makes investing in potential projects much easier, thus creating a basis
for future grants. For comparison, a researcher at the Area Study Centre for Africa, North and South
America, Quaid-i-Azam University in Islamabad provides figures on the distribution of the private
sector in China's space industry as of 2022. They were divided into four groups, which included: 14
companies that were linked to the public sector; 9 companies that had ties to the Chinese Academy
of Sciences; the third group had 42 companies that did not receive any funding at all; and the last
group included 13 companies that were involved only in communications satellites and were funded
by the private sector (Kalhoro, 2022). At the same time, state-owned enterprises play an important
role in China's aerospace sector and cooperation with partners, as the state-owned China Great Wall
Industry Corporation (CGWIC) was involved in the design of communications satellites for
Pakistan.

Another important institution within which China and Pakistan are gaining experience in
cooperation in space exploration is the Asia-Pacific Space Cooperation Organization (APSCO). The
organization was founded in 2008 with the aim of advancing cooperation in space technology and
its peaceful application. Its membership includes a number of countries from different regions of
the world: Bangladesh, China, Iran, Mongolia, Peru, Thailand, and Turkey (Pollpeter, Anderson,
Wilson, Yang, 2015). The organization pays particular attention to cooperation between technical
institutions that specialize in or actively participate in the development of space technologies,
strategies, and general space research. On November 16, 2022, a memorandum of understanding
was signed between APSCO and Hong Kong Aerospace Technology Group Limited (HKATG)
(Space News, 2022). It should be noted that at the time of signing the memorandum, the head of
APSCO was Jose Antonio Garcia Morgan, who also held the position of head of the Peruvian Space
Agency. This, in turn, may serve as an example of cooperation between China and Pakistan on a
global scale. On January 23, 2026, an APSCO delegation led by the organization's Secretary General
Jiang Hui visited the Harbin Institute of Technology (HIT) and held a series of discussions on the
institute's current achievements and prospects in the field of space research, noting the importance
of international cooperation and the exchange of best practices (HIT, 2026).

With regard to lunar exploration, in 2022 China invited its partners in the Asia-Pacific region
to participate with their own satellite projects, and as a result, Pakistan was accepted with its own
satellite, iICUBE-Q. During the preparation process for the launch of this satellite, namely in 2023,
Pakistan joined the work of the Chinese international lunar research station. Finally, Pakistan's lunar
satellite iICUBE-Q was launched as part of China's Chang'e 6 lunar mission on May 4, 2024. Both
countries had their own tasks in this mission: while China's Change 6 took on the task of directly
collecting samples from the moon's surface, iCUBE-Q, equipped with two optical cameras,
photographed the moon's surface, both as a separate object and in conjunction with the sun. The

71



https://doi.org/10.17721/apmv.2026.166.1

Chinese National Space Administration assessed the mission as a complete success, with detailed
images of craters and the moon's surface meeting the project's expectations. The images obtained
were handed over by the Chinese side to the Pakistan embassy in China (Chaudhary, 2024).

On May 30, 2024, China launched a Long March-3B rocket into space, carrying the Pakistani
satellite Paksat MM1 (CGTN, 2024). This satellite was designed as part of the Digital Pakistan
initiative, and its main function is to provide Internet coverage to remote regions of the country
(MOFA, 2024). However, M. M. Afnan, an expert at the University of Management and Technology
Lahore, argues that the orbit assigned to the satellite intersects with the orbital path of Indian
satellites, which in turn could lead to potential tensions in the region (Afnan, 2024).

For Pakistan, 2025 was not only a period of escalation with neighboring India and
Afghanistan, but also a time of intensified cooperation with other countries in the field of space
exploration. On January 14, in cooperation with technical institutes and organizations in the United
States and Turkey, the PAUSAT-1 satellite was launched from the United States. On January 17,
2025, Pakistan launched its first domestically produced satellite, PRSC-EOI1, from China.
According to Shayan Jani, a researcher at the Centre for Aerospace and Security Studies (CASS), it
is important to note that Pakistan is focusing on cooperation in the space sector not only with China,
but also with the United States. He added that space remains a promising area for Pakistan in both
civil and military terms .

Discussions on space cooperation between China and Pakistan remain relevant for ministerial-
level dialogue. Commenting on China's Space Day celebrations on April 24, 2025, Amjad Ali, a
senior official at the Space and Upper Atmosphere Research Commission of Pakistan, praised the
work of the China National Space Administration, noting that the organization remains a leader in
its field. Separately, on the importance of structural cooperation for both countries, he affirmed that
«the CNSA-SUPARCO partnership strengthens intercultural dialogue, diplomacy, and peaceful
cooperation, proving that shared dreams can unite peoples among the stars» .

On April 22, 2025, a similar meeting took place between the Prime Minister of Pakistan and
the head of the Chinese space technology company Galaxy Space. The meeting included discussions
with the Pakistan Space Agency and the Ministry of Information Technology and
Telecommunications, which are actively involved in space exploration and development projects .

In August 2025, Shan Zhongde, head of the China National Nuclear Corporation and the
China National Space Administration, met with Ahsan Igbal, Pakistan's Minister of Planning and
Development. In addition to nuclear energy issues, the parties discussed urgent achievements and
plans in the field of space exploration. The Pakistani official noted that, in cooperation with China,
Pakistan is making progress in various areas and outlined short- and long-term plans, including the
launch of a Pakistani astronaut to the Chinese international space station in 2026 and the launch of
a mission to the Moon in 2035 . For his part, the Chinese representative emphasized that China and
Pakistan are equally satisfied with the progress of strategic relations, which are gradually becoming
interdependent.

An additional example of cooperation between China and Pakistan in the satellite sector,
which is also aimed at improving work on the China-Pakistan Economic Corridor, is the launch of
the Kuaizhou 1A rocket on July 31, 2025, which carried a remote-controlled satellite (China Daily,
2025). Pakistan's Space and Upper Atmosphere Research Commission noted that the satellite's latest
optical equipment has enabled more detailed observation of meteorological conditions and is a
supporting factor in the development of joint projects between China and Pakistan.

On October 19, 2025, China launched its first Hyperspectral Satellite (HS-1), which is
expected to advance the collection of data on meteorological conditions and the overall state of the
environment. Commenting on the launch of the satellite, Pakistan's Minister of Foreign Affairs
noted the high level of professionalism of the Chinese and Pakistani scientific and technical teams
involved in the satellite project (PMPUN, 2025). Special emphasis was placed on the importance of
launching the satellite for further improvement of the CPEC infrastructure project (Ukrinform,
2025).

Pakistan's fundamental strategy for space exploration today is “Space Vision 2040,” also
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known as Vision 2047, which declares the intention to launch 11 satellites of various specializations
and to launch a Pakistani cosmonaut under the auspices of a joint mission in cooperation with China
(Yasmin, Malik, Mustafa, 2023). With regard to the regulatory framework for cooperation between
China and Pakistan in space, it is worth noting Pakistan's National Space Strategy, the latest edition
of which was published in 2024. Paragraph 4.7, "International Cooperation and Collaboration* of
the “Thrust Areas" section states that Pakistan will use all possible instruments of bilateral and
multilateral cooperation to further space exploration, improve existing technologies, and exchange
information with its partners in this field (SUPARCO, 2024). A year earlier, in 2023, the Pakistani
government published the “Space Policy of Pakistan,” which outlined the main objectives of the
future space exploration strategy, including the promotion of joint ventures and projects with
international partners for missions and research initiatives (MOFA, 2023).

China's latest relevant document, or white paper, on space was published in 2022 and focused
mainly on achievements in the period 2016-2021 (The state council of PRC, 2022). Nevertheless, it
outlined the main goals for the next five years in terms of space exploration, namely: the
introduction of new technologies, intensification of research on the Moon's poles, and the
development of infrastructure for further launches. A separate point was made about achievements
in the space sector, where attention was paid to cooperation with Pakistan, in particular joint satellite
launches. Among the official documents published by the China National Space Administration, the
announcement of a competition for a project to join the Chinese mission to launch an orbital module
to Mars stands out in particular (CNS4, 2025). The section describing international cooperation
within the framework of this mission proclaims openness to the global community and the intention
to cooperate with institutions in other countries, so it is quite likely that in the near future we will
see a Pakistani proposal for a joint launch of a module to Mars.

Arooj Fatima Kazmi, a researcher at the Pakistani Strategic Vision Institute, notes in her
analysis that cooperation with China in space exploration is important for Pakistan and does not
make it dependent on China, as it gives the country a choice of which partner to intensify
cooperation with in a particular field. Moreover, he notes the importance of the planned Chinese-
Pakistani mission to the Moon in 2028, which could further strengthen Pakistan's status as China's
strategic partner in space (Kazmi, 2025). Another example of China's positioning as Pakistan's
partner in space is the first Pakistani astronaut, Namira Salim. In his response to Xinhua on
November 22, 2023, he noted that China remains Pakistan's main partner in helping to improve its
space program, while highlighting previous experience in sharing technology and expertise in other
areas (Xinhua Silk Road Information Center, 2023).

At the same time, researchers at the Pakistani Center for Aerospace and Security Studies noted
that Sino-Pakistani cooperation in space contains a certain number of contradictions that could
weaken the overall potential for cooperation (Mujtaba, Chohan, 2021). In addition to Pakistan's
underdeveloped cooperation base, there were also concerns about the potential deterioration of
relations with the United States and European countries, as China's main competitors, and the
prospect of falling into a debt trap resulting from the uneven development of partners in the space
sector.

Nowadays, the training and dispatch of a Pakistani astronaut to the Chinese international space
station remains a pressing issue. On February 28, 2025, Pakistan and China reached a final
agreement on sending a Pakistani representative to the space station (Radio Pakistan, 2025). The
head of Pakistan's space agency noted that this flight will aim to strengthen the scientific potential
of countries and gain experience in space exploration for future generations. For his part, Pakistan's
Minister of Information and Broadcasting Attaullah Tarar expressed hope that the cosmonaut's flight
would take place within a year, adding that the Pakistani government pays regular attention to the
field of space research (The Nation, 2025).

On February 7, 2026, the media department of the Pakistani Armed Forces announced that
two candidates would be selected to undergo six months of training at the Chinese Astronaut
Training Center, but only one astronaut would be admitted to the mission (Arab News, 2026). As
part of the mission, the selected candidate will conduct scientific research and assume the duties of
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a crew member of the Tiangong space station (Muslim Network, 2026).

Conclusions. Based on the information presented above, it can be concluded that cooperation
between China and Pakistan in the space sector is quite active and stable in its dynamics. A
technological partnership has been established between the two countries, which promotes further
exploration of space among scientific communities. The experience gained from joint work between
space agencies, organizations, and agencies of both countries is also an important indicator, giving
the “space” aspect of cooperation between China and Pakistan synonymity with other areas of
cooperation. At present, we do not see any examples of political escalation in the region due to space
incidents and organizational conflicts. However, given the dynamic turbulence in the global political
arena, it is possible that such incidents could occur in the future.
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Abstract: Although the phenomenon of “crimes causing unfair competition” is not explicitly
expressed in the criminal legislation of many countries, this concept, which is included in the
legislation of certain countries, including the Republic of Turkey, defines the scope of crimes related
to unfair competition. In this context, there has arisen a need to classify the chapter of “crimes
causing unfair competition” within the criminal law provisions on crimes in the field of economic
activity and to determine the range of crimes that belong to this group.

In the chapter on crimes in the field of economic activity in the Special Part of the Criminal
Code of the Republic of Azerbaijan, the crime of illegal acquisition or disclosure of information
constituting a commercial secret is particularly distinguished. Market participants protect
information that has economic value related to their commercial activities and possesses
confidentiality characteristics by establishing a commercial secret regime for it in one form or
another. Actions aimed at acquiring such information by other competing market participants
through various means can cause significant harm to the subjects to whom the commercial secret
belongs. The qualification and the analysis of the criminal-legal characteristics of the crime of
illegal acquisition or disclosure of information constituting a commercial secret, as one of the acts
causing unfair competition, is one of the pressing issues of modern criminal law.

This article examines the place of the concept of “unfair competition” as a legal category in
competition law and criminal law, the understanding of the concept of “commercial secret” in the
legislation of different countries, the historical roots of this concept, the determination of the range
of information constituting a commercial secret, the place and criminal-legal characteristics of the
crime of illegal acquisition or disclosure of information constituting a commercial secret in the
criminal legislation of the Republic of Azerbaijan and other countries, the objective elements of this
crime as expressed in the relevant legal norms, as well as the shortcomings in the way this act is
formulated in criminal law. The article also provides proposals for amendments to the relevant
criminal law provisions.
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Anomauia: Xoua seuuje «3104UHi8, WO CNPULUHAIOMb HEOO0OPOCOBICHY KOHKYDEHUII0» A8HO

82


https://doi.org/10.17721/apmv.2026.166.1
https://doi.org/10.17721/apmv.2026.166.1.82-89
http://hicret.huseynzade@gmail.com
http://hicret.huseynzade@gmail.com
https://orcid.org/0009-0000-0121-9723
http://hicret.huseynzade@gmail.com
https://orcid.org/0009-0000-0121-9723

ISSN (onnain): 2663-8959 | ISSN (opyk): 2308-6912

He 8i00bpadicene 8 KPUMIHATILHOMY 3aKOHOO0A8CMBI 6a2amvox KpaiH, ysi KOHYenyis, AKa 3aKpinieHa
8 3aKOH00a8cmei okpemux Kpain, 30kpema Typeyvkoi PecnybOnixku, uznauae Kono 310YUHIS,
Nn08 A3aHUX i3 He00OPOCOBICHOI) KOHKYPEHYier. Y ybomy KOHmMeKcmi 6UHUKIA nompeda
Kaacugikyeamu  po30il  «310YUHU, WO CHAPUUUHAIOMb HEO0OPOCOBICHY KOHKYDEHYIIO» )
KPUMIHAILHOM) 3AKOHOOABCMEI 000 310YUHIE V chepi eKOHOMIUHOI OisibHOCmI ma 8U3HAYUMU
nepenix 3104UHi8, Wo Hanexcams 00 yiei epynu.

Y po3oini npo 3nouunu y cghepi exonomiunoi oisnbrnocmi Ocobaueoi vacmunu Kpuminaibroeo
Kooekcy Pecnybnixu Azepbatiodxcan ocobnuso sudiisemuvcs 3104UH He3AKOHHO20 OMPUMAHHS abo
po3eonouients ingpopmayii, wjo cmarosums komepyitny maemuuyro. Cyd ekmu punKy 3axunaroms
iHopmayito, wo Mae eKoHOMIuHY YIHHICMb 01 IXHbOI KomepyiuHoi OisibHOCmi ma Mmae
KOHGhIOeHYitHULL XapaKmep, WasXOM 6CIAHO8IeHHs OJisl Hei pedcumy KomepyiuHoi maemHuyi ¢ mii
yu iHwil gopmi. /i, cnpamosani Ha omMpumanHs mMaxoi iHGopmayii iHWUMU KOHKYPYIOUUMU
cyb’exkmamu puHKy PI3HUMU CHOCOOAMU, MOICYMb 3A80amu 3HAYHOI WKOOU CYO €Kmam, sKuM
Hanexcums Komepyivuna maemuuys. Keanigixayia ma ananiz KpumMiHaibHO-NPABOBUX O3HAK 31OYUHY
HEe3aKOHHO20 OMPUMAHHS AOO0 PO32010UeHHS IHGOpMayii, o CMAHO8UMb KOMEPYILIHY MAEMHUYIO,
AK 00H020 3 OIfiHb, WO CHPUYUHAIOMb HEO0OPOCOBICHY KOHKYPEHYIl0, € OOHUM 3 aKMYalbHUX
NUMAaHsb Cy4acHo20 KpUMIHAILHO20 NpAsa.

YV cmammi pozensnymo micye nouamms «Hed00OpOCO8ICHA KOHKYPEHYIs» AK Npagoeoi
Kame2opii 8 3aKOHO0ABCMEI NPO KOHKYPEHYIl0 Ma KPUMIHATbHOMY 3AKOHOOABCMEI, DPO3YMIHHSL
NOHAMMS «KOMEPYItiHA MAEMHUYSY 6 3AKOHOOABCMEI DI3HUX KPAiH, iCMOPUYHI 8UMOKU YbO2O
nousmms, 6U3HAYEHHs Kola IHgopmayii, wo CmMaHosumv KOMepYiluHy MAEMHUYIO, Micye ma
KPUMIHAIbHO-NPABOGI O3HAKU 3N10YUHY HE3AKOHHO020 OMPUMAHHA abo po3eonoutenHs ingopmayii,
Wo CMmaHosumv KOMEPYIHY MAEMHUYIO, V KPUMIHAIbHOMY 3axkoHooascmei Pecnyonixu
Aszepbatiodcan ma iHWUX KpaiH, 00 €EKMUBHI O03HAKU YbO2O 3M0YUHY, AK GOHU 3AKPINieHi 8
8ION0GIOHUX NPABOBUX HOPMAX, A MAKONC HEOONIKU Y hOPMYIIOBAHHT Yb02O0 OIHHA 8 KDUMIHATLHOM)
3aKOHO0ABCMEI. Y cmammi makoic HageoeHo NPono3uUYii uo00 BHeCeH s 3MIH 00 8I0NOBGIOHUX HOPM
KPUMIHAILHO20 Npasa.

Knrouoei cnoea: romepyitina maemuuys, He00OPOCOBICHA KOHKYPEHYIs, NPOMUCTIO8e
WNUSYHCMBO, KPAOIdNCKa OOKYMeHMi8

Introduction. The qualification of the crime of illegal acquisition or disclosure of information
constituting a commercial secret, as set out in the chapter on crimes in the field of economic activity
in the Criminal Legislation of the Republic of Azerbaijan, is one of the current issues in criminal
law, including in the theory of criminal law.

According to Article 202 of the Criminal Code of the Republic of Azerbaijan, the illegal
acquisition or disclosure of information constituting a commercial or banking secret gives rise to
criminal liability when committed under the conditions specified in the provisions of that Article
(Azarbaycan Respublikasinin Cinayat Macallasi, 2025).

This crime is one of the innovations in the criminal legislation of the Republic of Azerbaijan.
In a market economy, each business entity can suffer significant harm if its technical and production-
related information, which is unique to it, is illegally obtained and used by competing business
entities. In this regard, the inclusion in criminal legislation of provisions establishing criminal
liability for acts of illegal acquisition and disclosure of information constituting a commercial secret
is an important step in protecting the interests of market participants (Azarbaycan Respublikasinin
Cinayat Macallasinin Kommentariyasi, 2023).

The purpose of this article is to analyze the criminal-law characteristics of the act of
unlawfully obtaining and disclosing commercial secrets as one of the crimes causing unfair
competition, to introduce and interpret the concept of “crimes causing unfair competition” into the
criminal legislation of Azerbaijan on the basis of a comparative analysis of Azerbaijani and Turkish
legislation, and to propose relevant amendments to the criminal legislation by identifying and
explaining the shortcomings of the criminal act under consideration.

Literature review. Since the mentioned act is one of the innovations of the criminal
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legislation of the Republic of Azerbaijan and the definition of “crimes causing unfair competition”
does not exist in Azerbaijani criminal legislation, no research has been conducted in Azerbaijani
criminal law doctrine regarding these acts. Therefore, this topic is a novelty not only for criminal
legislation but also for the Azerbaijani criminal law doctrine. From this perspective, the normative
and doctrinal interpretation of the crime of unlawful acquisition and disclosure of commercial
secrets, as well as the analysis of existing problems in this field, constitutes an important object of
research for Azerbaijani criminal legislation.

In contrast to Azerbaijani criminal doctrine, this issue has been widely studied in Turkish legal
doctrine, and a number of scholarly works have been written in this field. As an example, reference
can be made to Hiiseyin Aydin’s scholarly work “Tiirk Ticaret Kanunu ’nda Haksiz Rekabet Suglart”
(2008). In this work, the author separately examined, for each crime, issues such as the subject, legal
object, subjective aspect, unlawfulness, special forms of manifestation of the crime, the victim, and
prosecution, and also studied the general characteristics of crimes causing unfair competition.

In addition, in Esin Esen’s dissertation titled “77K 'da Diizenlenen Haksiz Rekabet Sucglart”
(2023), civil law and criminal law were analyzed together. Due to the adoption of provisions on
unfair competition from Swiss law, comparative scholarly research in this field was conducted with
regard to Turkish and Swiss law, and, taking into account the wide geographical impact of unfair
competition, regulations of international law were also addressed.

In the scholarly work titled “TTK Md. 62/I-b, ¢, d Kapsaminda Haksiz Rekabet Suglart”™
(2019), Ozan Can Ozbalgik analyzed the criminal-law characteristics of crimes of unfair
competition contained in the Turkish Commercial Code, including acts aimed at the disclosure or
acquisition of trade secrets.

In the article authored by Kayihan icel, titled “Ticari Str, Bankacilik Surri veya Miisteri Sirr
Niteligindeki Bilgi veya Belgelerin A¢iklanmasi Suclart — Bu Tiir Swrlarla Ilgili Bilgi Istenmesinin
Swmirlart” (2010), the issue of the protection of commercial secrets, banking secrets, and customer
secrets by criminal law norms was examined. First, the provisions existing in Turkish legislation
were analyzed and some of them were criticized; subsequently, the draft law regulating this issue
was interpreted, and the positive and negative aspects of that draft were analyzed.

Main Results of the Research. Before beginning the analysis of the criminal-law
characteristics of the act under consideration, it is essential to clarify the concept of “commercial
secret” as an economic and legal category. According to the definition of commercial secret in
legislation, a commercial secret refers to information related to the production, technological,
managerial, financial, or other activities of legal and natural persons, which may harm their lawful
interests if disclosed without the owner’s consent (“Kommersiya sirri haqqinda” Azarbaycan
Respublikasinin Qanunu, 2001).

Although Article 55 of the Turkish Commercial Code lists “disclosing or inducing others to
obtain commercial secrets” among acts causing unfair competition, the Code does not provide a
specific definition of commercial secret. Instead, the concept is addressed in Article 62 of the Code
together with production secrets. One notable point regarding the concept of commercial secret is
that neither legislation nor doctrine provides a clear definition; the difficulty of defining the concept
is noted, and its content is generally determined by listing its elements (Tiirk Ticaret Kanunu, 2011).

As a legal category, the initial foundations of the concept of “‘commercial secret” were formed
in 1868 in the case of Peabody v. Norfolk in Massachusetts, USA. Over time, this concept spread to
other states and was later regulated by a law intended to be in force in all states in 1979. The court
concluded that an employee or any third party’s illegal acquisition and use of production secrets
belonging to an employer constitutes unfair competition. This case laid the doctrinal foundation for
the concept of commercial secret, which later found its place in legislation and judicial practice
(Chan, 2024).

In American law, this concept has been developed extensively. It has been noted that
intellectual property objects such as brands, models, patents, and licenses can be protected as trade
secrets, as well as all matters of economic value within an enterprise that may be valuable in the
future. The economic nature of a trade secret is characterized by its protection as an object of
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property rights (Ozbalcik, 2019).

Different legal regulations provide various definitions of trade secrets. For example, according
to Section 4 of the first chapter titled “Definitions” of the Uniform Trade Secrets Act, which is
intended to be applied interstate, a trade secret is a formula, pattern, compilation, program, device,
method, technique, or process that: is not generally known to others and cannot be readily obtained
by lawful means; has actual or potential independent economic value; and is subject to reasonable
efforts to maintain its secrecy, where disclosure or use could result in economic benefit to those who
obtain it (Uniform trade secrets act, 1986).

Other legal regulations have defined the concept in roughly the same way, showing only minor
differences in scope. For example, in the 1995 Restatement (Third) of Unfair Competition, a
commercial secret is defined as any information that can be used in the operations of a business
entity and that has value to the extent that it provides a factual or potential economic advantage over
others (Restatement (Third) of Unfair Competition, 1995).

As can be seen from the definitions of commercial secret in the cited legal acts, in U.S. law a
commercial secret is characterized by information arising from the operations of a business
enterprise, the primary purpose of legal protection being the economic value that such information
confers. That is, information containing elements of a commercial secret within a business enterprise
and whose confidentiality provides an economic advantage is considered within the scope of a
commercial secret.

In Turkish law, as noted above, the concept of a commercial secret is mainly defined in the
context of acts that cause unfair competition. Currently, Turkish legislation does not contain a legal
regulation that defines the concept of a commercial secret. However, for the first time, the Draft
Law on Commercial Secrets, Banking Secrets, and Client Secrets (which has not yet entered into
force) provides a definition of a commercial secret. According to this draft law, a commercial secret
is information related to a company’s field of activity, known only to a limited number of members
and other employees, which could cause harm if obtained by competitors, must not be disclosed to
third parties or the public, and is of great importance for the company’s success and efficiency in
economic activity. This includes internal structure and organization, financial, economic, credit and
monetary conditions, research and development activities, operational strategy, sources of raw
materials, technical characteristics of production, pricing policies, marketing tactics and costs,
market shares, wholesale and retail customer potential and networks, contractual relations subject
to authorization or otherwise, and similar information and documents.

Although the cited legal acts do not provide a separate definition of “secret,” in the scientific
literature (doctrine) the term is generally defined as: “information not known to everyone, the
disclosure of which could harm the personal rights and interests of the concerned party,” or
“information not publicly available, known only to certain persons, whose secrecy must be
maintained” (Icel, 2010).

As can be seen, the main point emphasized in definitions of commercial secret is that such
information must relate to production or technological activities concerning goods (works or
services) offered by a business entity to the market and must have economic value. In other words,
the dissemination of such information in any form must result in harm to the interests of the market
participant.

As the name of the crime under analysis indicates, the object of this crime is the commercial
secret. Although normative and doctrinal explanations exist regarding the concept and essence of a
commercial secret, determining the precise scope of information that constitutes a commercial secret
is critically important for holding a person criminally liable under this offense.

The question of whether information can be considered the object of a crime has been debated
in the academic community for many years. N. F. Kuznetsova noted that the object of a crime
“consists of different types of material and non-material values, capable of meeting human needs,
and whose criminal influence (or illegal use) can cause harm or create a risk of harm” (Tloanwiii kypc
yeonosroeo npasa, 2008). From this, it can be concluded that information can be considered a non-
material object of a crime.
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However, according to Article 202 of the Criminal Code, the object of this crime consists only
of documents containing commercial or banking secrets—i.e., material carriers of information. At
the same time, criminal legislation does not provide a legal definition of the term “document,” which
creates certain difficulties in the correct qualification of the crime. We believe that such an
explanation defines the object of the crime too narrowly.

Thus, the theft of documents as a method of collecting information constituting a commercial
or banking secret should be understood broadly, to include both documents and other information
carriers.

The Law of the Republic of Azerbaijan “On Commercial Secrets” sets out the criteria for
information to be considered a commercial secret. According to these criteria, for information to be
classified as a commercial secret, it must meet the following requirements:

° It has commercial value (its secrecy provides an advantage in the field of activity and
allows for profit; it may be sold, donated, transferred by contract, or inherited, in whole or in part);

° The owner takes legal, organizational, technical, and other measures to protect its
confidentiality;

° Access to this information is legally restricted (“Kommersiya sirri haqqinda”
Azarbaycan Respublikasinin Qanunu, 2001).

It should also be noted that Article 4 of the same Law, titled “Information Considered as
Commercial Secret,” actually defines information that is not considered a commercial secret.

As can be seen, although criteria for determining whether information constitutes a
commercial secret are set, the legislation does not specify which information is considered a
commercial secret.

In general, when explaining the essence of the category of commercial secret, it can be
concluded that it is impossible to determine the exact scope of such information. Each market
participant has the exclusive right to classify as a commercial secret the information arising from its
activities that has economic value and to establish the regime for such information.

In this regard, when holding a person criminally liable for illegally obtaining or disclosing
information constituting a commercial secret, it is first necessary to determine whether the
information in question falls within the scope of a commercial secret.

Regarding the direct object of the crime, there are various opinions in criminal law theory. For
example, T. D. Ustinova argues that the direct object of this crime is the social relations that ensure
the protection of intellectual property and information security of participants in economic relations
(Yemunosa, 2005).

Furthermore, the crime in question does not only harm fair competition relations but also
interferes with the circulation of information constituting a commercial secret. Therefore, these
relations should be considered an additional direct object of the crime.

Information constituting a commercial secret (production secret) refers to any information of
a production, technical, economic, organizational nature, as well as results of intellectual activity in
scientific and technical fields and methods of professional activity. This information is not known
to third parties, is not freely accessible on a legal basis, and is protected under a commercial secrecy
regime by its owner.

Thus, the main characteristics of a commercial secret are as follows:

1. It has real or potential commercial value because it is unknown to third parties;

2. It is not freely accessible on a legal basis;

3. The owner takes measures to protect its confidentiality;

4. The specific list of information constituting the commercial secret is determined by
the head or owner of the enterprise;

5. This information is not included in the list of state secrets or information whose

access cannot be restricted.

Objectively, this act is characterized by two constituent elements. Simply obtaining
information that constitutes a commercial secret is not sufficient for criminal liability. The
information must be collected specifically for the purpose of dissemination or unlawful use. As can
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be seen, the intent is reflected as a necessary element of the subjective side of the crime in the
provision of the Article.

Another necessary element of this offense is the methods of committing the crime. The
collection of information constituting a commercial secret through theft of documents, purchase,
threatening the person possessing the secret, or other illegal methods gives rise to criminal liability.

A similar norm exists in Turkish criminal law, stating that a person who, due to their position,
profession, or trade, provides or discloses commercial secrets, banking secrets, or client secrets to
unauthorized persons is subject to criminal liability.

As can be seen, Turkish Penal Code defines a specific subject of the crime for the act of
disclosing information constituting a commercial secret. According to this provision, criminal
liability applies to the person who, by virtue of their position, profession, or trade, possesses
information and provides it to persons who are not authorized to obtain it (7%irk Ceza Kanunu, 2004).

Another distinction of the Turkish law is that the provision imposing liability explicitly
mentions not only information constituting a commercial secret but also the “disclosure of
documents”. In contrast, under the Criminal Code of the Republic of Azerbaijan, liability is provided
only for the acquisition and disclosure of information, not documents. However, Article 202 of the
Criminal Code considers “theft of documents” as a necessary element of the objective side of the
crime.

From the perspective of the objective side, this composition is formal. That is, the crime is
considered completed from the moment the acts constituting its objective side are initiated,
regardless of their consequences.

Criminal law theory provides various definitions of “collection of information constituting a
commercial secret.” For example, B.V. Voljenkin notes that: “The concept of collection includes the
theft of documents and other carriers of commercial secrets; obtaining the secret (or attempting to
do so) from the owner or their relatives through bribery or threats; interception of information via
communication channels; unlawful access to documents or making copies of them; use of listening
devices and other special technical means; unauthorized access to computer systems; and other
illegal methods” (Bonowcenxun, 2007).

As can be seen, B.V. Voljenkin attempted to specify as concretely as possible the methods of
collecting information.

Other authors, however, avoid specifying these collection methods and provide broader
definitions. For example, A. F. Zhigalov interprets the concept of “collection” as “any method of
illegally obtaining such information” (?Kueanos, 2000).

The theft of documents constituting a commercial secret should be understood as the illegal
and uncompensated taking of information carriers (materials containing commercial secrets) against
the will of the owner or a person legally entitled to access them. Theft can be carried out secretly or
openly, through the use of force or deception against persons possessing the commercial secret, or
by other methods.

In legislation, the term “threat” is neither legally defined nor is the scope of persons against
whom the threat is directed specified. This leads to various interpretations of the term. The term
“threat” encompasses not only intimidation through psychological coercion but also threats of
physical harm, murder, destruction, damage, or theft of property.

Thus, in relation to Article 202(1) of the Criminal Code, “threat” should be understood as any
unlawful influence directed at persons possessing commercial or banking secrets (or those legally
entitled to access them), as well as their relatives, indicating that negative consequences will occur
if they refuse to provide the information. When the crime is committed in this form, the act is
considered complete from the moment the threat is communicated to the targeted individuals.

It should also be noted that the execution of the threat is not included within the scope of the
analyzed criminal law norm. That is, the use of real physical force or other physical impacts, such
as damaging property, to carry out the threat must be additionally qualified under the relevant
articles of the Criminal Code.

As a method of committing the crime, the term “other illegal method” should be understood
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as the collection of confidential information by any means that does not comply with legal forms of
access provided by law.

One term used in the scientific literature to describe the illegal acquisition of commercial
secrets is commercial espionage. Classic examples of commercial espionage can be found in
historical records dating back to the earliest periods of human civilization. One of the most famous
examples is found in Chinese chronicles. According to the sources, when a Chinese prince traveled
abroad, he wore a magical hat decorated with natural flowers, in which he hid silkworms. He later
gave the worms to an Indian, thereby breaking China’s monopoly on silk production. This is a classic
example of commercial espionage dating back to approximately the 15th century BCE
(bepoicve, 1972).

Throughout history, commercial espionage has been considered one of the most dangerous
forms of unfair competition, and civilized countries’ legislation has imposed criminal liability for
espionage.

For many enterprises, it is common practice to conduct competitive intelligence, which can
be carried out by legal and illegal means, aiming to obtain information of commercial value. Legal
competitive intelligence involves lawful methods, such as marketing research, analysis of market
dynamics and competitors’ development prospects, analysis of competitors’ financial and
productivity data, modeling, and forecasting.

The goal of illegal competitive intelligence, often referred to as commercial espionage, is to
obtain confidential information of commercial value that provides certain advantages in the market
relative to competitors. A characteristic feature of this activity is the use of unlawful methods to
achieve the objective, which infringes upon the rights and lawful interests of other business entities.

In modern economic practice, the role of commercial espionage has increased significantly.
Currently, in most large companies, there are specialists or entire departments engaged in the
collection, systematization, and analysis of information about competitors, as well as the theft of
industrial and commercial secrets and documents. The social danger of this act lies in the fact that
the illegal disclosure of commercial secrets can cause serious economic damage to an organization
and weaken its commercial potential. Therefore, combating commercial espionage — one of the
most socially dangerous forms of unfair competition — should primarily be carried out through
criminal-law measures.

One of the most important characteristics of information constituting a commercial secret is
that the owner takes measures to protect its confidentiality. It should also be noted that, in terms of
commercial value, there are many protective measures that can be applied, but the owner is not
obliged to implement all possible measures. What matters is that the owner clearly demonstrates
through their actions that the information should remain confidential from third parties. Otherwise,
legal protection of the rights of the owner of information constituting a commercial secret becomes
impossible.

This situation can be illustrated by a classic example from foreign court practice concerning
commercial espionage. In 1987, a Michigan court rejected a commercial espionage claim filed by
the “Cadillac Gage” company — specialized in producing armored vehicles for U.S. Army special
units and military police — against a competitor, alleging the theft of valuable schematics. The court
justified its decision on the grounds that the plaintiff had not taken sufficient measures to protect its
commercial secrets. During the trial, it was revealed that the “Cadillac Gage” production facilities
were not considered secure and were frequently left open, while the valuable schematics were
always left on desks. A competitor’s employee exploited this carelessness, entered the factory during
working hours, photographed the schematics, and then left the premises.

Conclusions. Thus, the above example suggests that the commission of the crime of
disclosure of information constituting a commercial secret results in interference with market
competition relations, creating unfair competition in the market.

In the criminal legislation of the Republic of Azerbaijan, the terms of the provision describing
this act should be adjusted in accordance with doctrinal approaches and the requirements of relevant
normative acts. In addition, the terms of the provision should be amended to reflect the essence of
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the information constituting a commercial secret as the object of this crime.

Furthermore, considering the increasing pace of development in economic relations, it is
necessary to clarify the phrase “without the consent of the entrepreneur” in Article 202.2 of the
Criminal Code, so that it corresponds accurately to the circle of persons who legally possess the
information.
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Abstract. This article analyzes the impact of the ASEAN Tourism Agreement on interstate
relations and regional cooperation within the Association of Southeast Asian Nations (ASEAN).
Over the past decades, the region has become one of the most dynamically developing tourist
destinations in the world, leading to the growing importance of tourism not only economically but
also politically. The ASEAN Tourism Agreement has become an important tool for stimulating the
liberalization of tourist flows, strengthening the interdependence of ASEAN member countries, and
shaping common tourism policies.

The article examines how this document facilitates the political and economic integration of
ASEAN countries and how tourism is used as a soft power tool to strengthen interstate cooperation.
The author analyzes the institutional, political, and economic factors that contributed to the
adoption of the Agreement, as well as its impact on population mobility, cultural integration, and
economic interdependence in the region.

Particular attention is paid to the role of the Agreement in diplomatic cooperation and
changing power dynamics within ASEAN. The article concludes that the Tourism Agreement has a
significant impact on the development of integration processes in ASEAN, stimulating not only
economic ties but also creating new political mechanisms for sustainable regional interaction. The
development of tourism within ASEAN is becoming an important factor in the transformation of
interstate relations. For many years, the countries of the region have been striving to improve not
only their economic performance, but also the level of trust and mutual understanding among
themselves. The Tourism Cooperation Agreement plays an important role in this process.

Tourism cooperation also helps reduce tensions between states and strengthen diplomatic ties.
Amid global competition for the tourism market, ASEAN countries recognize the importance of
cooperation and integration in this area to ensure the competitiveness of the region as a whole.
Moreover, tourism serves as an important tool for intercultural dialogue. Countries that actively
develop their tourism industries achieve greater mutual understanding, which helps reduce the risk
of interstate conflict and fosters peaceful coexistence.

One of the striking examples is the creation of joint tourism projects such as the ASEAN
Heritage Parks, which includes natural and cultural monuments spanning several countries in the
region. Such projects contribute not only to the conservation of natural and cultural resources, but
also to the formation of a common tourism brand in the region.

Keywords: tourism agreement, interstate relations, regional integration, soft power, economic

interdependence, cultural integration, population mobility
Anomauin. Y yiti cmammi ananizyemocs enaug Yeoou ACEAH npo mypusm Ha MidcoepicasHi
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BIOHOCUHU MA pelioHANbHY chnisnpayio 6 pamkax Acoyiayii Oepoicae Ilie0enno-Cxionoi A3zii
(ACEAH). Ilpomseom ocmauuix Oecamuiimv pe2ion cmas O0OHUM 3 HAUOLIbW OUHAMIYHO
PO3BUBAIOUUXCS. MYPUCTIUYHUX HANPIAMKIB ) C8iMi, U0 Npu3eeno 00 3pOCMAHHS 3SHAYEeHHs MYPUSMY
He uule 8 eKOHOMIYHOMY, a U y noaimuunomy niaui. Yeooa ACEAH npo mypusm cmana 8axciusum
IHCmpymMeHmom Ol CMUMYIIO8AHHA  Jibepanizayii  mypucmuyHux HnOMOKI8,  3MIiYHEeHHs.
g3aemosanedchocmi kpain-unenie ACEAH ma ¢popmysarnns cninbHoi mypucmuyHol noiimuxu.

Y cmammi poszensoaemuocs, 5K yetl 00OKYMeHm CNPUsie NOATMUYHIN MA eKOHOMIYHIN iHmezpayii
kpain ACEAH ma sx mypuzm 6uKOpucmogyemscsi AK IHCMpyMeHm M'SKoi cunu OJisl 3MIiYyHeHHs
MidcoepacasHoi cnienpayi. Aemop ananizye iHCMumyyiiti, NOAIMUYHI Mma eKOHOMIYHI axmopu,
Wo cnpusanu nputiHammio Y200u, a maxodic ii enaus Ha MOOIIbHICMb HACENEeHHs, KYIbMYpPHY
IHmezpayito ma eKOHOMIUHY 63AEMO3ANENCHICING V DEIOHI.

Ocobnusa ysaza npudinsiemvcs poni Yeoou y ouniomamuyHomy cniepoOimuuymei ma 3mini
ounamixu cun 8 ACEAH. ¥V cmammi pooumscs 6ucHogok, wjo Yeooa npo mypusm mae 3uaunuil
8NIUB HA po36umoK inmezpayiunux npoyecie 8 ACEAH, cmumynioouu He auuie eKOHOMIYHI 36'a3KU,
a i cmeopioouu HOB8I NONIMUYHI MeXaHi3Mu Ol CMAanoi pecioHanvhoi 63aemodii. Pozsumox
mypusmy 6 pamkax ACEAH cmace eadxciusum pakmopom mpancgopmayii midxcoepircasHux
gionocuH. Ilpomscom 6Oazamvox poKié Kpainu pecioHy NpacHymb NOKpawumu He auude ce0i
EKOHOMIUHI NOKA3HUKU, ane U pigenb 008Iipu ma 63aEMOPO3YMIHHA Midc coboro. Yeooa npo
CRiBPOOIMHUYMEBO 8 2aJY31 MYypuUsMy i0icpac 8axiCIU8Y POb Y YbOM) NPOYECI.

Cnienpays y cghepi mypusmy maxodxic 00nomazae sMeHUUmu Hanpy*ceHicmy Midc 0epicasamu
ma 3MiYHUMy OUnIoOMamuyHi 38'a3ku. B ymosax enob6anvroi KonKypenyii 3a mypucmuyHull puHox
kpainu ACEAH susnaiomo eadiciusicme cnienpayi ma inmezpayii 6 yitl cghepi 015 3a0e3neuens
KOHKYPEHMOCHPOMOICHOCIME  pe2iony 6 yinomy. binvwe mozo, mypusm cay2ye 8axdcausum
IHCMpYMeHmom MidHCcKyIbmypHozo oianocy. Kpainu, sKi akmueno po3eusaroms c80i mypucmuyHi
2anysi, 00ca2ar0ms OLILULO20 B3AEMOPOIYMIHHSA, WO O0ONOMALAE IMEHWUMU PUSUK MIHCOEPHCABHUX
KOHGNIKMI8 ma Cnpusie MUPHOM) CRIBICHYBAHHIO.

Oonum i3 ACKpasux Npuxiadié € CMeOpeHHs CHIIbHUX MYPUCMUYHUX NPOEKMi8, MAaKUx K
Tapxu cnaowunu ACEAH, wo exnrouaromes npupoOHi ma KynbmypHi nam'smiu, wo OXonuionwms
Kinvka kpain peciony. Taki npoexmu cnpusitoms He Juuie 30epedceHH0 NPUPOOHUX MaA KYJIbIMYPHUX
pecypcis, ane i popMy8aHHIO CRITbHO20 MYPUCUYHO20 OPEHOY 8 PeCioHi.

Knwuogi cnosa: yzooa npo mypusm, midcoepicasHi GiOHOCUHU, peLiOHANbHA IHmMezpayis,
M'SIKa cuna, eKOHOMIYHA 63AEMO3ANEHCHICIb, KYIbIMYPHA IHMe2payis, MOOLIbHICMb HACELEeHH S

Introduction. Over the last few decades, the ASEAN area has emerged as one of the tourist
destinations with the fastest rate of growth in the world. It has also emerged as a major hub for the
concentration of visitor flows that are crucial to the world's economy and society. However, the
region's tourism collaboration extends beyond economic metrics; it is now one of the key
instruments for bolstering ASEAN state integration, expanding political cooperation, and forming a
sense of regional identity. In this sense, the ASEAN Tourism Agreement (474, 2002) is recognized
as the first basic legal agreement enacted with the intention of liberalizing visitor flows, promoting
regional interdependence, and regulating tourism based on a single policy within the organization.

However, the influence of the ATA on interstate relations has not yet been thoroughly examined
at the academic level, especially with regard to its role in intra-regional political discourse, the use
of soft power, mutual economic dependency, and institutional collaboration. Research questions
such what drives the tourism industry’s expanding integration in a diverse region like ASEAN, what
the agreement’s actual impact is, and how it affects member nations' political ties continue to be
pertinent. This circumstance makes it necessary to look at the subject from both theoretical and
practical angles.

The main question posed in this article is how the ASEAN Tourism Agreement influences
interstate relations within the organization and to what extent it facilitates regional cooperation. In
recent years, tourism has become an important part of the regional integration process within
ASEAN, playing a significant role in creating a unified region with an open market and free
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movement of people. Regional tourism initiatives help strengthen economic ties between countries,
paving the way for further cooperation in other economic sectors, such as trade, technology, and
education.

In this context, several research questions arise aimed at better understanding the impact of the
ASEAN Tourism Agreement on interstate relations in the region. First, it is important to understand
the institutional, political, and economic factors that necessitated the adoption of this agreement.
What are the key elements of this agreement that facilitate integration among ASEAN countries?
How does tourism cooperation help support soft power mechanisms in interstate relations? And how
does the ASEAN Tourism Agreement influence population mobility, cultural integration, and
economic interdependence in the region? Finally, it is necessary to understand the impact of this
agreement on diplomatic cooperation and power dynamics within ASEAN.

In response to these questions, several hypotheses can be put forward. First, economic
cooperation in the region is largely determined by the ASEAN Tourism Agreement, which compels
member states to engage in political dialogue due to their growing dependence on the tourism
industry. Second, interstate relations become more stable and beneficial by creating conditions for
the development of soft power instruments and the formation of a common ASEAN brand. Third,
long-term integration mechanisms are strengthened through regional activities carried out under the
Tourism Agreement, such as marketing cooperation, visa facilitation, and the "ASEAN as One
Destination" campaign. During crises such as the COVID-19 pandemic, tourism cooperation helps
strengthen the impulse for collective action and improve coordination among ASEAN countries.

Therefore, the objectives of this article are to thoroughly explore the theoretical and empirical
foundations of these hypotheses and to analyze the mechanisms underlying the Tourism
Agreement's impact on interstate relations. The study's uniqueness lies in its analysis of the
Agreement as a diplomatic and institutional instrument, rather than solely as an economic
agreement, which will contribute to a deeper understanding of the role of tourism in shaping regional
integration and strengthening ties among ASEAN member states.

The purpose of this article is to explore the impact of the ASEAN Tourism Agreement (474,
2002) on interstate relations and regional cooperation within the Association of Southeast Asian
Nations. The article aims to analyze how tourism as a tool of "soft power" contributes to
strengthening the political, economic and cultural integration of ASEAN countries, as well as how
it affects the dynamics of diplomatic relations and economic interdependence in the region.

The research methods in this article include several approaches aimed at a comprehensive
analysis of the impact of the ASEAN Agreement on Tourism on interstate relations and regional
cooperation.:

1. Document Analysis: The study is based on a thorough analysis of the text of the ASEAN
Agreement on Tourism (474, 2002) and other official documents related to ASEAN tourism policy
in order to identify the main provisions, objectives and mechanisms for its implementation.

2. Qualitative analysis: The qualitative analysis method is used to study the impact of the
Agreement on the political, economic and cultural aspects of ASEAN member countries' interaction.
This includes an analysis of interviews, reports, publications, and other materials that illustrate the
impact of tourism on interstate relations and integration in the region.

3. Comparative Analysis: A comparison method is used to study how the ASEAN member
countries are affected by the Tourism Agreement compared to other international agreements in the
field of tourism and regional integration.

4. Soft Power Analysis: A conceptual approach is applied to assess the role of tourism as a tool
of soft power in ASEAN interstate relations, including assessing its impact on cultural identity,
diplomatic ties, and regional security.

5. Case method: Concrete examples of successful initiatives and projects implemented under
the Tourism Agreement are considered in order to demonstrate the real impact of this document on
economic and cultural integration, as well as on population mobility.

6. Economic and Political analysis: The method of economic and political analysis is used to
study the impact of the Agreement on the economic interdependence of ASEAN member countries,
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as well as on changes in political dynamics and diplomatic relations within the organization.

These methods allow for a deeper understanding of the role of the Tourism Agreement in
interstate relations, its impact on regional integration and the development of new forms of
cooperation in ASEAN.

Literature Review. In recent decades, issues of regional integration and political cooperation
in Southeast Asia have become increasingly pressing. In particular, ASEAN, as the region’s primary
organization, plays a central role in these processes, with a particular emphasis on developing the
tourism industry as one of the integration mechanisms. Acharya (2014) emphasizes that ASEAN is
characterized by ‘“soft institutionalism”, which entails maintaining a high level of sovereignty
among member states while maintaining platforms for joint cooperation, which forms the basis for
the development of numerous common initiatives, including in tourism.

The ASEAN Tourism Agreement, signed in 2002, as noted by the ASEAN Secretariat (2002),
was an important step toward liberalizing tourism flows and strengthening economic
interdependence among the region's countries. This agreement paved the way for the harmonization
of visa procedures, improved infrastructure, and the creation of joint marketing campaigns,
significantly contributing to the strengthening of ties and trust between member states. Additionally,
the ASEAN Secretariat (2021) notes that tourism has become a critical element of the recovery
strategy within the comprehensive COVID-19 recovery program, confirming its importance in the
region's economic and social life.

Also of interest is the analysis of the economic and cultural aspects of tourism development in
the region presented in Hall (2019). The author emphasizes that tourism development in Asia goes
hand in hand with regional economic development, becoming an important tool for not only
economic but also cultural integration, as evidenced by statistical data on the growth of tourist flows
to ASEAN in recent decades. Meanwhile, a study by Gossling and Peeters (2015) addresses the
global environmental impact of tourism and emphasizes the need for a sustainable approach to
tourism development, which is also of great importance for ASEAN countries seeking to minimize
environmental risks.

Cultural diplomacy, as a tool for enhancing the region’s soft power, is also a key theme in the
works of Caballero-Anthony (2016) and Kurlantzick (2010). Both authors emphasize that tourism
in ASEAN is used not only for economic purposes but also to strengthen political and cultural ties
between member states. This is evidenced by the implementation of initiatives such as cultural
calendars, regional festivals, and other programs aimed at enhancing mutual understanding and
strengthening the region's identity.

Furthermore, Narine (2008) highlights the significance of ASEAN in the context of its 40-year
history, demonstrating how the organization has adapted to changes in global politics and economics
while taking into account the region's internal dynamics. Within this approach, tourism, as part of a
broader integration strategy, has become an important tool for the formation of a unified regional
identity, which is now seen as a significant factor in political stability.

Tosun (2000) and Sharpley (2000) focus on the issues of local community participation in
tourism and the sustainable development of this industry, which is relevant for ASEAN countries,
where tourism is rapidly developing but sometimes faces problems of overexploitation of resources
and insufficient involvement of local residents in decision-making processes. Importantly, similar
issues are also discussed in the context of tourism sustainability in Asia, as confirmed by research
by Rigg (2017), who examines social and environmental changes in rural areas directly related to
rural tourism development.

Thus, although the ASEAN Tourism Agreement is primarily an economic document, it plays
an important role in the broader context of political integration and cultural diplomacy.
Chongkittavorn (2018) notes that the integration of the tourism industry within ASEAN has
contributed to improved political relations and the creation of soft power mechanisms, which are
key to stabilizing regional ties in the face of global challenges.

Main Results of the Research. Examining the organization's integration model and the
foundations of regional institutionalism is key to understanding how the ASEAN Tourism
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Agreement influences interstate relations. The ASEAN integration model, developed after
independence, utilizes the principle of “soft institutionalism”, as opposed to the traditional “deep
institutionalization™ characteristic of the European Union (Acharya, 2014, p. 69). Within this
approach, the organization supports the idea of “decentralized coordination” in politically sensitive
areas and creates adaptable platforms for cooperation, while granting member countries a significant
degree of sovereignty (Caballero-Anthony, 2016, p. 88). This concept is also reflected in the
ASEAN Tourism Agreement, which serves not only as an economic but also as a political
instrument, creating the conditions for more flexible and balanced cooperation among regional
states.

Tourism, as a strategic industry with “low political risk and high economic returns”, has
become a priority for ASEAN. It unites member states and becomes part of key regional documents
such as the Economic Cooperation Framework Agreement (1992), ASEAN Vision 2020 (1997),
and the Bali Agreement II (2003). Thus, the main factors that influenced the adoption of the ASEAN
Tourism Agreement can be divided into three categories: economic motives, political integration,
and cultural diplomacy. Economic motives include the significant growth in tourism revenues
between the 1990s and 2000s, which significantly increased regional interdependence in this
industry (ASEAN Secretariat, 2002, p. 5). Political integration became an important element of
strategic interaction when ASEAN leaders recognized the need to strengthen regional unity in the
face of global system uncertainty (Narine, 2019, p. 414). Cultural diplomacy and soft power gained
significance in the context of creating a unified regional identity and strengthening the ASEAN
brand in the context of a globalizing Asian region (Kurlantzick, 2010, p. 107).

Along with the liberalization of tourism flows, the ASEAN Tourism Agreement incorporates
elements of political discourse and integration, exerting a multifaceted influence on interstate
relations in the region. One notable effect is the stabilizing political impact, which is due to the
expansion of economic interdependence between countries. Key provisions of the agreement
include the harmonization of border controls, the simplification of visa requirements, the
coordination of conditions for tourism investment, and the creation of the “ASEAN as a single
destination” brand. These measures have contributed to an increase in domestic tourism, with the
number of trips within the region increasing from 42 million to 105 million between 2002 and 2019
(ASEAN Secretariat, 2020, p. 14). Even amid political tensions, such as border and maritime clashes
between Thailand and Cambodia, Singapore and Indonesia, and Malaysia and the Philippines,
cooperation mechanisms have been maintained, which some scholars call the “ASEAN
interdependence spillover effect” (Rigg, 2017, p. 92).

Developing regional identity and enhancing soft power have become some of the most
powerful tools ASEAN uses in its interstate relations. Tourism, which promotes cultural integration,
is an important element in the organization’s soft power strategy. Regional festival programs,
cultural calendars, educational exchanges, and branding initiatives (Feel the Warmth of ASEAN,
Visit ASEAN Year) have significantly strengthened the positive political climate and contributed
to the creation of a favorable environment for cooperation. This, in turn, strengthens trust between
countries in the region, and the cycle of “cultural integration, political trust, and economic
cooperation” has become the foundation of ASEAN’s soft power strategy (Chongkittavorn, 2018,
p. 63). This mechanism utilizes social capital to address problems arising from “weak
institutionalization” in the region.

The ASEAN Tourism Agreement also serves as a tool for improving regional governance and
diplomatic cooperation. It has facilitated more coordinated decision-making among member
countries, engaging governments in in-depth discussions on issues related to border crossings,
tourism safety standards, crisis management, and the exchange of statistical information. This
cooperation was particularly evident in response to the challenges of the COVID-19 pandemic,
when ASEAN jointly developed recovery plans through the “ASEAN Tourism Crisis
Communications Team” and the “Pandemic Recovery Framework” (ASEAN Secretariat, 2021, p.
3). This cooperation has strengthened the institutional foundations of regional diplomacy.

A significant outcome of the ASEAN Tourism Agreement has been a significant increase in
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human mobility within the region. Visa facilitation and harmonization of border procedures have
facilitated a significant increase in inter-country travel, reducing the number of member countries
requiring visas from ten to two since 2002 (UNESCAP, 2019, p. 27). Such mobility not only
stimulates interactions between students, researchers, and the business community, but also fosters
ties between diasporas, enhances cultural fusion, and creates international business networks. This,
in turn, leads to the strengthening of so-called “social diplomacy”, where tourism serves as a channel
for developing intercultural communication and deepening cooperation.

However, it should be noted that despite these achievements, the ASEAN Tourism Agreement
has also led to increased “asymmetric interdependence” within ASEAN. Countries with more
developed tourism infrastructure, such as Thailand, Malaysia, Singapore, and Indonesia, have
gained greater influence in regional decision-making than less developed countries in the region,
which nevertheless also benefit from joint tourism initiatives (Hall, 2019, p. 112).

Overall, the ASEAN Tourism Agreement has produced significant diplomatic results in three
key areas: integrative, stabilizing, and normative. First, it improves coordination within the region,
allowing countries to more easily align their actions across various areas. Second, it creates a
stabilizing effect, ensuring open avenues for cooperation even in times of political tension. Third,
the Agreement establishes common rules of conduct, shaping ASEAN as a normative space where
tourism plays a vital role as an institution, fostering not only economic integration but also political
and cultural harmony among the organization’s member states.

Conclusions. The study shows that the ASEAN Tourism Agreement has a significant impact
on interstate relations in the region not only in the economic realm but also in the political, social,
institutional, and normative domains. The ATA has emerged as one of the key tools for integration
within the ASEAN region, according to a thorough analysis of the research questions and
hypotheses put forward at the beginning of the article.

The analysis’s findings demonstrate that tourist collaboration is completely consistent with
ASEAN’s “soft institutionalism” model, and that the industry’s “low political risk — high economic
return” characteristics offer it more stable and long-term cooperation chances than other sectors.

In addition to increasing economic interconnectedness, the ATA framework's harmonization of
border-crossing processes, collaborative marketing, creation of a regional brand, and simplification
of visa regimes have also produced new forums for interstate political discourse.

The results of the study show that the ATA has significantly strengthened regional mutual
reliance. Between 2002 and 2019, intraregional tourism flows more than doubled, creating long-
lasting economic connections between states. In turn, these connections have made it possible for
cooperation to continue even in the face of recurring maritime and border conflicts - a phenomenon
known as “ASEAN interdependence spillover”.

The article’s conclusion regarding the ATA’s role in the development of soft power is also
significant. Initiatives like “ASEAN as One Destination”, regional celebrations, cultural diplomacy,
and the development of “ASEAN Identity” have heightened the organization's inclinations toward
social cohesion and collective identity. In the institutionally deficient ASEAN model, these elements
have served as crucial strategies for boosting social capital.

In terms of institutional results, the ATA has improved regional governance procedures and set
the stage for standards harmonization and the development of a coordinating culture. Cooperation
in recovery planning, information sharing, and tourism safety improved ASEAN countries' ability
to take collective action, particularly during the COVID-19 pandemic.

Suggestions and Prospects for Further Research:

- Intraregional travel and human mobility could be further enhanced by the establishment of a
regional visa under the ATA framework (a model similar to  Schengen).
- ASEAN's ability to act collectively in times of crisis might be improved by fully harmonizing its
tourism safety regulations.

- Programs for cultural diplomacy ought to be increased in order to fortify the "ASEAN
Identity."

- Deeper empirical models (panel data, difference-in-differences analysis) should be used to
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examine how tourism cooperation affects political stability.
Separate research should be done on the indirect effects of the ATA on ASEAN's ties with its external
partner states, including China, Japan, Australia, and the EU.
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Abstract. The article examines the directions of the ISIS media strategy. It is shown that, unlike
other terrorist groups, ISIS has formed media organizations responsible for the preparation and
dissemination of thoughtful propaganda content, including turning social networks from a simple
tool into a multifunctional weapon and becoming a skilled, literate Internet user.

The military intervention of the US-led coalition forces in Iraq, the overthrow of the Saddam
regime, and the subsequent “Arab Spring” revolutions in the Middle East weakened and collapsed
State structures in a number of countries in the region, including Iraq and Syria. During the
turbulent changes that occurred during these processes, radical Islamist forces, in particular the
“Islamic State of Iraq and the Levant” (ISIL), joined the struggle to replace the corrupt former
regimes that had lost the support of the population and seize power. ISIS used the resulting social
injustice, economic inequality, and political pressures to spread its ideology and achieve its main
goals.

There was the multilingual ISIS media center Al-Hayat, responsible for propaganda content,
the Al-Furqan and Al-Itisam film studios, which produce Islamic songs (Nasheeds) Al-Ajnad, as well
as the Al-Bayan radio station, which broadcasts propaganda programs on the territory of the
caliphate.

ISIS has professionally used Facebook, Twitter, mobile apps, and chat rooms, published reports
on its activities on various platforms, and broadcast ideological messages, propaganda videos, and
instructions. It has broadcast high-quality propaganda films on various video platforms in order to
attract young people from different countries of the world, and has organized forums by creating
closed discussion platforms among individuals inclined to radical ideology. A group of hackers
under the brand of ISIS also formed on the Internet, which acted as a special unit of the so-called
Cyber Caliphate organization.

The dissemination of professionally edited videos, high-quality photographs and symbolic
messages by ISIS using digital technology allowed it to form the visual power of the “caliphate”
and gather thousands of supporters.

Keywords: ISIS, Al-Hayat Media Center, Al-Furqan media Agency, Al-Bayan Radio, Cyber
Khalifat

Anomauin. Y cmammi pozensioaromscs Hanpamxu mediacmpameeii [[{IJ1. Ilokazano, wo, Ha
8IOMIHY 6i0 Hwux mepopucmuynux epyn, L[IJI chopmysana mediaopeanizayii, 8i0nosioanvhi 3a
ni0comosKy ma NOWUPEHHA  NPOOYMAHO20  NPONASAHOUCHICHLKO20 — KOHMEHM),  30KpeMd
nepemeopeHHs COYiaNbHUX MePediC 3 NPOCMO20 ITHCMpyMenmy Ha 6a2amo@yHKYioHanbHy 30poto ma
nepemeopenHs Ha K8AaniQiKo8ano2o, 2pamomuo2o kopucmysada Inmepnemsy.

Biticoxose empyuanns cun xoaniyii na uyoni 3 CIIA 6 Ipax, nosanenns pesxcumy Caodama
Caodama ma noodanvuii pesontoyii «Apabevroi eechuy na bausbkomy Cxo00i nocrabunu ma
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PO3BATIUNU OEPAHCABHT CIMPYKMYPU 8 Hu3yi Kpain peciony, exmoyarouu Ipax ma Cupir. I1io uac
OYPXIUBUX 3MIH, WO BI00YBANUCS NIO YAC YUX NPOYECis, PAOUKANbHI ICIAMICMCHKI CUNU, 30KpemMda
«lcnamcoxa Oeporcasa Ipaxy ma Jlesaumyy (IAIJI), npueounanucs 0o 6opomvbu 3a 3aMiHy
KOPYMNOBAHUX KOTUWIHIX PEXHCUMIB, AKI 6mpamuiu niOmpumMKy HACEleHHs, ma 3aXONNeHHs 61aA0U.
LI suxopucmana ompumarny COYiaibHy HECNpABeOaUsiCmb, eKOHOMIUHY HepieHicmb ma
ROATMUYHUL MUCK OJ151 ROWUPEHHSL CBOET 10€e011021i Ma O0CACHEHHS! C80IX 20N08HUX Yiell.

Icuysae  bacamomosnunt  mediayenmp LIVl «Anv-Xasmy»,  gionogioanvHuii  3a
NPONa2aHoOUCmcoKull. KOHmMeHm, KiHocmyoii «Ano-@ypkany ma «Anv-Imicamy», wo eunyckaromo
icnamcoki nichi (Hawuou) «Anv-Aoxcnady, a maxooic padiocmanyis «Anv-basny, saxa mpauciroe
npona2aHoUCmMcvKi npocpamu Ha mepumopii xanighamy.

LT npodgpeciiino euxopucmosysana Facebook, Twitter, mobineni oooamku ma wamu,
nyonikysana 36imu npo ceow OisIbHICMb HA PIZHUX NAAMOOPMAx, MpAaHCIo8dld I0eoN02iuHi
MeceOci, nponazaHoucmcovki ideo ma incmpykyii. Bowma mpancaosana  8UCOKOAKICHI
nponazaHouCmcuKi Ginbmu Ha pisHux gideonaamgopmax, woob 3aryuumu Mono0b 3 pi3HUX Kpain
ceimy, ma opeauizosyeana hopymu, cmeopruu 3aKpumi OUCKYCIUHI MAatlOaHYuKu cepeo ocio,
CXUTbHUX 00 paoduxanvHoi ideonocii. B Inmepuemi makodc cgopmysanacs epyna xakepie nio
openoom LJ[IJ1, sika disna ax cneyianvHutl niopo3oin max 3e6anoi opeanizayii « Kibepxanigpam»y.

Howupennss I/l npogecitino smoumosanux 6ideo, BUCOKOSKICHUX pomoepaghiti ma
CUMBONIIYHUX NOGIOOMIEHb 3d O00NOMO20K YUPPOBUX MEXHOLO2IL 003601uUN0 il chopmysamu
BI3YANIbHY CUTY «Xanighamyy ma 3i0pamu mucsaui NPUXUIbHUKIS.

Knrouoei cnosa: I/[IVl, Mediayenmp «Anv-Xaamy, Mediaacenmcemeo «Ano-@yprany, Padio
«Anv-Basny, Kibepxanicham

Introduction. One of the most important components of ISIS’ activities has been its skillfully
developed media strategy, including a wide presence on social media. The rapid spread of
information about ISIS around the world and the group’s sudden fame resulted not only from the
conquest of vast territories in Iraq and Syria, but also from a well-planned multilingual media
campaign, including social media. The campaign included the release of videos, photographs,
memorable magazines and Islamic songs (nasheeds), as well as active Twitter activity. ISIS’s social
media activity has transformed the small, violent jihadist group that emerged after the U.S. invasion
of Iraq in 2003 into a symbol of an organization leading a global “jihad” against “infidels”. Thanks
to their extensive social media activities, ISIS and its leader Abu Bakr al-Baghdadi have become
the new face of international terrorism in the 21st century.

ISIS was not the first terrorist organization to use the Internet and other technological tools in
its activities. Thus, since the 90s of the last century, Al-Qaeda and other active terrorist groups have
been using the Internet. However, the use of the Internet and various mobile applications has never
been a key tool in the media strategy of these terrorist organizations. However, unlike other terrorist
groups, ISIS used social media, which is an open communication channel accessible to everyone,
and its media strategy was fundamentally different from other terrorist organizations in both quality
and productivity. Therefore, studying the ISIS media network and propaganda methods through this
network is of theoretical and practical importance.

The formation of the religious-ideological foundations of ISIS’s activities is examined in a
historical context, and the pillar elements of the ideology that turned its inhuman crimes and
barbarities into the norm of life are analyzed.

It is shown that the ideology of ISIS was formed mainly on the concepts of Salafi jihadism,
takfirism and caliphate. It is emphasized that the ideological foundations of ISIS are based on Salafi
jihadism, which is the most radical form of Salafism. In this context, it is shown that one of the main
principles of Salafism is considered to be tawhid (monotheism), bid’ah (rejection of innovations)
and loyalty to the caliphate.

It is noted that ISIS ideologists interpret the concept of tawhid with a harsh approach towards
other sects and trends. They further radicalize the ideas of the ideologists of radical religious
thought, presenting the concept of jihad as not only a defensive, but also an offensive activity. ISIS
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limits jihad to violence and acts of terrorism, and considers peace and diplomacy to be “weakness”.
It is emphasized that the ideology of ISIS, which is one of the main elements of its ideology, allows
it to declare individuals and any community “infidels” and to legitimize the use of violence against
them from a religious point of view. ISIS claims that it is the duty of true Muslims to declare
everyone, including Muslim state leaders, various sects, and even moderate Muslims, as infidels
and to declare them infidels. ISIS quotes the Quran and hadiths in order to justify its claims and
violent actions from a religious point of view, and manipulates religious texts by removing them
from their historical and social context. At the same time, they do not accept the views of traditional
Islamic scholars and sectarian diversity.

The research mainly uses methods of comparative analysis and source analysis, as well as
political analysis. During the analysis, reports of international organizations and scientific articles
are used as the main sources of information; in addition, information obtained from reports of
various governmental and non-governmental organizations is analyzed in a comparative manner.

The main purpose of the study is to study the media strategy of ISIS.

Main Results of the Research. First, significant attention has been paid to social media as a
tool for mass mobilization and building a global audience. Research shows that ISIS has effectively
utilized platforms such as Twitter, Facebook, and YouTube to rapidly disseminate information and
engage supporters. In particular, the viral nature of content and the organization's ability to act faster
than traditional media are emphasized (4jbaili, 2014). Empirical evidence confirms the scale of
digital support and the complex network structure of content distribution, which facilitates the
radicalization of users (Berger and Morgan, 2015, Klausen, 2015).

Second, a number of authors examine propaganda as an element of ISIS’s strategic and
institutional activities. These studies emphasize that information activities were integrated into the
process of quasi-state building and served as a mechanism for legitimizing power, attracting
resources, and attracting foreign fighters (Barrett, 2014, Farwell, 2014). Additionally, the
synchronization of military action and digital communications has been noted, allowing for the
demonstration of successes in real time (Vitale and Keagle, 2014).

The third area of research concerns the analysis of ideological content and narrative strategies.
Researchers demonstrate that media products such as the magazines Dabiq and Rumiyah form a
coherent system of meanings based on religious, apocalyptic, and heroic narratives (Ingram, 2016;
Welch, 2018). These texts function as strategic communication tools aimed at constructing
legitimacy and identity.

A separate body of work is devoted to the technological and cyber aspects of ISIS’s activities.
This examines cyberattacks, the use of secure communication channels, and the transformation of
cyberspace into an arena of asymmetrical confrontation (Bat Blue, 2015; Sengupta, 2017). In
parallel, the professionalization of media production and the activities of specialized media centers
are analyzed (Kingsley, 2014, Winter, 2015; Zelin, 20135).

Finally, researchers note the adaptation of marketing and cultural strategies, including the use
of pop culture elements and "digital seduction" mechanisms to attract young people (Hoffman,
2016). The multi-layered nature of propaganda, including both centralized and decentralized forms
of user-generated content, is also emphasized (Khawaja and Khan, 2016).

Despite the significant contributions of these studies, several limitations remain in the
literature. Most studies either focus on specific aspects (e.g., social media, ideology, or cyberthreats)
or are descriptive. As a result, a comprehensive discourse analysis that simultaneously considers the
linguistic, pragmatic, and social functions of ISIS digital content remains underdeveloped.

Thus, a research gap exists in the absence of an integrative approach to studying ISIS’s digital
discourse as a multifunctional system combining elements of propaganda, identity, ideology, and
strategic communication. This article aims to fill this gap by analyzing discursive strategies and
their functions within a unified theoretical model.

ISIS’s main media outlets. Several media outlets were responsible for the production and
distribution of ISIS propaganda content. Al-Furqan and Al-Itisam produced films in Arabic, the Al-
Hayat media center produced materials in English, German, French and Russian aimed at Western
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audiences, and Al-Ajnad produced Islamic songs (Nasheeds). The multilingual structure of the Al-
Hayat Media Center provided a wide range of media materials to attract potential foreign recruits.
One of his products, in particular, was a series of short propaganda videos in HD known as
“Mujatwits”, which showed various aspects of daily life in the “caliphate”, from the battles in Iraq
and Syria to Western fighters expressing their joy at joining ISIS. The Al-Hayat Media Center also
provided English subtitles for videos released by other ISIS agencies such as Al-Itisam and Al-
Furqan. ISIS also had an al-Bayan radio station, which broadcast propaganda programs on the
territory of the “caliphate” (Hoffman, 2016). Al Bayan radio station broadcast daily news from
Mosul and propaganda materials in modern Arabic for those who did not have access to mobile
phones or the Internet. These programs were also uploaded to YouTube and streamed via Twitter to
expand audience reach. Each program began with Islamic songs (Nasheeds) in Arabic praising ISIS.
(Khawaja and Khan, 2016, p. 115).

The Al-Hayat Media Center also published an online magazine called The Islamic State Report
(ISR). The magazine published articles about the benefits of living in the “caliphate”, as well as
about ISIS activities and programs. The magazine often contained photographs and interviews with
militants and residents describing how they enjoyed the prosperity of the “caliphate™. ISIS also
published a six-page PDF newspaper called Islamic State News (ISN), which contained images and
brief propaganda commentary in English about various events of the day. (Barrett, 2014; Khawaja
and Khan, 2016, p. 115).

To recruit new ISIS supporters, he also published the electronic magazine Dabiq from 2014 to
2016, which was an expanded version of the online magazine Islamic State: Reports and contained
more detailed texts in English. It resembled the popular English-language magazine Inspire,
published by Al-Qaeda in the Arabian Peninsula and known for its basic instructions for terrorists.
Dabiq included lengthy comments on Islamic texts to give religious legitimacy to the actions of
ISIS, and encouraged any attempts to join the “caliphate”. In 2016-2017, ISIS replaced Dabiq with
the English-language magazine Rumiya, which was published in English and aimed at an English-
speaking audience. (Welch, 2018).

In addition to the central media structures mentioned above, in each of the provinces (wilayats)
ISIS had its own local media departments, which were engaged in the production and distribution
of video and photo reports on current events in the province. According to a study published by
Aaron Y. In August 2015, the A’mak news agency, Al-Bayan Radio, Al-Hayat Media Center, Al-
Furqan Media Center and the Sharia Committee represented only 22% (or 27 out of 123) of the
information disseminated. At the same time, the remaining 78% of official publications came from
provincial media. This suggests that in 2015, ISIS had a more decentralized media system than two
years earlier. The decentralized structure of the main central media agencies, combined with local
media offices, ensured a large volume and frequency of ISIS publications. This structure allowed
ISIS to create the appearance of continuous activity on a global scale and demonstrate to its
supporters that its forces are steadily moving towards creating a “caliphate” and waging war against
its enemies (Zelin, 2015, p. 88).

ISIS and social media. The main innovation in the ISIS media strategy compared to previous
terrorist organizations has been the widespread use of social media for propaganda. Indeed, social
media platforms such as Facebook, Twitter, mobile apps, chat rooms, social networking sites, etc.
have provided ISIS with a wide range of platforms to attract new recruits. ISIS has used social media
as an important tool to promote its brand. By publishing videos and photographs depicting the
execution of victims, the organization sought, on the one hand, to present itself as brave, and on the
other, to impress the audience. On social media, ISIS was presented as the only moral force fighting
against the immorality and brutality of the West, and posters depicting Western brutality were posted
to this end. The ISIS media strategy positioned itself as a true follower of the faith, a supporter of
social justice and an avenger of the suffering of others.

The benefits of social media for ISIS became apparent on July 4, 2014, when photos of Abu
Bakr al-Baghdadi, who publicly declared his status as “caliph” for the first time, appeared on Twitter
even before the full video of his speech was uploaded to YouTube. As a result, most major
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international news agencies continued to report on the creation of the so-called “caliphate”. In his
speech, Abu Bakr al-Baghdadi called on Muslims around the world to join ISIS. In particular, he
called on highly qualified Muslims - doctors, judges, engineers, computer specialists and hackers -
to go to Iraq and Syria or join jihad from their countries. Facebook Instyle spread this message
online through a free, unregulated group of people with popular accounts on Twitter, Tumblr,
Instagram, Facebook, and other social media platforms. ISIS controlled an army of bloggers,
analysts, and other writers who monitored global social media. Most of them operated anonymously
and were based far beyond Iraq and Syria, in the Persian Gulf and North Africa. These bloggers
posted tweets with links to videos, which are usually very effective, and then shared them on social
media (Barrett, 2014; Terror Goes Cyber:.., 2015)

ISIS used social media to spread its materials as quickly and widely as possible. For example,
in April 2014, ISIS launched a special Android application in Arabic called Dawn of Good News,
also known as Fajr al-Bashar or Shubh, to create and send out mass tweets (Kingsley, 2014).
Between April and June 2014, an estimated 5,000 to 10,000 people downloaded the app to track the
progress of ISIS and receive the latest news about its activities. On the day of the capture of Mosul
by ISIS, about 40,000 messages were sent through the app (Khawaja and Khan, 2016, p. 115).

In addition, ISIS militants conducted hashtag campaigns on Twitter. Hundreds, if not
thousands, of ISIS fighters tweeted certain hashtags at certain times of the day, making them appear
on the @ActiveHashtags account, which posts the most popular hashtags on Twitter in Arabic on a
daily basis. These campaigns allowed ISIS militants to distort the results of a popular account and
attract an additional audience (4jbaili, 2014).

In addition to Twitter and Facebook, ISIS militants have also taken over Ask.FM and
Instagram. Ask.FM was aimed at teenagers and served as an online recruitment platform. Anyone
who wanted to join ISIS could ask their questions anonymously through this platform. The group
posted photos on the social network Instagram. On this platform, foreign fighters shared personal
stories or details of their daily lives. Among the many photos of weapons or the aftermath of the
fighting were photos of jihadists enjoying food and adapting to life on the front lines (Vitale and
Keagle, 2014).

ISIS has also used various online communication apps such as Skype, Signal, WhatsApp, and
SnapChat. These applications were typically used for more confidential forms of communication.
Another opportunity for ISIS was the FireChat messenger, which allowed them to communicate
without an internet connection.

ISIS hacker group. There was also a group of hackers operating on the Internet under the
brand of ISIS, which was a special unit of the so-called “Cyber Caliphate”. The Cyber Caliphate
organization included the hacker division of the Islamic State, the AnonGhost electronic jihad
terrorist group, and others. The aim of these groups was to hijack, damage, or hack major media,
government, commercial, and educational websites, as well as steal and temporarily control social
media accounts and spread their messages. Damaged or hacked websites were usually accompanied
by images of ISIS fighters with black flags and the phrase “hacked by the Islamic State”. In
particular, after the terrorist attacks in Paris in January 2015, 19,000 French websites were subjected
to cyber attacks.

Overall, ISIS has demonstrated a significant increase in its cyber capabilities, as evidenced by
its increasingly diverse and successful online strategy. In particular, on April 9, 2015, a cyber-
Caliphate carried out a cyberattack on the popular French news channel TV5Monde, as a result of
which 11 TV5Monde channels were unavailable for several hours. The company’s social media
accounts were hacked, the website did not work, and employees could not access their emails.
Hackers gained control of social media accounts and posted messages in support of ISIS and
documents purporting to reveal the identities of French soldiers fighting against ISIS. A message on
the hacked TV5Monde Facebook page read: “French soldiers, stay away from the Islamic State!
You have a chance to save your families, take this chance. The cyber Caliphate continues its cyber
jihad against the enemies of the Islamic State” (Terror Goes Cyber, 2015). The ISIS cyberattack on
TV5Monde has become unprecedented in the history of television.
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In April 2016, several ISIS hacker groups joined together under the name United Cyber
Caliphate (OKH). The United Cyber Caliphate includes the Cyber Caliphate Army, the Ghost
Caliphate Section, the Sons of the Caliphate Weapons, and Kalashnikov E-Security.

Within six months of its formation, the United Cyber Caliphate conducted cyber operations,
recruited new followers, and provided them with security advice on how to avoid detection and
carry out terrorist operations.

In early February 2017, ISIS-linked hackers attacked several websites of the UK National
Health Service. Hackers known as the “Tunisian Fallagi Team” attacked six websites three weeks
earlier, replacing them with graphic images of the war in Syria. They claimed that the attacks were
a response to Western interference in the affairs of the Middle East. The hacked websites displayed
the message “Stop killing people in Syria”, followed by hashtags such as #Op Russia and
#save aleppo. It was reported that the Tunisian terrorist group, along with the Global Islamic
Caliphate and the DZ Command System, conducted coordinated operations in support of ISIS. It
was also reported that in January 2017, these groups carried out a cyberattack on the Barts Health
Trust, a large hospital trust that manages four hospitals in East London. The trust was forced to
disconnect from the system after a cyberattack compromised the confidential files of thousands of
patients (Sengupta, 2017).

Conclusions. Thus, unlike other terrorist groups, ISIS has proven its ability to skillfully use
the Internet, turning social networks from a simple tool into a multifunctional weapon. The ISIS
media strategy is, first of all, more consistent and modern. The range of ISIS media strategy ranges
from news production to writing educational materials, resulting in high-quality propaganda. The
main leitmotif of this propaganda was to create a “gap between the past and the present situation of
Muslims”, emphasizing that this gap underlies “the anger and insults that have fueled political
violence in the Middle East”. ISIS has made full use of the concept of “electronic jihad” to achieve
its goal and has been able to develop well-structured and comprehensive information operations that
have become a key feature of its militancy.

The comprehensive and large-scale use of ISIS’s cyberspace capabilities came as a surprise to
the international community. Thus, the international community was not prepared for the fact that a
terrorist organization would spread its militancy using the capabilities of the global network and
thus wage war on social networks. This meant that the fight against ISIS, in addition to military
responses, also required a special social media strategy, and international counterterrorism measures
had to adapt to new threats from social media.

ISIS has made excellent use of modern information technology to carry out its propaganda on
a global scale and has been able to reach millions of people through social media and digital
propaganda. To achieve its goals, ISIS published reports on its activities on Twitter and Telegram
platforms, broadcast ideological messages, propaganda videos, and instructions. ISIS has released
high-quality propaganda films on YouTube and other video platforms to attract young people from
around the world, and has created closed discussion platforms and organized forums among those
inclined to radical ideology.

ISIS’s use of digital technology to broadcast professionally edited videos, high-quality
photographs, and symbolic messages has allowed it to project the visual might of the “caliphate”
and attract thousands of followers. ISIS makes extensive use of emotional manipulation to spread
its ideology and recruit supporters through social media and digital propaganda, using images of
suffering victims to incite feelings of hatred and revenge among potential recruits.
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TATTOOS OF POLITICIANS AND PUBLIC FIGURES IN IMAGE CREATION: A
VISUAL-ANALYTICAL ASPECT OF PSYCHOLOGICAL PORTRAIT. PART 1.

TATYIOBAHHA IIOJITHUKIB I IIYBJIIYHHUX OCIb Y ®OPMYBAHHI IMIJKY:
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Abstract. The purpose of this article is to construct a conceptual framework for applying key
theories on the origins of tattoos as a component of nonverbal communication to politicians. This
section serves as the first and introductory part of the article. It will present key theories on the
origin and application of tattoos, along with selected demonstrative cases of public figures. The
second part of this article will be devoted to the study of tattoos on specific Ukrainian and American
politicians.

A number of research areas relevant to tattoos as a subject of independent study have emerged
in the scientific literature. Among these, the author considers it necessary to highlight the
(bio)evolutionary  (cultural-anthropological), psychoanalytic  (clinical-psychological —and
psychiatric), and cultural-sociological (art history) approaches. Each of these approaches offers its
own explanatory framework for the origins of tattoos, the motivations for their use/application, and
the psychological and sociocultural functions of tattooing both in the lives of individuals and in
different social groups. Public figures, including politicians, more often than members of other
social groups use tattoos to consciously manage impressions. This does not exclude the possibility
of a politician having various tattoos applied at an earlier stage. However, inclusion in the public
sphere and the acquisition of recognizable status predisposes one to edit one's personal image and
alter the symbolic components of the body.

Politicians' constant contact with the media prioritizes the performative function of tattoos,
as working with political advertising, propaganda, and PR technologies involves constructing not
so much realistic images as simulacra that influence the perceptions of a particular target audience.
This is because politics for the media is an art form primarily concerned with constructing
appearances.

Key words: tattoos, visual analytics, image, image formation, (bio)evolutionary (cultural-
anthropological) understanding of tattoos, psychoanalytic understanding of tattoos, cultural-
sociological (art history) understanding of tattoos.

Anomauia. Memoio cmammi € no6yo0o8a KOHYEnmyaibHOi cxemu 3aCmocy8aHHs KI0OUO0BUX
2pyn meopiu NOXOOJCEeHHs Mamylo8anb 5K KOMNOHEHMA He8epOanibHOi KoMYHIKayii w000
noaimukis. L{a wvacmuna cmammi gucmynae nepuioro ma 6cmyntor. Y uiti 6yoymo npedcmasieHi
KII0408i meopii NOX0ONCEHHS, MA HAHECEeHH. MAMYI08AHb 3 OKPEMUMU YMOBHO-0EMOHCMPAYIIHUMU
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Kelicamu 2pomadcbkux ocobucmocmetl. /lpyvea uacmuna yici cmammi 0yoe npucesiuena
00CNIONCEHHIO MAMYI08AHb KOHKPEMHUX YKPAITHCOKUX MA AMEPUKAHCHKUX NOTTMUKIS.

YV naykositi nimepamypi cghopmyeanacs Hu3Ka HanpsaAmis, peleaHmHux mamyr8aHHAM 5K
npeomemy camocmitino2o oocniodxcenns. Ceped maxkux HAnpsamie asmop CMammi 86aXdCa€ 3d
nompibne euodinumu (0io)esonoyioHicmcovke (KYIbmMypHO-AHMPONOLO02iuHe), NCUXOAHANIMUYHE
(KniHIKO-nCuxonociune ma ncuxiampuume) ma KyibmypaibHO-COYIONO02IUHe (MUCMEYMBO3HABYE).
Kooicen i3 nanpsamkie npononye ceor NOACHIOBANILHY CXeM) NOXOOHCEeHHSA Mamy8aHb, MOMueayii
ix 3acmocysanHs/HaHeceHHs, NCUXIYHI Ma COYIOKYIbMYPHI (DYHKYII mamylo8anHs K Y JAHCUmMmi
ocobucmocmi, max i pi3HUX COYIANbHUX ePYN.

Ipomaocvki ocobucmocmi, 6KAOUQIOYU NOAIMUKIE, yacmiue 3a NPeOCMA8HUKIE THUUX
COYIANbHUX CNLTbHOCMEl THUUX BUKOPUCTOBYIOMb MAMYIOBAHHS OJIsl YC8IOOMIEH020 YNPABIIHHSI
spascennusamu. OcmaHHE He BUKNIOYAE OOCMABUHU NPUCYMHOCMI HA MINL NONIMUKA PI3HO20
mamyo8anHs, 3a60aH020 8 panHil nepiod. Tum He MeHW, BKIOYEeHICMb 8 NYONIYHULl Npocmip i
HaOymms cmamycy 6ni3Ha8aHo20 CXUIAE 00 pedaKmypu o0CcoOUCMICHO20 00pazy ma 3MiHU
CUMBONTYHUX CKIAO0BUX MINd.

Hocmitinuu xonmakm nonimuxie 31 3MI cmaeums sk npiopumemny nepgopmamueHy
@yHKYII0 Mamy8ants, OCKiIbKYU poOOmMa 3 MexHoN02IAMU NONIMUYHOT pekaamu, nponazanou, PR
nepeodoayae KOHCMPYIOBAHH He MAK peaniCmuyHux oopasie, AK CUMYIAKPIS, SAKI npayoms Ha
cnpuinamms miei yu iHwoi yinbosoi ayoumopii. Lle 3 mum, wo nonimuxa 3MI € cghepy mucmeymaa,
WO 3aUMAEMbCA, NEPEBANHCHO, KOHCMPYIOBAHHAM BUOUMOCTHEU.

Kntouoei cnosa: mamyloeanus, 6i3yanvbHaA aHANIMUKA, IMIOJC, ¢hopmyeaHHs imiodicy,
(6io)esontoyionicmcoke (Ky1bmypHO-AHMPONONIO2IUHE) PO3YMIHHA MAMYI08AHb, NCUXOAHATIMUYHE
PO3YMIHHS MAMY08AHb, KYIbMYPAIbHO-COYION02IUHe (MUCMEYMBO3HABGYE) PO3YMIHHI MAMYI08AHD.

Introduction. The study of tattooing as a subject of scientific research requires an initial
exploration of cultural history. The primary meanings of tattoos are linked to social hierarchies and
the construction of inequality within tribal communities. Tattoos can signal the wearer's status niche,
express their identity, warn of possible behavioral patterns, manage impressions, and express
personal history.

In all of these aspects, tattoos perform an important signifying function, providing preemptive
information at a subconscious level. At the same time, the use of tattoos for aesthetic purposes (when
a tattoo becomes a kind of decorative canvas) does not preclude all of the aforementioned influences
of'tattoo symbolic compositions, both consciously and subconsciously. For any public figure, tattoos
are a crucial component of nonverbal communication, complementing all other elements of visual
existence: body and facial features, gestures, facial expressions and pantomime, clothing styles,
accessories and jewelry, visual symbols of personal space, and so on.

The purpose of this article is to construct a conceptual framework for applying key groups
of theories on the origins of tattoos as a component of nonverbal communication to politicians. This
section is the first and introductory part of the article. It will present key theories on the origin and
application of tattoos, along with selected case studies of public figures. The second section will
examine the tattoos of specific Ukrainian and American politicians.

Literature review. A number of areas relevant to tattoos as a subject of independent research
have emerged in the scientific literature. Among these approaches, the author of the article considers
it necessary to highlight the (bio)evolutionary (cultural-anthropological), psychoanalytic (clinical-
psychological and psychiatric), and cultural-sociological (art-historical) approaches. Each approach
offers its own explanatory framework for the origins of tattoos, the motivations for their
use/application, and the psychological and sociocultural functions of tattooing both in the lives of
individuals and different social groups.

Among the authors representing the first approach are Yu. Amurova, R. Artyukhina, R.
Carmen, and S. Wohlrab (4myposa, 2019, pp. 10-16, Carmen at all, 2012, pp. 134-143; Wohlrab,
Fink, Kappeler, Brewer, 2009, pp. 202-206). The authors' primary explanations for tattoos center on
utilitarian and pragmatic rationales, explaining the biological and economic benefits of tattooing.
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The researchers' consensus is that tattooing allowed for, firstly, intimidation and other psychological
effects, and thus, more effective resistance to members of other tribal groups in the face of a brutal
struggle for survival.

Secondly, it provided a comprehensive phenotype for viewing, thereby advantageously
emphasizing the symbolic differences between one group and another, which created and continues
to create the necessary cultural advantages in the exploration of space.

Thirdly, tattoos, according to evolutionary logic, provided tattooed males with evolutionary
demographic advantages due to their intuitively ascribed higher masculinity.

Among the authors representing this second approach are M. Atkinson, A. Armstrong de
Almeida, G. Grumet, W. Karacaoglan, and D. Maxwell (Atkinson, 2003, Armstrong de Almeida,
2005, Grumet, 1983, pp. 482—492; Karacaoglan, 2012, pp. 5-28; Maxwell, 2017).

The main explanations for the essence of tattoos among the authors presented are their use as
a tool for processing unverbalized traumatic experiences and archetypal projections. In both cases,
tattoos allow for the expression of personal and group affects that are intolerable or difficult to bear
due to the painful component, high torturality, and/or abusiveness.

Among the authors representing the third direction are S. Alter-Muri, G. Forbes, L. Kirstein
and K. Kjelskau, K. Doss and A. Ebesu Hubbard (A/ter-Muri, 2020, pp. 139-146, Forbes, 2001,
pp. 774-786; Kierstein, Kjelskau, 2015, pp. 37-40; Doss, Ebesu Hubbard, 2009, pp. 62—74).

The main explanations for the essence of tattoos among the authors presented are their
presentational and aesthetic functions and background visual fascination. This is both about
constructing a positive image and various forms of impression management.

Main results of the study. (Bio)evolutionary (cultural-anthropological) approach. In the
first approach, researchers focus on the question of what pragmatic components of tattooing
provided its wearers with biological, and later, socio-hierarchical advantages. Thus, Ya. Amourova,
summarizing a number of research studies, within the evolutionary paradigm, notes a connection
between tattooing and primitive (imitative) magic, a kind of self-programming hard recording
associated primarily with hunting and self-defense (Amyposa, 2019, pp. 10-12).

By incorporating the image of a particular animal into their bodies, primitive hunters hoped
to acquire the characteristics of that animal (plant, bird) and/or use it as a means of defense.
According to this magical "logic," a hunter who tattooed the image of a tiger on his body "acquired"
tiger-like qualities, namely ferocity, unbridled courage, terrifying strength, and so on.

Hllustrative case 1. A politician has the following tattoo on his right arm. a tiger grasping a
doe by the throat, writhing in agony. The tattoo may serve an imitative-magical function due to its
display to others. This is because the tattoo itself, on a latent, unconscious level, informs recipients
of their likeness to a predator (rather than a prey), which may correspond to liberal-evolutionist
identities and philosophies such as "woe to the weak and vanquished" and "the vanquished are the
cause of their own misfortune.” The individual who has inflicted such a tattoo has created a
permanent inscription, which, through the work of the imagination (i.e., magically), is intended to
maintain the zoomorphic identity of the tiger in the tattooed subject's psyche. At the same time, the
politician communicates his ideological identity in a way that makes his message clear.

A similar utilitarian logic in understanding the essence of tattooing is also shared by English-
language authors representing the evolutionary school. Thus, R. Carmen, A. Guittar, and H. Dillon,
within the framework of their evolutionary view of tattoos, put forward two hypotheses regarding
their origins (Carmen at all, 2012, pp. 134-143). The first hypothesis, which the authors call the
"human canvas hypothesis," describes tattoos in their marking role in relation to the individual or
community. In this understanding, a tattoo is a complementary phenotypic representation of identity.
At the same time, the symbols presented in tattoos emphasize, first of all, the differences of an
individual or community from other individuals and communities, but not their similarities.

The second hypothesis, which the authors dubbed the "raising the stakes hypothesis," suggests
a connection between tattoos and perceived levels of resilience, endurance, and resistance to foreign
substances, including viruses and infections. This hypothesis relies heavily on common sense
notions that individuals who can afford tattoos enjoy significant health, i.e., biological and genetic
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advantages for reproduction.

In primitive conditions, tattooing itself was a risky act, as it was performed without any
precautions for the body. At the same time, in primitive societies, genetic and biological superiority
coincide with social dominance, since a tattooed individual is inherently capable (given good health)
of coping with threatening environmental factors (both animal and human). Wohlrab et al. (2009,
pp. 202-206) were able to empirically confirm the evolutionary hypotheses described above in their
study of intuitive health assessments of exhibited subjects. Respondents of both sexes were asked
to rate the health of tattooed men and tattooed women. Women generally rated tattooed men as
healthier than non-tattooed men. Conversely, male respondents rated tattooed women as less healthy
than female respondents rated men as less healthy.

N. Artyukhina, in her study of youth tattoos, partially adheres to evolutionary logic, viewing
tattoos as a symbolic tool for emancipation and the ability of young people to challenge society.
Such defiant behavior, a marker of psychopathicity (sociopathicity), is explained, in no small part,
by the young person's general excitability and aggression, their ability to assert themselves at the
expense of others, not so much by adapting to the environment as by breaking habitual adaptations
and creating new ones. These characteristics relate not so much to the psyche as to the body and
organism, and are more biological and organismic than sociocultural (Apmroxina, 2016, pp. 17-22).

Hllustrative case 2. An Instagram blogger has several complex tattoos on the front of his torso.
On the neck are fragments of barbed wire or wire-like thorns. In the center of the chest are two
Dobermans, one breaking free from its chain, while the other remains frozen in a motionless pose.
On the lower torso, on the right, is a writhing snake, while on the left, an angelic creature with
wings and a spear. On the front of the shoulder muscles, a mirror is visible on the right (diagonally
from the Doberman breaking free from its chain), and on the left (diagonally from the Doberman
frozen in a motionless pose), a scale.

The tattoo simultaneously demonstrates both convention and rebellion against it. The upper
part of the tattoo composition reflects the experience of pain and suffering as a censorship structure.
Considering the cross symbol located on the left temple, there is reason to assume that this is a
painful and suffering (even tortural) experience of Christianization. The central psychopathic
conflict is presented as a confrontation between two Dobermans: the psychopathic torturality itself
is determined by the high intensity of the affect of anger/hatred/rage/pain and the need to maintain
external equanimity and coldness.

Hypothetically, the Christianizer(s) employed bullying tactics (moral and/or physical), which
corresponds to narcissistically demonstrated aggression and unhinged emotionality (the Doberman
on the right, under the mirror), combined with rational-volitional inhibitions and a show of
equanimity. At the level of empirical consciousness, close to the unconscious (in the composition,
this corresponds to tattoos located closer to the two internal oblique muscles), this corresponds to
the basic psychopathic conflict between angelic "holiness" and demonic infernality, i.e., the dual
manifestations of the angel within and the demon without.

In closed pre-industrial societies, the connection between the individual and the community
is rigid, as community discourages social mobility (both horizontal and vertical). This circumstance
is reflected in the creation of mechanisms for attaching the individual to the group and the creation
of conditions where the loss of group membership and affiliation becomes tantamount to the
biological death of the individual. It is in this context that social ties can be equated with biological
ones, and the origin of tattoos can be supplemented by yet another evolutionary explanation.

The purpose of tattoos, as follows from this explanation, is linked to the ascriptive status of
closed societies. The latter, as is well known, are intended to socially immobilize the individual and
anchor them to a social group during their lifetime. Ascriptive statuses typically derive from
biological characteristics, such as race, gender, age, region of origin, family kinship, and so on.
Evolutionary essentialism helps explain certain subcultural tattooing practices, such as criminal
tattoos. In penitentiary settings, regardless of the type of society, ascriptive status is reproduced due
to the very harshness of these institutions.

Criminal society is built, at its lowest ebb, on biological hierarchies, and subcultural (criminal)
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tattoos record evolutionary advantages or involutionary defects, marked by certain signs (symbols).
As T. Uplisashvili notes, in prisons in Ukraine, Russia, Georgia, and Moldova, real power lies with
informal groups that create a semblance of a caste order. Moreover, the prison administration itself
is swayed by the latter, profiting from the shadow penitentiary economy that exists within such
informal caste hierarchies (The Shadow Code, 2025).

Tattoos document evolutionary and biological differences between the top caste of thieves-in-
law, the overseers, and the "posledentsi," who represent the former, the muzhiks, the goats, and the
downtrodden (lowered), reflected in both individual symbols and symbolic compositions. Thus,
thieves-in-law may tattoo themselves with eight-pointed stars or military epaulets, as well as various
symbols of monarchical power. Tattoos in the criminal world ascribe not only an individual's place
in the informal biological hierarchy but also their "suit," that is, the characteristics of the criminal
group, which are fixed, like innate (biological) traits, on certain sectors of the body (thieves, rapists,
murderers, robbers, etc.).

Hllustrative Case 3. A thief-in-law has a complex tattoo on the front of his torso. On his
shoulders are distinctive epaulettes with ligature, and beneath them, in the upper pectoral area
(right and left), are eight-pointed stars. Under the right epaulette are two St. George's crosses, and
in the center of his torso is an image of the Madonna and Child. The tattoo signifies the evolutionary
and biological advantages of its bearer as a traditionalist monarchist in opposition to the Soviet
system. A thief-in-law and anti-Soviet figure must represent a more powerful biological and organic
formation than the average thief-in-law who does not oppose the system.

Psychoanalytic (clinical-psychological, psychodiagnostic) approaches link tattoos to
unconscious contents and/or various types of character organization, both within the conditionally
normal (neurotic) and pathological (borderline or psychotic) continuums. A common thread running
through all these explanations of tattoos is the connection between tattoo symbols and ways of
processing intolerable emotions.

In their studies of psychodynamic psychiatry, Grumet and Karakoglan document the
correlation between tattoos and masochistic affective complexes (anger/hatred under control). In
this conceptual framework, the masochistic type of character organization visualizes the acting out
of anger and hatred that are repressed. Thus, with the help of a tattoo, a person illustrates not only
their ability to survive the pain of sadistic abuse (primarily from parents, but also from other
significant parental figures), but also to cope with it (Grumet, 1983, pp. 482—492; Karacaoglan,
2012, pp. 5-28).

Atkinson, Anderson, Almeida, and Maxwell also come to similar conclusions. All of the
authors listed examined the connection between tattoos and masochism, abusive dissociation
(primarily in victims of sexual violence), as well as grief, separation, and depression. The authors
believe that a common factor in explaining the reasons for tattooing is the achievement of a state of
control over a particular affect through experiencing laboratory pain during tattooing (Atkinson,
2003, Armstrong de Almeida, 2005; Maxwell, 2017).

This achieves a partial catharsis, which, while not a substitute for verbal insights, is
nonetheless a better alternative to total alexithymia. The tattoo thus serves as a tool for visually
symbolic verbalization of affect, thereby providing a semblance of therapeutic (self-)help. Maxwell
points to the potential for tattoos to be used as symbols of transformation and healing in his article.
This applies, in particular, to tattoos in the form of Buddhist mandalas, which, according to the
author, induce an altered (meditative) state of consciousness in which post-traumatic
transformations become possible.

Further conceptualization of tattoos within the framework of Carl Jung's analytical
psychology allows them to be interpreted as visually symbolic projections of archetypes.
Understanding archetypes as structures of group (societal) apperception that structure individual
perception, the author of this article has reason to believe that archetypes can be visualized as
symbols or symbolic compositions, with tattoos themselves becoming their unconscious symbolic
projections.

Hllustrative Case 4. Case 4 features a complex tattoo of a thief in law and an anti-Soviet
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activist. The centerpiece of the tattoo composition is the image of the Blessed Virgin Mary holding
a baby. In a Jungian sense, this symbol represents the archetypal projection of the Great Mother,
under whose protection (both in one's own imagination and through induced fantasies) the tattoo
wearer "is." The archetypal motif of "mother and child" itself is simultaneously hypnotic and
somnambulistic, i.e., describes both the altered state of consciousness of the owner and his
unconscious intention to introduce others into such a state, i.e. to induce the work of their
imagination in the direction of his infantile identity and dependence on women.

Hllustrative Case 5. Justin Trudeau's left shoulder features a composite tattoo depicting a
combination of Hyde the Raven and the planet Earth within his torso. The image itself'is a projection
of the Trickster archetype, which represents the identity of the Creator of the world and the cunning
rogue. The archetypal motif is that cunning/flexibility rules the world, and those who identify with
the Trickster image exhibit similar qualities. The manifestation of wisdom as cunning can border on
creative qualities, but the semantics of this image extend beyond creativity. The Trickster image
itself is also a shapeshifter, since when Hyde is turned 180 degrees, he transforms into a shaman
disguised as a raven. The politician apparently ascribes similar qualities of a shaman (influencing
a group of people to induce them into altered states of consciousness) to himself.

Sociocultural (cultural and sociological) and art studies.

In cultural and sociological understandings, tattoos become tools for presenting identity and
self-decoration. To capture group affiliation, tattoos must fulfill certain functions within group
memory, as indicated by numerous researchers (Alter-Muri, 2020, pp. 139—146; Forbes, 2001,
pp. 774-786; Kierstein, Kjelskau, 2015, pp. 37—40; Doss, Ebesu Hubbard, 2009, pp. 62-74). If a
tattoo is part of group memory, then it naturally becomes a kind of "memory knot"—a symbol and/or
symbolic composition that reminds the individual of their membership in a particular subculture
(counterculture) or social community.

However, it's worth noting that individuals are more likely to inflict such commemorative
knots on their own bodies when they experience incomplete internalization of their identity.
Incomplete internalization of identity reflects a state of life in which certain meanings remain
incompletely understood or accepted, and therefore more conditional and dubious than real. The
very act of symbolically emphasizing group affiliation through tattoos reflects the transitory nature
of identity and/or the search for value-based references that could become personal meanings.

The memorial function of tattoos in relation to significant others (for example, idols or
deceased relatives), as well as memorable events and/or memorable places, is also linked to the
presentation of identity. This connection stems from the identitarian nature of memory, the very
purpose of which, in the individual or societal psyche, is to imprint factuality. What has become
factual usually acquires a fatal cultural or social heaviness. Facts are usually pressing events or
actions whose consequences are characterized by irreversibility. Tattoos capture this irreversibility
and become its visual-symbolic narrative and performative.

Hllustrative case 6. The tattoo's owner (an American politician) has a portrait of J.F. Kennedy
framed by laurel branches inked on his right shoulder. Above Kennedy's head is a rising sun and a
dove with an olive branch in its beak. In this case, the tattoo's owner not only presents his left-
liberal ideological identity but also a narrative of personal peace and commitment to Judeo-
Christian values regarding the permanence of the post-flood world.

The combination of the image of Kennedy the peacemaker (known for his resolution of the
Cuban Missile Crisis) with the Old Testament symbol of a dove with an olive branch in its beak is
no coincidence. According to the Old Testament, the first world was destroyed by God in a global
flood. This was an image of God's first judgment. According to the Book of Revelation, the Second
World is destined for God's judgment in the form of burning by fire. The "analogue" of such a
"judgment" (no longer in the sacred, but in the secular sense) could have been a nuclear
catastrophe, which was averted thanks to the common sense of politicians. Therefore, the Old
Testament allusion in the tattoo is no coincidence.

K. Doss and E. Hubbard (Doss, Ebesu Hubbard, 2009, p. 70) conducted their own empirical
study and a secondary analysis of empirical research by other authors, which revealed a number of
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interesting patterns in tattooing within the framework of I. Goffman's impression management
theory.

The first pattern concerns the public display of tattoos as an important impression
management tool. Politicians, for example, may get tattoos based on how others perceive them, that
is, by reading their mirror self and the reactions of others to it. Thus, tattoos can become part of a
useful image necessary for attunement to a group environment. For example, a politician from a
left-wing party might tattoo a gear (cogwheel) on the back of his hand in an attempt to build a
favorable image among members of the industrial elite. The second pattern is that the use of tattoos
as impression management tools will depend on the value (or devaluation) of the social identity.
The higher the value of the corresponding social identity, the higher the likelihood that tattoos will
be used as impression management tools, i.e., consciously.

This also follows the converse: the lower the value of the corresponding social identity, the
lower the likelihood that tattoos will be used as impression management tools. If the value of the
social identity is insignificant, then tattooing usually occurs as an impulsive, unconscious
expression. The individual is little concerned with the meanings conveyed by their tattoo or the
unconscious mental reactions it evokes in their cultural and social environment.

Doss and Hubbard support this conclusion by stating that "tattoos are widely considered to be
communicative to some extent and that many people actually use their tattoos to convey messages
to others" (Doss, Ebesu Hubbard, 2009, p. 70). There can be little doubt about this, as
communication between people is inevitable (indeed, it occurs in any case), regardless of whether
it is verbal or nonverbal. In both cases, tattoos are communicative (regardless of respondents'
opinions on this matter).

Even if tattoos are not intended for public display and visible exposure to the external
environment (for example, they are hidden under clothing), these messages are nevertheless
conveyed to another part of the social environment — the internal microenvironment (parents,
spouses, friends and acquaintances, etc.), not to mention the fact that the individual conveys the
tattoo's symbolic narratives to themselves, thereby engaging in a kind of NLP.

This suggests some modification of the authors' conclusion that "from an impression
management perspective, for people who do not consider their visible tattoos to have
communicative value, this may simply be an example of poor impression management." Here, it's
probably worth discussing not so much that such people may be examples of poor impression
management, but rather that they are unconsciously predisposed to different reference groups whose
impressions they hope to manage. Overall, the authors correctly conclude that "tattoos can be
communicative regardless of whether the person with the tattoo perceives them as such. Individuals
less aware of the communicative value of tattoos may unintentionally send messages about
themselves to others" (Doss, Ebesu Hubbard, 2009, p. 70).

Conclusions. In a society of caste and class inequality, tattooing serves important stratification
functions, distinguishing between the dominant and the dominated. Moreover, tattooing is often
carried out under coercive circumstances. Caste- or class-based societies entrench property rights
over people and treat some people as objects. This dehumanization corresponds to the right of
dominants to brand members of subordinate groups, marking them with signs of their personal
ownership, use, and control.

Tattooing in this context expresses a certain fatally coercive identity, with the inability of the
wearer to shed their material status. In caste and class-based societies, tattoos are applied to the
bodies of slaves, as well as to livestock, utensils, and other objects. In such cases, they represent a
kind of personal brand for the owner.

An analog of this tattooing practice in modern society is the practice of forced tattooing of
members of the lower criminal castes in prisons. The semantic context of their application reflects
the group contempt of the strong for the weak and the stigmatization of the latter as the humiliated
and defeated, with the forced inscription of the history of their humiliation/enslavement on their
bodies.

With the emergence of a society of social mobility and class structure, the functions of
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tattooing increasingly shift toward self-expression, the presentation of identity, and aesthetic
individualization. All of these functions, however, are based on a predisposition to the continuous
reproduction of traumatic experiences in the present. This experience, from the often unconscious
perspective of the tattooing subject, is not simply not to be forgotten. It must be continually retained
in the field of perception due to the supreme value of the elusiveness of a particular image or
symbolic composition.

That which is continuously focused on usually has the highest value. Such objects are
associated with both cultic reverence and an unbearable fear of loss. But both are determined not so
much by the tattoo itself as by its content and the area of the body where it is applied. Nevertheless,
whatever the symbolic meaning of the tattoo or the area of the body where it is applied, the tattoo
itself reflects the central status of a "weak spot" in a particular mental function or group of functions.

This becomes all the more logical and justified because the weakest mental functions (as well
as the associated bodily, social, and cultural functions) are usually the object of the greatest care and
"guardianship”" on the part of the registers of consciousness and/or censorship. Common sense
dictates that existing strength does not require constant efforts to confirm it. Nor does this strength
require any additional efforts or arrangements to confirm its significance.

Silent calm usually accompanies the image of real strength. Weaknesses, on the other hand,
exhibit a peculiar garishness and behave defiantly. The attempt of any provocative weakness to
focus and/or capture attention, to become a situational attractor, is usually beyond question.
Anything dubious and weak behaves provocatively; anything stable and certain, durable and long-
lasting, behaves rather routinely and monotonously, even, to a significant degree, monotonously and
boringly. This logical chain can, with a significant degree of correspondence, be extrapolated to
tattoos.

The more vivid, rich, varied, and multi-compositional the tattoos, the greater the glaring
discrepancy between the image and reality, the higher the level of expression of the probable need
to complement the mental apparatus, bodily functions, and, not least (and perhaps even primarily),
cultural and social identities.

Both individual tattoo images and their symbolic compositions are blatant signifiers of weak
and/or minority mental and/or bodily functions. Such functions require a continuous attentional tone
and constant reproduction in the perceptual field of both the one who applies them and those who
perceive them.

In terms of self-perception, of the three self-images, tattoos express (as is already becoming
clear) not so much the real self as the mirror and/or ideal self. However, for the first (real) self, any
tattoo symbolic image becomes a reinforcing, psycho-shaping visual performative, since the latter's
reflection in both the conscious and unconscious minds of the recipients (at least sometimes)
initiates questions about the meaning of the tattoos. Such questions are usually followed by
storytelling, the importance of which for the psyche is difficult to overestimate.

Storytelling about the meanings of tattoo symbols and symbolic compositions becomes
therapeutic narratives for the storytellers themselves, allowing them to build upon existing
identities, fulfill a claim or demand for a particular social status or role, both imagine themselves
and manage the impressions and/or fantasies of others, and, in an unconscious symbolic-dramatic
format, express the personal stories behind particular tattoos.

Public figures, including politicians, more often than representatives of other social groups
use tattoos to consciously manage impressions. This does not exclude the presence of various tattoos
on a politician's body, applied at an earlier time. Nevertheless, inclusion in public space and the
acquisition of recognizable status predisposes one to edit one's personal image and alter the
symbolic components of the body.

Politicians' constant contact with the media prioritizes the performative function of tattoos, as
working with political advertising, propaganda, and PR technologies involves constructing not so
much realistic images as simulacra that influence the perceptions of a particular target audience.
This is because politics for the media is an art form primarily concerned with constructing
appearances.
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The goal of any public figure is to "subvert shadow in favor of light," to imbue their image
with features that best manage the positive impressions they create. In their self-construction,
politicians also allow themselves to delve into the depths and depths of the worst crimes against
humanity. However, both the strategy of emphasizing the positive and the negative is usually chosen
consciously. And tattoos play a significant role in such presentations. Political will to power allows
and presupposes a wide variety of tattooed representations of identity. Their presentation to
newsmakers creates another piece of news about the politician, alongside the public speeches of
himself and/or his speechwriter.
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Abstract. The European Union's Anti-Coercion Instrument (ACI) is an effective trade weapon

that the bloc approved in 2023 but has not yet used. Some have likened this instrument to a
"bazooka" and it is designed as a deterrent to any country that uses trade measures to pressure one

of the 27 member states of the EU. This instrument specifically allows for restricting imports from
a country, limiting their access to certain tenders and public markets, or prohibiting certain

investments. The possibility of using this new economic weapon was raised in the dispute between
Lithuania and China, as the Baltic country accused Beijing of banning its exports in protest against

the establishment of Taiwanese diplomatic representation in Vilnius. This was before Donald Trump

returned to power in the United States, making tariffs his preferred tool during his second term. The
possibility of resorting to this tool was also raised during 2025 in response to customs duties
announced by the US President, but the 27 countries did not activate it, while some European
representatives and analysts warned that the deterrence capacity remains weak if this tool is never

used. Trump's threats to raise tariffs on eight European countries if they do not facilitate a "full”
sale of Greenland to the United States sparked strong reactions within the EU and revived debate
about activating the tool. This research reveals the use of the ACI as a preventive diplomatic tool
with hard power and not soft power with the aim of limiting the expansionist role of the USA under
the administration of President Trump since his return to the White House at the beginning of 2025,
and his use of economic pressure by increasing customs duties as well as threatening to acquire
Greenland from Denmark along with pressuring Nato member countries (European countries and
Canada) to increase their defense spending to no less than 5% of their gross domestic product.

Keywords: anti-coercion instrument, common commercial policy, common foreign and
security policy, sanctions, restrictive measures, economic coercion.

Anomauia. Incmpymenm 6OGopomvdu 3 npumycom €Eeponeticokoco Corwsy (ACI) — ye
epexmusna mopzogenvra 30pos, Ky onox cxeaiug y 2023 poyi, are we He suxopucmas. e
iHcmpymenm, siKuti 0exmo nopientoe iz "6asykoro”, pospobnenuti ax akmop cmpumysanHs 6y0b-
AKOI KpaiHu, wjo 8UKOPUCMOBYE MOP20BEIbHI 3aX00U OJisl MUCKY Ha 00HY 3 27 depacas-unenie €C.
Leti incmpymenm cneyianbHo 0036015€ 00MeNHCY8amu iMNoOpm 3 Kpainu, oomedxcysamu io2o 00Cmyn
00 neeHux menoepie ma NyONUHUX DPUHKIE ADO 3a00POHAMU NEBHY [HEeCMUYIUHY OiSLIbHICIDb.
Mooicnugicms uxkopucmarnts yiei H080i eKOHOMIUHOT 30poi Oya, 30Kpema, nopyuieHa 6 cynepeyyi
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mione Jlumeorw ma Kumaem, ockinoku danmiticeka kpaina 3eunysamuna Ilexin y 3a60poHi c6020
eKCnopmy Ha 3HAK Npomecmy Hpomu CMEOpPeHHs OUNIOMAMU4YH020 npeocmasnuymea Tausamnio y
Binvnioci. I[le 6yno 0o moeo, sik Jlonanvo Tpamn nosepryescs 0o enaou ¢ CILLA, 3pobuswu mapugu
C60IM npiopumemHum THCMPYMEHMOM Ni0 4ac 8020 Opy2020 mepminy. Moocaugicms 3anyuenHs
Ybo2o incmpymeHmy maxooic 6yna nopyuena npomszom 2025 poky y 8i0nogiob Ha Muma, 02010ueHi
npezudenmom CILIIA, ane 27 kpain He akmugyganu 11020, mooi 5K 0esKi €8PONelcbKi NPeOCmAagHUKU
Ma aHATIMUKU NONepeod’canl, o CMpUuMy8aibHa 30AMHICMb 3AIUUAEMbCA CADKO0I0, AKWO yell
iHcmpymenm Hixonu He 0yode suxopucmano. [loeposu Tpamna niosuwumu mapugu 011 6ocvmu
€6pONELCLKUX KPAiH, AKWO 80HU He cnpusmumyms "nognomy" npooasicy I pennanoii Cnonyyenum
HImamam, suxauxaiu o6ypxauey peaxyiro ¢ €C ma 8iopoounu debamu wjo0o akmusayii yboeo
incmpymenmy. Ile Oocnioxcenna poskpusac  euxopucmanna ACI Ak npesenmusHozo
OUNJIOMAMUYHO20 THCIMPYMEHNY 3 HCOPCMKOIO, d He M'SAKOI0 CUNLOI0, CNPAMOBAHO20 HA OOMeHCeHH s
excnancionicmecokoi poni CLIA 3a aominicmpayii npe3udenma Tpamna 3 momenmy 1020
nogeprenus 00 binoco oomy na nouamxy 2025 poky, a makoxic UKOPUCMAHHSA HUM €KOHOMIYHO20
MUCKY WIAXOM NIOBUWEHHS MUMHUX 300pie nopsao i3 nozpozamu wooo npuodanus I pennanoii y
Janii ma muckom Ha kpainu-unenu HATO (esponeticvki kpainu i Kanady) 3 memoro 30inbueHHs
c60ix sumpam Ha 060poHy 00 He meHwue 5% BBII.

Knrwuoei cnoea: incmpymenm 60pomvbu 3 npumycom, CnilbHa MOp208elbHA NONIMuKa,
CNIibHA 3068HIUHA MA Oe3NeK08a NONIMUKA, CAHKYIL, 0OMeNHCY8AIbHI 3aX00U, eKOHOMIYHUL NPUM)C.

Introduction. The Anti-Coercion Instrument (Regulation 2023/2675) is the main EU legal
instrument aiming at tackling economic coercion undertaken against the European Union and/or its
Member States. Under Regulation 2023/2675, "economic coercion exists where a third country
applies or threatens to apply a third-country measure affecting trade or investment in order to prevent
or obtain the cessation, modification or adoption of a particular act by the Union or a Member State,
thereby interfering in the legitimate sovereign choices of the Union or a Member State" (Regulation
(EU) 2023/2675, 2023).

This is not solely a mere theory. Indeed, the EU has been increasingly facing and has been
targeted by all kinds of economic coercion due to the hostile environment of the weaponization of
international trade, the misuse of (trade) interdependence and the weakened international
cooperation. For instance, the EU was challenged by secondary US sanctions in 2018, followed by
2021 when some of its Member States, including Lithuania, were subject to a Chinese trade
embargo. All these third-country measures and steps, to some extent, strive to affect the Union
and/or its Member States to enforce the EU policy-makers to change the certain actions or policies
which were considered legitimate choices for the policy-makers (Corlin, & Tadeo, 2026).

The purpose of this article. Referring to the above-mentioned, it is worth exploring the Anti-
Coercion Instrument (ACI), in particular, to disclose the legislative history of this new EU legal
instrument and its development. Besides, the article touches upon the mechanism of forming the
Union's agenda by the so-called geopolitical Commission, being influenced by the recent geo-
economic rivalries that had occurred in the preceding few years. It also explains the mutual
interaction between the Union's institutions, especially while referring to several Council
Presidencies and Member States and their seeking to secure the position of the executive in the
determination of economic coercion. The article also draws attention to a number of political and
foreign policy statements, made by some EU institutions and Member States. Including such
statements lies in the significant political nature of the ACI, as a minimal understanding of the
geopolitical context is truly necessary to thoroughly understand the coming of this new Regulation.

Main results of the study. There can be singled out two main reasons why an overview and
analysis of the legislative history of the ACI are of true significance. The first one is associated with
the geopolitical Commission that played a pivotal role in the elaboration of this Union legislative
act. The geopolitical Commission, headed by a former defense minister Ursula von der Leyen,
works with the reasonable assumption that nowadays the EU is operating in a more hostile
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environment. In this context, the geopolitical banner under which the current Commission is
functioning should be treated as a response to the profoundly transformed international relations
which are facing a growing need to better align economic and foreign policy. In practice, it assumes
that the EU, namely the Commission, is presently establishing further links between the EU's
Common Commercial Policy (CCP) and the Common Foreign and Security Policy (CFSP).
Therefore, the Commission has turned a considerably dominant policy-making authority, even in
the areas which are explicitly related to the CFSP. The significance of the creation of such links is
determined by the fact that traditionally the Commission’s role in CFSP matters has been limited
(Szép, 2024).

The second reason, making this legislative history remarkable, lies in the present EU’s
capability to more confidently develop externally oriented policy instruments evading the CFSP
legal framework, by means of using non-CFSP Treaty provisions, including Article 207(2) TFEU.
Under the provisions of Article 24(1) TEU, the CFSP remains subject to "specific rules and
procedures" as well as the unanimity is required. The fact that the ACI has a different legal basis
from the CFSP is highly substantial, as the Union’s reactions under the ACI are similar if not
identical to restrictive CFSP measures / sanctions. In other words, the EU is presently able to
develop sanctions-like tools outside of the CFSP legal framework, as the latter’s rules and
procedures are becoming increasingly obsolete for handling the contemporary challenges of
international relations (Szép, 2024).

The present article is divided into three main parts. The first part accentuates the sufficient
preparations undertaken by the geopolitical Commission for drafting a proposal on the ACI. The
second part will characterize the Council and its rotating Presidency, and illustrate some Member
States’ reactions to the Commission’s proposal. The importance of the Council’s role in the
legislative process is explained by the fact that it has introduced considerable changes associated
with its role in the ACI. The amendment intended to ensure and secure that the Member States could
assess international economic developments. The third part of the article will highlight certain
amendments, adopted in relation to the ACI (Questions and answers...).

The ACI Establishment. The mentioned instrument is not automatic, and its implementation
requires time. For many, the power behind the ACI manifests in the form of deterrence. Once the
"trade bazooka" is applied, it becomes clear that the EU is determined and willing to enter a fight
with the single market as leverage. Once the issue of coercion is brought up, the European
Commission has 4 months to evaluate the case and the actions of the non-member state, after which
EU Member States must decide by qualified majority whether the instrument should be activated or
not. If that happens, a negotiation phase with the third country in question is set up. Should the
negotiations fail, the EU can implement a diverse range of countermeasures, in addition to tariffs.

The ACI encompasses services, investments and access to government procurement as well
as may allow for exclusion of foreign companies from EU tenders or a partial suspension of the
protection of intellectual property rights. This implies that any response in terms of the ACI must
be "proportionate and not exceed the level of injury to the European Union" (Regulation (EU)
2023/2675, 2023).

The economic coercion has been undoubtedly triggered by escalating geopolitical tensions,
weakened international cooperation as well as increasing weaponization of trade and investment.
The coercion, emanating from various countries, threatens to cripple the ability of the EU and its
Member States to perform legitimate action in areas of their own sovereignty. Consequently, in 2021
the European Parliament and some Member States aired their concerns on the issue and addressed
the Commission to work out the mechanism to deter and combat the economic coercion (Corlin, &
Tadeo, 2026).

The relationship between the ACI and preventive diplomacy. The EU’s ACI, which came
into force on December 27, 2023 and uses the threat of countermeasures to thwart economic
blackmail, has become a key tool for preventive diplomacy.
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The ACI and preventive diplomacy relationship may be illustrated by the below-listed major
points:

 Deterrence as Prevention: The ACI’s principal purpose is to deter coercion to ensure that no
countermeasures need to be applied. The EU seeks to prevent conflicts from escalating via
establishing a weighty "trade bazooka" including potential tariffs and investment restrictions.

e Structured De-escalation: Prior to any retaliation measures, the ACI mandates a formal
process of dialogue and interaction, enabling the EU to identify coercion and attempt to find an
amicable solution by means of diplomatic consultations at first.

e Preserving Sovereignty: Under the ACI, preventive diplomacy aims at mitigating risks to the
legitimate sovereign choices of the EU and its Member States, acting as a shield against foreign
interference in domestic policy decisions.

 Alignment with Global Peace: The ACI targets preserving peace and preventing conflicts,
as stated in the EU's broader external action policies.

o Multilateral Coordination: The ACI sets up a framework for the EU's coordination with
international partners (e.g. the G7) to tackle economic coercion globally by boosting and fortifying
collective preventive diplomacy efforts.

e Last Resort Principle: Countermeasures are considered the ultimate step to be used only if
direct negotiations and diplomatic means have been worn out.

These points specify the EU's ACI functions as a tool for preventive diplomacy and
administering international economic relations (Regulation (EU) 2023/2675, 2023).

An example of economic coercion. There are various coercive practices. For example, "an
EU trading partner may try to shape future legislative initiatives of the EU or dissuade the EU from
putting in place a measure altogether by, for example, introducing (or threatening to introduce) extra,
discriminatory import duties, intentional delays or refusing (or threatening to refuse) authorization
needed to do business. They might also impose discriminatory selective border or safety checks on
goods from a given EU Member State or organize state-sponsored boycotts against goods or
investors from that country" (Questions and answers...).

EU response measures available under the ACI. The scope of perspective measures should
be diverse in order to allow choosing and working out an effective and efficient response to any
specific case of economic coercion, the EU economy bearing minimal or no impact at all. These
measures aim at ceasing of the coercion.

The ACI enables to impose import and export restrictions on goods and services, intellectual
property rights and direct foreign investments, in addition to various restrictions on access to the
EU market, notably to government procurement, as well as to place products on the market meeting
chemical and sanitary rules.

The Commission's Communication to the both European Parliament and the Council on the
Commission's proposal for an Anti-Coercion Instrument of December 2021 recalls further
possibilities within the Commission's existing powers, especially those related to funding, where
restrictions might be also imposed, if required.

Vitally, the EU's response measures are available solely as a last resort, being subject to a
number of conditions - that they can be deployed promptly, if the need occurs. The measures also
must be proportionate to the harm they counter along with being targeted and temporary (i.e. are
merely applied as long as the breach prevails).

The regulation's adoption, publication and entry into force complete the ordinary legislative
procedure.

The first review of the regulation is due by December 2028, or three years after the first
implementing act on determination, if it takes place earlier. Subsequent reviews will take place every
five years thereafter (Schdffer, 2024, Trade: political agreement...).

The EU is actively seeking to reduce reliance on US-based communication platforms like
Microsoft Teams and Zoom by promoting European-hosted, open-source alternatives. Driven by
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Digital Markets Act (DMA) regulations aiming to curb "gatekeeper" power, the EU is pushing for
digital sovereignty, fostering tools like OpenTalk, Digital Samba, and Nextcloud Talk.

In this context, France will replace the American platforms Microsoft Teams and Zoom with
its own domestically developed video conferencing platform, which will be used in all government
departments by 2027.

This move is a pivotal part of France's strategy to seize using foreign software vendors,
especially those from the United States, and regain control over critical digital infrastructure. This
steps out at a crucial moment as France, like Europe, is reaching a turning point regarding digital
sovereignty.

"The aim is to end the use of non-European solutions and guarantee the security and
confidentiality of public electronic communications by relying on a powerful and sovereign tool,"
said David Amiel, minister for the civil service and state reform (Davies, 2026).

It is also worth mentioning that during Munich Conference 2026 discussions took place
regarding the possibility of reconsidering major military purchases from the USA due to rising
political tensions, trade disputes, and concerns over long-term reliability of U.S. supply chains.

The consequences for the EU. There are a number of second-round effects. The first one
derives from the fact that the ACI has never been applied and used in practice. Member States have
widely discussed it, yet they are not aware of the possible consequences on political and
geoeconomic terms.

For this very reason countries from Germany to Italy have repeatedly warned against
introducing the ACI too quickly or without a good legal case behind it. Berlin and Rome became
two of the member states most in favor of reaching an agreement with the US last year.

Last year, even as the US threatened to impose punitive tariffs on the bloc, the EU feared that
implementing such strong measures against the US could backfire and damage the transatlantic ties.
The EU still hopes to keep Washington engaged in the continent's security through NATO and
discussions around Ukraine's peace settlement.

Besides the US, the EU also considered launching the ACI after China at the end of 2025
started weaponizing the export licensing of rare earth and critical minerals — crucial for Europe's
tech and defense industries. Ultimately, the EU opted for dialogue (EU anti-coercion instrument).

Likely EU Use Against Greenland-Linked Tariffs. The ACI has been described as a "trade
bazooka" by the European policymakers and media in the context of tariff threats related to
Greenland. Current EU deliberations show a preference for diplomacy initially. At the same time,
EU institutions have openly signalized that ACI deployment remains an option if tariffs proceed.

A plausible sequence would follow, if tariffs were imposed in the range of 10% to 25% and
explicitly conditioned on Greenland.

The Commission would first determine the coercion through documenting the tariff measures
as economic pressure intended to force Denmark, and subsequently the EU, to agree to a territorial
transaction. After that The Council would affirm the existence of coercion.

Second, a negotiation window. The EU would issue a formal request to withdraw the tariffs.
This step could be linked to broader transatlantic trade discussions, while the Commission quietly
prepares a retaliation package under the ACI.

Third, response package design. While maintaining EU unity, measures would likely be
selected to maximize political and economic salience in the United States. Elevated tariffs on
emblematic exports such as automobiles, agricultural products, aerospace goods, and spirit could be
included. This could also include procurement and services restrictions affecting US technology,
defense, and infrastructure suppliers competing for EU projects. Also, Selective financial and capital
markets constraints could be applied to firms operating in strategic sectors such as defense
technology, data, and critical infrastructure.

Fourth, escalation and linkage. The EU could expand measures against digital platforms and
services or apply stricter FDI and IP restrictions on strategic technologies, If the United States
escalated further. The EU could revive or combine other instruments, including traditional
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retaliatory tariffs, previously prepared retaliation packages, and enforcement under the Foreign
Subsidies and International Procurement regimes, In parallel. The outcome would be a layered
response designed to amplify pressure on US businesses (Keen, 2026, The EU's preventive
diplomacy...).

The EU's "trade bazooka'. The so-called "trade bazooka", officially known as the ACI, is a
law that permits the EU to respond to economic extorsion from non-EU countries. It threatens very
serious implications if they attempt to impose their will on the EU or its members. Particularly, it
targets trade and investment measures by countries who are seen to interfere in the "legitimate,
sovereign choices" of the EU or its member states.

This response can include a vast range of trade measures such as tariffs, import and export
restrictions, curbs on trade in services as well as reduced access to banking and capital markets.
Finally, it allows the EU to prevent access to most of the single market while neglecting existing
international treaties. However, this is the nuclear option.

The real purpose of the "bazooka" is to bring other countries to the negotiating table. In fact,
deploying it could cause serious economic damage within the EU itself, so it is seen very much as
a last resort.

It is also not a rapid response measure, as under the current rules, the European Commission
can spend up to four months investigating any possible coercion. Another six months can be spent
negotiating with the country concerned and deciding whether there is a case for retaliation. Then,
the EU's member states have up to 10 weeks to enable any action. So even if the commission were
to pull the trigger now, it could be a year before the "bazooka" is actually fired (EU-US trade
tensions...; Freudlsperger, & Meunier, 2024).

Suspending legislative work on the ratification process of EU-US trade agreement. The
EU is preparing to freeze the ratification process of its trade agreement with the United States as it
seeks further clarification from President Donald Trump's administration regarding its new tariff
program. The main political groups in the European Parliament announced they would suspend
legislative work related to approving the agreement on Monday, February 23 2026, days after the
US Supreme Court ruled against Trump's use of emergency powers to impose what he called
reciprocal tariffs worldwide.

Bernd Lange, chair of Parliament's International Trade Committee and standing rapporteur for
the US, issued the following statement: "The ruling by the Supreme Court of the United States of
20 February 2026 on the use of the International Emergency Economic Powers Act (IEEPA) is clear
and unequivocal. Its implications cannot be ignored, and business as usual is not an option. A key
instrument used on the US side to negotiate and implement the Turnberry Deal is no longer
available. The situation is now more uncertain than ever. This runs counter to the stability and
predictability we sought to achieve with the Turnberry Deal. The proposed replacement for IEEPA,
Section 122, applies indiscriminately to all countries exporting to the United States and is imposed
on top of the Most Favored Nation (MFN) rate. As a result, imports from the EU into the US would
be subject to an applied rate exceeding the 15% threshold. This, in itself, constitutes a clear departure
from the terms of the Turnberry Deal. Shadow rapporteurs, representing a majority of Members,
have agreed that under the current circumstances work on the two Turnberry files should be put on
hold until clarity, stability and legal certainty in EU-US trade relations are re-established.
Consequently, the scheduled votes in committee on Tuesday, February 24, 2026 will not take place
as planned and the shadow rapporteurs will reassess the situation next week" (EU-US trade
legislation...).

In this context, the European decision is not merely political; it is also linked to managing
economic risks. Parliament seeks to avoid committing to a long-term agreement in an unstable
trading environment, which could limit the EU's ability to renegotiate or amend its terms if US tariff
policy changes again. In other words, the tariff freeze reflects an attempt to reassess the economic
cost of the agreement compared to the risks of exposure to unilateral decisions that could reignite
broader trade tensions between the two largest Western economies.
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Key Findings on the recent researches launching the ACI's Solution:

e Structure and Goal: The ACI provides a legal framework to address economic pressure —
such as restrictions on trade or investment — that does not breach traditional international rules. Its
primary aim is to act as a deterrent rather than just a retaliation mechanism.

o Targeted Actions: It allows the EU to impose a wide range of countermeasures, including
tariffs, service restrictions, and limitations on access to EU foreign direct investment or public
procurement.

 Geopolitical Impact: Research positions the ACI as a key example of the "geopoliticization"
of EU trade policy, bringing issues previously considered under foreign and security policy under
the umbrella of trade rules.

 Controversies: Discussions revolve around the determination of what constitutes coercion
and the potential for a "double-edged sword" effect on businesses.

 Context: The tool was accelerated by incidents like China's trade actions against Lithuania.

The ACI represents a "big stick" aimed at protecting the EU's internal market from foreign
pressure by focusing on instances of grave economic coercion (Jackson, & Paddeu, 2025; Jerome,
& O'Sullivan, 2026).

Conclusions. The EU's discussions about activating the "anti-coercion tool" reflect a
qualitative shift in the way Europe deals with American pressure, as Brussels is no longer satisfied
with a policy of diplomatic containment, but has begun to move towards building more solid
economic and political deterrence tools. This shift indicates a growing European realization that the
phase of dependence on American goodwill is over, and that transatlantic relations have entered a
new phase governed by explicit interests rather than traditional ties.

The EU is expected to use the threat of activating the "trade bazooka" as a negotiating pressure
card to force Washington to back down or ease its customs measures. However, simply introducing
this tool into the confrontation arena will set a precedent that may later be used in other crises,

meaning that Europe is putting itself on an upward path of economic and sovereign independence.

The European response is likely to push the Trump administration to expand the circle of
escalation, whether by imposing additional tariffs or by using American influence within NATO as
a counter-pressure card. Here, the trade war intersects with the security dimension, threatening to
erode trust within NATO and prompting some European countries to accelerate plans to build
independent defense capabilities in anticipation of any decline in American commitment.

This confrontation is likely to lead to a redrawing of the rules of transatlantic trade, so that
relations become governed by a mutual balance of power rather than by fixed strategic
understandings. Europe will also seek to diversify its trade and security partnerships with Asian and
Oceania powers, to reduce its exposure to sudden American decisions.

In conclusion, the current crisis does not appear to be just a passing customs dispute, but rather
the beginning of a phase in which Europe is moving to consolidate its position as an independent
actor, while relations with Washington are entering an era of constant negotiation over influence,
trust and interests.
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Abstract. This article examines the sectoral prospects for the implementation of quantum
technologies within the paradigm of Industry 4.0 and the digital transformation of industrial
systems. The study addresses the growing problem of technological asymmetry and the limitations
of classical computational methods in managing complex industrial processes characterized by high
uncertainty, large data volumes, and nonlinear dynamics. The research aims to identify the key
sectors of Industry 4.0 where quantum technologies—particularly quantum computing, quantum
communication, and quantum sensing—can provide significant competitive advantages. The article
analyzes the potential application of quantum algorithms for optimization, risk modeling, predictive
analytics, logistics, cybersecurity, and advanced materials engineering. It also evaluates
institutional and infrastructural constraints affecting quantum technology adoption, including the
lack of skilled human capital, high implementation costs, and regulatory uncertainty. The findings
demonstrate that the integration of quantum technologies into industrial ecosystems will be uneven
across sectors, with the highest potential in finance, energy, logistics, pharmaceuticals, and
advanced manufacturing. The study concludes that the successful deployment of quantum solutions
requires a hybrid technological architecture combining classical and quantum systems, as well as
coordinated policies in innovation governance, investment, and education.

Key words: quantum technologies, Industry 4.0, quantum computing, digital transformation,
industrial ecosystems, quantum optimization, cyber-physical systems.
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Aunomauin. Y cmammi 00CRiONCYIOMbCSA CEKMOPAIbHI  NEPCREKMUBU  8NPOBAONCEHHS
K8aHmMogux mexuonociu y napaouemi Inoycmpii 4.0 ma yughpoeoi mparncpopmayii npomuciosux
cucmem. Pozensioaemovcs npobrema mexHono2iuHoi acumempii ma 00OMeHCeHOCMmI KIACUYHUX
OOUUCTIOBAILHUX ~ MemOoOi6 V  KePYBAHHI  CKIAOHUMU  BUPOOHUYUMU  npoyecamu,  sKi
Xapaxmepusyromscsi GUCOKUM PIBHeM HeBU3HAYEHOCH, 8eTUKUMU 00CcA2amMu OAHUX T HeTIHIUHICIIO
ounamiku. Memoro 00cni0NceH s € BUBHAYEHHS KTIOU0BUX cekmopie [noycmpii 4.0, y skux Keanmosi
MexXHON02I] — 30Kpema K8aHmMOosi 00YUCIeHHSs, KBAHMOBI KOMYHIKAYIl ma K8AHmos8i ceHcopu —
MOdHCYMb 3a0e3neduumu Cymmeei KOHKYPeHmMHI nepesazu. Y cmammi npoananizo8ano MONCIUBOCMI
BUKOPUCTNAHHS KEAHMOBUX AOPUMMIE O ONMUMI3AYIi BUPOOHUYUX Npoyecis, MOOeN08aAHHS
PU3UKIB, NPOSHO3HOI AHANIMUKU, N02ICMUKU, Kibepbe3neku ma po3spoOKU HOBUX Mamepiais.
Oyineno iHcmumyyitini ma iHgpacmpykmypui oap’epu 6npoeaddicents, 30Kpema Oegpiyum
JII0OCbKO20 KANimay, 8UCOKY 8apmicms MexHON02Il i pe2yiamopHy HesusHaveHicmy. [losedeno,
WO BNPOBAOIHCEHHS KBAHMOBUX MEXHOL02IN Mamume OugepeHyitio8aHull xapakxmep 3a CeKmopamu,
3 Haubinbwum nomenyianom y (hiHancax, eHepeemuyi, nocicmuyi, ¢apmayesmuyi ma
BUCOKOMEXHONI02TUHOMY  8upoOHUymsi. OOIPYHMOBaHO HeoOXiOHICmb dopMysanHs 2iOpUOHOT
MEXHONI02IUHOI apXimeKmypu ma iHHOB8AYIUHOI NOATMUKU 011 e(heKMUBHOI inmecpayii K6aHMoBUX
piuiens.

Knrwuoei cnoea: xeanmosi mexwonocii, Inoycmpia 4.0, keanmogi obuucienus, yugposa
mpawncgopmayis, NPOMUCIO8] eKOCUCmeMU, KBAHMO8A Onmumizayis, Kibep@izuuni cucmemu.

Introduction. Modern Industry 4.0 is characterized by the integration of cyber-physical
systems, big data, artificial intelligence, and the Internet of Things. However, the growing
complexity of industrial systems and the increasing volume of data create limitations for traditional
computational approaches, thereby reducing the efficiency of management, forecasting, and
optimization processes. The core problem lies in the need to transition to new computational
paradigms capable of processing complex multidimensional systems in real time. Quantum
technologies represent a potential response to these challenges; however, their implementation
remains uneven, insufficiently explored, and requires a systematic sectoral analysis. This issue is
directly related to key practical objectives: improving the efficiency of industrial production,
ensuring technological sovereignty, developing innovation ecosystems and strengthening
cybersecurity and infrastructure resilience.

The purpose of this article is to identify the sectoral prospects for the implementation of
quantum technologies within the Industry 4.0 framework and to substantiate the economic
feasibility of their application for enhancing the efficiency, security, and innovativeness of industrial
ecosystems.

Literature review. The issue of quantum technologies in industry has been actively explored
in contemporary research. A significant contribution to the development of quantum financial and
industrial applications has been made by R. Orus, S. Mugel, and E. Lizaso, who substantiated the
potential of quantum algorithms for optimization and modeling tasks. The development of digital
financial and innovation ecosystems has been studied by D. Arner, R. Buckley, and D. Zetzsche,
who emphasize the role of regulatory innovation and fintech infrastructure. Issues related to
quantum machine learning and new computational models are addressed in the works of V. Havli¢ek
and other scholars. At the same time, contemporary literature still lacks sufficient research on the
sectoral dimension of quantum technology implementation within Industry 4.0, particularly from
the perspective of economic efficiency, implementation risks, and institutional barriers. These
aspects constitute the scientific novelty and research focus of the present study.

Main results of the study. The quantum economy (Q-economy) as a new phenomenon of the
21st century generates not only multifaceted impacts on the industrial systems of developed
countries, but also creates new opportunities for their further development through the introduction
of effective innovative business processes based on quantum computers (QC), quantum computing,
quantum technologies, artificial intelligence (Al), and corresponding business models. Owing to
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quantum technologies, more accurate tools for trading, analytics, and forecasting are emerging in
various spheres and sectors of the economy. At present, the most “quantum-oriented” industries that
are rapidly shaping the international quantum market and the Q-economy include information
technology, the financial sector, medicine, transport and logistics, energy, and geological
exploration. The management segment is also highly receptive in the context of using quantum
computing for planning and optimization of production and business processes, as well as risk
analysis and forecasting.

The peculiarities of the development of the information technology sector in the context of
quantum computing are determined by the capabilities of quantum computers and their systems to
counter modern cyber threats (methods of breaking classical ciphers bypassing conventional
information protection methods), the level of sophistication of digital infrastructures, and the power
of quantum AI models. Today, cyber threats are associated with (PostQuantum, 2024):

1) intrusion of malicious actors into corporate computer systems and theft of personal
customer data, which causes not only a loss of consumer trust but also significant regulatory fines
(for example, in the EU, violations of data protection can result in fines amounting to a percentage
of a company’s annual turnover);

2) digital fraud schemes capable of halting the operation of entire enterprises or offices, where
a cyberattack can completely paralyze company activities;

3) personnel/employees who, sometimes lacking basic cybersecurity knowledge, may
inadvertently “open the door” to attackers by clicking on suspicious links or downloading infected
files. At the same time, modern IT systems have become so complex that even specialists cannot
always quickly identify all vulnerabilities and “holes” in security systems;

4) the activities of international criminal groups operating across different countries and
regions, exploiting gaps in international law and complicating the work of law-enforcement
agencies, thereby making the fight against cybercrime more difficult.

Modern approaches to post-quantum cryptography (PQC) and information protection are also
linked to the fact that quantum computers are capable of breaking traditional encryption, posing a
threat to the protection of personal, corporate, and state data. Quantum key distribution (OKD) uses
the property of entanglement to guarantee channel security (any attempt at eavesdropping disturbs
the quantum state and is quickly detected). This creates the need to develop legislative regulations
governing the use of quantum technologies, ensuring security and addressing ethical aspects of
healthcare and personal privacy. Moreover, the development of software for quantum computers
separately requires a system for protecting intellectual property rights, clear legal frameworks for
license distribution, etc. (Kosobutsky, 2022). In addition, since security is ensured through the
creation of cryptographic methods resistant to quantum attacks in order to protect information
systems from potential threats, cybersecurity issues are moving into the domain of national security
and require coordination at all levels of protection of critical infrastructure.

In the segment of Al and machine learning (OML), quantum models accelerate clustering and
search in large optimization parameter spaces and cost/loss functions, as well as the processing of
large and weakly structured data using algorithms such as Quantum SVM, Quantum PCA, and
Variational Quantum Classifiers. Practical applications are still limited by the size of existing
quantum computers, but this direction is actively developing. As for the modeling of complex
systems, quantum computers have the greatest potential because quantum systems naturally model
other quantum systems: chemical reactions, materials (superconductors, catalysts), molecular
structures for pharmaceuticals, and physical processes in nanotechnology. This implies the creation
of new materials for chips, modeling electronic components, and optimizing their architectural
solutions (Opryshchenko, 2025).

The current stage of quantum computer development is referred to as NISQ — “noisy
intermediate-scale quantum” devices. Quantum networks and telecommunications as structural
elements of IT infrastructure include quantum internet networks and hybrid classical-quantum cloud
services at the first threshold level. At this level, leading companies such as IBM Quantum, Google
Quantum Al, Microsoft Azure Quantum, and Amazon Braket are testing “quantum VPNs” based on
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OKD and providing Quantum-as-a-Service solutions that allow the use of quantum algorithms
without additional investment in new and expensive equipment. In the medium term, quantum
computing in cybersecurity, telecommunications, Al, modeling of new materials for IT, and
optimization of logistics and resources will become a significant part of hybrid infrastructure
alongside classical supercomputers.

Competition in the field of Al accelerates the development of quantum computing, as the
capabilities of hybrid systems that combine “classical AI” algorithms and quantum computing are
increasing. In turn, quantum computing technology accelerates the improvement of Al through
cloud services, which in the future will be applied in various directions and will influence the
development of this segment. For example, this concerns the use of Al in the creation of autonomous
vehicles (experts estimate the total value of this direction over the next five years at USD 110-210
billion (McKinsey & Company, 2024)), as well as the combination of high-precision quantum
sensors and Al in cytology and the creation of new medical equipment for diagnostics and treatment.
Materials science is also developing by modeling molecules and chemical reactions with a precision
unavailable to classical computers (solving complex mathematical problems based on differential
equations).

At present, the development of the IT sector, as well as the emerging industry of quantum Al
technologies in general, is associated with an acute shortage of personnel and highly qualified
specialists. Therefore, for the practical application of quantum technologies it is critically important
to overcome the “talent gap” — to build an effective system for training specialists for the new
industry (future quantum innovators whose qualifications combine physics, computer science,
mathematics, and engineering). With the development of quantum technologies, various
architectures and platforms have emerged, each with its own features (technological, commercial,
and software-related) and used for solving different tasks. The main quantum platforms are created
by key players in the quantum computing market — IBM Quantum, Google Quantum, Rigetti
Computing, lonQ, D-Wave Systems, and Quantinuum — and include modular systems and
superconducting quantum integrated circuits, cloud services through which quantum algorithms can
be executed, and developed ecosystems with clear roadmaps toward fault-tolerant quantum systems.
This means that the “quantum future” for the IT sector may be hybrid: classical computers +
quantum computers + various types of quantum equipment together with quantum platforms
(Spinquanta, 2025).

In the modern financial sector of developed economies, quantum technologies (quantum
computing and quantum algorithms), on the one hand, significantly accelerate the calculation of the
value of derivative financial instruments and services, revolutionize algorithmic trading
management, and improve traditional methods of risk control and management. On the other hand,
they rapidly process and analyze large volumes of data from complex financial operations and
optimize investment portfolios in accordance with current market pricing. Leading banks in
developed countries are intensively introducing experimental testing systems aimed at minimizing
financial risks (this is especially important for two types of portfolios: mortgage loans and treasury
bills). It has been proven that quantum-Al-based computing technologies allow only a few dozen
required simulations instead of thousands or millions in the case of classical computing (Orson,
2025). This makes it possible to more effectively prevent fraud in any form and detect anomalies
such as unexpected changes in stock prices.

Leading financial institutions that are currently actively investing in the development of
quantum solutions (portfolio optimization, risk modeling, the integration of quantum computing and
Al) as of 2025 include JPMorgan Chase, Goldman Sachs, HSBC, and Barclays. For example,
JPMorgan Chase has its own department and team of specialists in quantum research and cooperates
with QC Ware in the segment of developing “deep hedging” — a quantum-classical approach for
hedging derivatives, structuring into a single system quantum methods for risk modeling, option
valuation, and machine learning. Goldman Sachs, cooperating with quantum startups and providers,
invests in research into quantum algorithms for building pricing models of complex financial
instruments — options and derivatives (Entangled Future, n.d.).
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HSBC, as one of the recognized leaders in the financial sphere in terms of implementing
quantum technologies, is actively investing in quantum-secure communications (QKD) and asset
tokenization. In 2025, together with /BM, it implemented a pilot project, the results of which showed
that a hybrid quantum-classical algorithm improved the accuracy of forecasting bond order-fill
conditions by approximately 34% (Elizadeh et al., 2024). As for Barclays, the bank, also in
partnership with /BM, created a “brain trust” consisting of physicists, mathematicians, and
programmers to study quantum algorithms for optimizing settlement calculations.

Currently, for banks, the key areas in which quantum approaches are actively researched,
adapted to business processes, and implemented as pilot projects are the following:

1. Portfolio optimization and trading strategies. Quantum optimization algorithms (for
example, QAOA), which significantly accelerate the solution of problems with a large number of
variables, are used for: optimizing portfolio structure taking into account risk; selecting the most
effective assets; forming rebalancing strategies; routing and optimizing trade execution.

2. Risk management. Quantum methods enable accelerated calculation of VaR, CVaR, and
stress-testing scenarios, while quantum computing accelerates the modeling of complex
dependencies between assets.

3. Modeling and valuation of derivatives. Quantum algorithms accelerate Monte-Carlo
simulations used for option pricing, evaluation of complex structured products, and quantitative
analytics.

4.  Cryptography and cybersecurity. Quantum-secure communications (QKD) for banking
transactions and internal communications, and preparation for the PQC era to ensure protection
against future quantum attacks.

5. Fraud detection and anomaly detection. Quantum machine learning models (QML)
improve anomaly classification, recognize patterns in transaction data, and contribute to combating
money laundering (AML).

6. Algorithmic trading and market forecasting. Quantum ML models improve time-series
forecasting, increase signal accuracy, and accelerate models with high-dimensional data.

7. Portfolio insurance and actuarial calculations. Quantum models optimize not only
forecasting of insurance risks, but also insurance reserves and actuarial scenarios.

From these seven key areas, four main directions of the use of quantum technologies by banks
in modern conditions should be highlighted (Byrum, 2025). First, quantum cryptography (QKD) for
protecting channels for transmitting financial information from unauthorized interception based on
quantum mechanics principles. A number of well-known banks — Bank of China, BBVA, HSBC,
JPMorgan Chase — have already carried out pilot projects related to quantum cryptography in
cooperation with /D Quantique, Toshiba Quantum, and ZTE Quantum Lab.

Second, quantum machine learning (Quantum ML) for processing large volumes of financial
data to detect fraud, calculate risks, credit scoring, dynamic pricing, and algorithmic trading.
Goldman Sachs together with IBM Quantum studied the use of quantum computing for pricing
complex derivatives, while Barclays already applies quantum algorithms to portfolio optimization
tasks.

Third, quantum optimization for finding the best financial strategies, investment decisions,
logistics, and resource allocation. Classical optimization methods require large computational
power, whereas quantum algorithms (such as Q40OA or Grover’s search) significantly accelerate
such calculations. JPMorgan Chase together with D-Wave is actively researching portfolio
optimization, while BBV A tests quantum optimization in corporate banking.

Fourth, POC algorithms resistant to quantum attacks, used to upgrade the entire digital
security infrastructure of banks before quantum computers become a threat. HSBC and Deutsche
Bank are already testing post-quantum algorithms as replacements for RS4 and ECC (together with
NIST, Microsoft, and IBM).

Currently, leading banks create simulations of unstable markets that account for nonlinear
probabilistic factors (quantum market modeling), use quantum classifiers (ONN, OSVM) to detect
atypical transactions (fraud), hybrid quantum-classical ML models to analyze customer behavior
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(AI consulting), and partnerships with leading quantum companies. For example, JPMorgan Chase
partners with /BM and D-Wave in quantum optimization and derivatives pricing; Multiverse
Computing works with BBV A on “portfolio optimization on quantum processors”; HSBC together
with BT and Toshiba develops QKD projects for secure communications; /BM Quantum and
Goldman Sachs cooperate on QML for financial models; next-generation cryptography is developed
jointly by Standard Chartered and ID Quantique (Zhou, 2025).

Such active cooperation is due to the fact that the banking sector is highly concerned that
quantum computers may break RSA, ECC, and TLS encryption, making critical information
vulnerable. The full migration to new ciphers (including quantum-secure protocols) is estimated to
take 5-10 years. In general, banks use quantum technologies both for innovation and for self-
protection, investing in QKD, QML, optimization, and the development of quantum-resistant
infrastructures, since the second quantum revolution will transform everything — from encryption to
financial decision-making.

The potential advantage of quantum approaches over classical ones in efficiently solving
financial problems—such as portfolio optimization and derivatives hedging—Ilies in the following
(Ko & Lee, 2025).

In the classical approach to pertfolio optimization, classical quadratic programming is used
(for example, minimizing risk at a given return within the mean—variance framework) together with
classical algorithms whose computational complexity increases sharply in the presence of nonlinear
constraints such as transaction costs, rebalancing, and risk considerations when scaling to many
assets. In addition, Monte Carlo simulations (used for risk assessment) typically require a large
number of iterations, especially for high-precision estimates, which becomes computationally slow
in high-dimensional settings.

Under a quantum approach, the Q40A algorithm formulates portfolio optimization as a
quadratic unconstrained binary optimization (QUBO) problem and searches for the optimum
potentially faster and more effectively under complex (including hybrid) constraints. Compared to
classical approaches, some hybrid quantum solutions have already demonstrated competitive results
even on limited quantum hardware. Thus, the potential advantage of the quantum approach lies in
its ability to process more complex constraints with fewer trade-offs in speed, even when combined
with classical computing platforms. At the same time, real quantum advantage is not guaranteed in
all cases, especially for small or well-structured problems where classical solutions are already
highly efficient.

With regard to derivatives hedging, the classical approach relies on stochastic models (e.g.,
the Black—Scholes model, delta-hedging models, or more complex multifactor models) combined
with classical machine learning methods such as reinforcement learning (RL). However, classical
RL faces limitations: training an agent that accounts for transaction costs, nonlinear markets, and
liquidity risk is a complex and computationally expensive task. Within a quantum-classical (actor—
critic) framework, the search and evaluation of hedging strategies are performed with a quantum
component, whose solutions demonstrate significantly higher quality (for example, more accurate
hedging with lower error) compared to classical approaches. Even at the current stage of quantum
technology development, hybrid quantum-classical models can better capture complex market
factors—such as liquidity, nonlinearity, and transaction structures—than simplified classical
models. In the medium term, with the development of quantum computing, quantum infrastructure,
and cloud-based access via APIs, such an approach is expected to provide a real competitive
advantage in derivatives hedging.

The use of quantum computing in the context of modern mortgage lending markets is of
particular interest to banks and other financial institutions, as it enables the solution of a wide range
of tasks: (a) real estate pricing and valuation of mortgage collateral; (b) forecasting changes in real
estate markets; and (c¢) more accurate risk calculations in mortgage lending, including the selection
of optimal scoring models and default probability forecasting (Myronchuk et al., 2024). Another
potential application of quantum technologies is the development of more efficient project
management systems for residential construction.
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In addition, several important advantages arise from the use of quantum computing. First,
there is a significant increase in the security of mortgage lending operations through the use of
advanced encryption methods that ensure the protection of clients’ personal data against
unauthorized access. Second, quantum approaches enable the creation of individualized lending
programs for each borrower, determining the maximum loan amount that can be granted with
minimal risk to the bank, thereby reducing errors in risk calculations and improving overall
operational efficiency. Third, the optimization of banking systems through nonlinear optimization
based on Grover’s algorithm can accelerate mortgage approval processes, while the use of
blockchain technologies enables secure recording of all stages of loan issuance and repayment. This
creates a transparent accounting system for transactions between banks and clients and reduces
opportunities for borrower fraud.

Quantum technologies are no longer viewed merely as a distant prospect, but rather as an
integral component of banking cybersecurity strategies. Although quantum computing has not yet
been widely implemented across all banking processes, concrete research initiatives and pilot
projects are already underway. This indicates that European banks are preparing for the future active
deployment of quantum hardware, quantum computing, and quantum algorithms. Today, the
European Union and European financial institutions are taking quantum readiness very seriously,
particularly in the field of cybersecurity — through forums, conferences, and cooperation among
central banks. Banks are exploring quantum technologies, testing transaction models, and
researching quantum key distribution (QKD) and post-quantum cryptographic algorithms with
strategic investment support from supranational institutions (for example, the European Investment
Bank promotes the development of quantum companies to build an ecosystem that can positively
impact the financial sector). While significant challenges remain, there is a clear understanding that
the “quantum era” in finance is not a question of “if,” but of “when.”

According to an optimistic forecast scenario for the development of the banking sector for
2035-2040, the 2Q revolution will achieve the following (PostQuantum, 2024):

e Absolute communication security — through quantum cryptography: all major banks will
transition to QKD connections between headquarters, data centers, and exchanges. Client
transactions will be encrypted using post-quantum algorithms approved by the NIST standard (e.g.,
CRYSTALS-Kyber, Dilithium). Information breaches will become physically impossible—any
eavesdropping attempt alters the quantum state of the key, and the system signals an attack.

e Quantum asset management optimization: banks will utilize quantum optimization
algorithms (QAOA, VQE) for portfolio and risk management, dynamic hedging, and real-time
liquidity analysis. Calculations that previously took hours or days on supercomputers will be
performed in seconds on a quantum chip. For example, banks will be able to calculate an optimal
portfolio of 1,000 assets in real time, taking into account macroeconomic shocks and client
constraints.

e Quantum machine learning (QML) — personalized banking AI: client analytics will
operate on hybrid quantum-classical neural networks capable of understanding behavioral patterns,
emotions, and client preferences. Al assistants in banks will recommend investment products that
align not only with income but also with the client’s values, forecast future solvency using quantum
probabilistic models, and detect fraudulent actions before they become visible.

o Quantum-resilient banking infrastructure: all internal bank protocols will be built on post-
quantum cryptographic algorithms; smart contracts, blockchain, and tokens will account for
quantum threats, and networks will self-assess for quantum influence (e.g., via random fluctuations
linked to quantum noise).

e Quantum-accelerated trading: algorithmic trading will run on specialized quantum
processors. Arbitrage strategies will be implemented faster than classical algorithms, leveraging the
parallel superposition of possible market scenarios. Banks without a quantum processor will lose
revenue due to slower algorithmic execution.

e Financial forecasting = quantum simulation: economic scenarios will no longer be
constructed manually; quantum simulations will model market collapses, the impact of climate
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change on global finance, cryptocurrency instability, and the effects of wars, migration, and
pandemics within a complex nonlinear environment.

New banking professions will emerge, such as quantum financial analysts (designing quantum
risk and return models), quantum crypto-architects (ensuring quantum-resilient bank security),
OMIL-engineers (developing hybrid quantum-classical Al for banking services), quantum simulator
operators (creating future financial simulations), and quantum asset trust managers (managing assets
built on quantum cryptography). Overall, the banks of the future will be a hybrid of quantum
physics, Al and financial ethics, with the most successful financial institutions being those that
begin preparing for the quantum transition today.

Quantum technologies also have the potential to radically transform the medical sector — from
drug development at the atomic level with specified properties to diagnostics and data protection.
Quantum computing creates new opportunities, first, for discovering novel treatments, including
personalized therapies aligned with a patient’s genetic profile; second, for rapid diagnostics and
chemical reaction modeling in the near future with initial practical applications; third, for developing
measures against viruses, oncological and autoimmune diseases, protein folding simulations, and
advancing therapies for neurodegenerative disorders such as Parkinson’s and Alzheimer’s, currently
considered incurable. The prospects for quantum technologies in medicine are substantial, although
most remain in active research and prototype stages. Key breakthrough directions in applying
quantum approaches to medicine include (A/rashed, 2025):

a) Quantum computing for drug discovery — QC is already capable of modeling molecules
and chemical reactions at levels unreachable by classical supercomputers. Potential benefits include
accelerated discovery of new drugs (precise modeling of proteins, enzymes, and drug interactions),
optimization of drug structures, and prediction of side effects and interactions. This could reduce
drug development time and cost from 10-15 years to 2—-3 years.

b) Quantum sensors for diagnostics — highly sensitive to magnetic and electric fields,
temperature, or gravitational changes, enabling next-generation ultra-precise MRI (quantum
magnetometers based on NJ centers in diamonds) and early detection of oncology or
neurodegenerative diseases through nanoscale biomarkers. In the future, quantum sensors may
detect neuronal electrical activity at the single-cell level without invasive implants. Although still
experimental, mass adoption is expected within 5—7 years.

¢) Quantum biology — a young field studying quantum effects in biological systems, enabling
the use of quantum technologies to understand photosynthesis mechanisms, bird migration, new
therapeutic methods (e.g., through effects on quantum processes in proteins), and ultra-precise
models of cellular processes, including DNA mutations. Significant progress in quantum molecular
modeling is expected over the next 8—10 years.

d) Quantum cryptography for medical data — ensuring fully secure communication channels
(OKD) between hospitals, safe telemedicine, secure medical cloud systems, and protection of large
medical Al systems from cyber threats.

e) Quantum modeling of the human body using QC — enabling more accurate protein folding
simulations than AlphaFold, real-time cellular reaction modeling, and personalized predictions of
patient responses for diagnosis and treatment (next-level personalized medicine).

Today, medical information (electronic patient records, examination results, telemedicine
data, and personalized therapy data) is among the most valuable assets for hackers—on the “black”
market, it sells for higher prices than banking data. According to research, within 5-10 years,
powerful quantum computers will be capable of breaking classical ciphers (RS4, ECC), making it
essential to update medical systems with quantum-resistant measures today. Commercial QKD
systems are beginning to be integrated into medical data centers. QKD makes communication
channels between hospitals virtually unbreakable, enabling secure transmission of diagnostic
images, protecting Al models from theft, and preventing falsification of medical data (Chow, 2024).
Currently, large hospitals and research centers in the PRC are transitioning to cloud platforms with
Al modules, while video consultations, test result transfers, and remote surgery rely on quantum-
protected channels to prevent information leaks.
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At present, QC can model complex molecular processes involved in cancer diagnostics, such
as drug interactions with oncogenic proteins (e.g., p53, KRAS), enabling the discovery of new
compounds that block mutational pathways and accurately predict toxicity. This is achieved through
accelerated testing of thousands of molecular variants (with higher precision than classical
simulations) and personalized drug selection for specific tumor genotypes. Companies such as
Roche, Amgen, and Pfizer are already using quantum simulators to study oncological drugs, and
quantum magnetometers (e.g., sensors based on NJ centers in diamond) capable of detecting: a)
single protein markers; b) minimal changes in tissue magnetic properties; ¢) nanoparticles binding
to oncomarkers. This allows preventive detection of tumors at an early stage—when they consist of
only a few hundred cells, rather than millions (Liu, 2025).

Quantum sensors already play a leading role in magnetoencephalography, measuring
magnetic fields generated by the human brain to determine the precise location of magnetic signals
in the body. Potentially, this allows early diagnosis of brain tumors and oncology, Alzheimer’s
syndrome, or epilepsy without tissue sampling, and more accurate disease monitoring at cellular
and molecular levels than existing methods. In real time, quantum dots are experimentally used to
deliver drugs directly into cancer cells, while controlled nanostructures facilitate photodynamic
therapy. Additionally, quantum effects in DNA are being studied for their impact on mutation and
repair processes (Magesh et al., 2024).

In fact, quantum computers, thanks to their ability to operate on quantum states, have
significant potential for modeling proteins (including oncogenic proteins) and the electronic
structure of molecules. Quantum algorithms (e.g., Variational Quantum Eigensolver, VOE) allow
identification of fundamental energy states of molecules (electronic configurations) and more
accurately reproduce generative design of new molecules (ligands), assessing their stability, binding
energy with proteins, and potential efficacy. In other words, Al and quantum computing are
combined: Al generates new molecules (ligands), which are then evaluated by a quantum algorithm
for their viability (Yingngam & Khang, 2024). Using hybrid quantum computing, startups in medical
R&D are developing advanced protein design methods that surpass classical approaches.

Thus, quantum approaches in medicine and microbiology can model protein dynamics —
altering shapes and electron motion—particularly important for “hard-to-target” proteins, such as
those with conformational changes or complex microenvironments. Quantum models can also be
used for pre-screening large molecular libraries to identify the most promising candidates for further
laboratory testing, reducing experimental load and accelerating drug discovery. For example, in
2025, researchers at the University of Toronto and Insilico Medicine generated molecules targeting
the KRAS oncoprotein, previously considered “undruggable,” using a hybrid Al + quantum
computing approach (University of Toronto, 2025).

Although the current stage of quantum technology in medicine is relatively early, its potential
is significant. Experts in quantum medicine estimate approximate implementation timelines as
follows: a) quantum diagnostic sensors — 3—7 years; b) quantum drug discovery — 5—10 years; c)
quantum treatment methods — 10+ years; d) full-scale quantum cellular modeling — approximately
10-20 years (Market Research Future, 2025).

As the healthcare sector rapidly moves toward cloud storage and data transmission, the risk
to patient privacy increases. Modern cryptography, from passwords to financial systems, can be
broken with sufficiently powerful quantum computers. Consequently, quantum technologies now
offer a secure, unauthorized-access-resistant approach (quantum-safe cryptography) to support safe
data transmission on electronic healthcare platforms. This method, in the context of a potential shift
to quantum computing paradigms, demonstrates a genuine strategy for effective steganography of
medical files, providing high resistance to data loss attacks (Bera et al., 2025). The advantages in
improved forecasting and speed offered by quantum computing create opportunities for
breakthrough discoveries. While quantum computing cannot yet fully secure medical data, the
technology already presents clear use cases requiring innovative thinking and enabling
competitiveness in a rapidly changing business environment alongside classical medical methods.

In summary, quantum technology and quantum models in medicine: a) revolutionize the
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development of novel drugs and therapeutic methods; b) accelerate research processes for creating
effective drugs; c) reduce diagnostic costs and improve accuracy; d) shorten development time and
expenses by modeling molecular interactions at the quantum level; e) enable the design of
personalized treatment plans using quantum analysis methods, considering patient-specific
biological features based on genetic and biomarker information. Essentially, this represents a
technological breakthrough in understanding biological processes at the molecular level,
accelerating the development of new drugs.

Quantum technologies are beginning to be actively applied in logistics and supply chain
management, fundamentally transforming this segment of the economy by making it more efficient
(reducing costs and improving customer service), more flexible (managing inventory through
forecasting), and less expensive (reducing delivery times and costs, optimizing logistics routes in
real time). In the context of quantum research, time savings become almost decisive — not only in
production but also directly in the execution of logistics business operations. Overall, for modern
business, time is the most valuable resource, and when it comes to time management, quantum
computing is applied simultaneously across multiple areas, significantly increasing efficiency while
ensuring consistent results.

The application of quantum technologies in logistics and supply chain management is still at
an early stage, but several promising directions for implementation have already been identified
(Dutta et al., 2025, pp. 110-143).

Today, one of the most important areas is solving complex optimization problems, such as
optimal allocation of transport vehicles, finding the shortest or most cost-effective routes, and
dynamically rerouting in cases of traffic congestion, delays, or accidents. Quantum algorithms (e.g.,
QAOA) can potentially find optimal solutions much faster than classical methods, especially for
very large datasets. Additionally, in the optimization of operations at ports and hubs, modeling
includes ship and cargo queues, efficient allocation of cranes and personnel, and rational planning
of loading and unloading operations, potentially reducing delays and increasing port throughput.

Secondly, inventory management benefits from quantum modeling of vast multidimensional
scenarios and optimization of stock levels across complex networks, objectively reducing storage
costs and helping to prevent shortages. This is particularly effective for global companies with large
SKU counts and unpredictable demand. Quantum simulations can process large models more
quickly, including: a) demand forecasting considering economic and social factors; b) real-time
modeling of transport flows; ¢) fleet management for autonomous vehicles and equipment.

Thirdly, planning global supply chains—which are extremely complex systems with
numerous variables (delivery times, risks, customs clearance, weather conditions) — can be enhanced
by quantum models that forecast supply disruptions, simulate alternative routes, and optimize
supplier selection and interactions. Moreover, quantum technologies encompass not only
computation but also quantum cryptography, providing: 1) secure information exchange between
logistics centers; 2) prevention of data interception (QKD); 3) enhanced security for drones,
autonomous trucks, and “smart” warehouses.

Leading companies in the global quantum logistics market actively experimenting with
quantum and quantum-inspired solutions include three avant-garde players: DHL, Toyota & Fujitsu,
and Einride & lonQ. For example, DHL collaborates with Terra Quantum on hybrid optimization
solutions for routing and reducing terminal idle time, and with Honeywell on quantum algorithms
for load optimization, multimodal route planning, and supply chain disruption management. Toyota
& Fujitsu use the “Digital Annealer” (quantum-inspired optimizer) and the QAmplifyNet model
(hybrid quantum-classical neural network) for optimizing transport routes, forecasting delays and
backorders in the supply chain, and production planning (Quantum Horizon, 2025).

Regarding the current state of quantum technologies in logistics, companies such as FedEXx,
Volkswagen, BMW, Maersk, and others are testing logistics solutions within pilot projects
applying quantum algorithms to specific supply chain resilience optimization tasks (route
optimization, demand forecasting, and quantum data security). However, the current stage is limited
by the development of necessary hardware (quantum processors) for widespread adoption. Today,
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companies are collaborating on using quantum computing to optimize autonomous vehicle routing
and enhance logistics business process efficiency. For instance, within the EU, a quantum-optimized
traffic management system is being developed to provide “ultra-fast and environmentally safe
routes” for public transport by Volkswagen and D-Wave. Its features include: first, reducing
passenger wait times by minimizing long-distance trips without passengers; second, since transport
is currently the largest source of greenhouse gas emissions, the system benefits both passengers and
drivers while reducing environmental impact by selecting the most efficient routes.

Currently, most real-world projects in the PRC logistics market are pilot projects or research
initiatives, with full-scale commercial deployment remaining limited. Significant technological
barriers (hardware, integration) and investment in quantum initiatives are treated as conditions for
the long-term strategies of major logistics companies. Additionally, not all logistics optimization
problems are suitable for quantum algorithms, requiring careful assessment of where to implement
quantum solutions. At the same time, due to existing limitations of current quantum computers,
many companies employ “quantum-inspired” or hybrid models, which can already provide benefits
today — the primary economic effect is realized through reduced costs (fuel, time, idle periods) and
increased flexibility (responding to changes).

Meanwhile, implementing and integrating quantum solutions into existing logistics IT
systems (ERP, WMS) is a complex task. This is not only because current quantum computers are
still insufficiently powerful with limited coherence times, but also because quantum computing
remains costly (especially for demonstration projects), there is a shortage of specialists
knowledgeable in both logistics and quantum algorithms, not all logistics problems are suitable for
quantum algorithms, and classical algorithms are already proven and sufficiently effective for
“traditional” logistics companies (Phillipson, 2025).

The implementation of quantum technologies in logistics is expected to lead to significant
shifts in the labor market, as traditional professions gradually become obsolete, giving way to roles
requiring specialized knowledge in physics, programming, and engineering. These include positions
such as quantum logistics programmers and engineers specializing in quantum cryptography for
logistics, which implies investments in education and professional training. Today, several major
international logistics companies are already investing in the development of “quantum
qualifications.”

Thus, quantum technologies hold significant potential for the logistics sector, particularly in
combinatorial optimization, routing, scenario simulation, and security. Currently, they complement
rather than replace classical systems, meaning that through hybrid approaches, many companies are
already realizing benefits. The most successful cases demonstrate not just improvements but real
economic value, including cost reduction, increased efficiency, and enhanced supply chain
resilience. Therefore, for modern logistics companies, investing in research and pilot projects now
is crucial to be prepared for the moment when quantum technologies mature.

QC provides fundamentally new opportunities for the energy sector, spanning production,
storage, system optimization, and security enhancement. A key feature of using quantum
technologies in modern energy systems — which are complex networks with numerous variables
(demand, generation, prices, losses, balancing) — is the application of quantum computing for system
optimization. This involves not only optimizing energy distribution (reducing network losses,
identifying the most efficient transmission schemes, dynamic balancing amid demand fluctuations)
and the operation of power plants and energy blocks (sequencing unit activation/deactivation,
reducing costs, and increasing efficiency) but also managing smart grids: scheduling autonomous
sources, forecasting and responding to renewable energy generation fluctuations, and rapidly
modeling emergency scenarios.

Monitoring and quantum cryptography for energy networks have become a critical area where
quantum computing is gaining priority. This includes quantum sensors, which are far more sensitive
than classical sensors and have applications ranging from real-time detection of defects and
overloads to precise monitoring of voltage and current. Quantum magnetometers are used to monitor
energy infrastructure, detect microcracks in turbines, oversee pipelines, and enhance nuclear power

132


https://doi.org/10.17721/apmv.2026.166.1

ISSN (onnain): 2663-8959 | ISSN (opyk): 2308-6912

plant safety. Quantum key distribution (QKD) protects network management from external attacks,
prevents interception of communications between facilities, and ensures secure communication
among dispatch centers, substations, and sensor nodes. This is particularly important for smart grids,
which involve millions of interconnected devices (Fazilat & Zioui, 2025).

Promising optimization of renewable energy generation (RES) is being carried out using
quantum algorithms, which in the near term will help: a) model wind flows and solar insolation; b)
optimize the placement of solar and wind power stations; ¢) forecast RES output with high accuracy;
d) improve stability in networks with a high share of renewable energy. A “top ten” group of
companies has already emerged in the global energy market, investing heavily in quantum R&D for
the energy sector and conducting pilot projects:

e Chevron and ExxonMobil (quantum chemistry research for fuel and hydrogen).

e BMW and BASF (new materials for batteries and accumulators).

o Siemens Energy (quantum simulations and sensors for energy networks).

e EDF and EON (Smart Grid optimization using quantum algorithms).

e Honeywell (quantum cryptography for energy infrastructure).

e IBM and Google Quantum AI (modeling catalysts and materials for energy applications).

The advantages of quantum technologies for the energy sector include rapid solution of
complex multifactor optimization problems that are difficult for classical systems, increasing
efficiency in energy transmission and distribution, reducing network losses and operational costs,
and enhancing overall infrastructure security. Since not all energy problems have yet achieved
“quantum advantage,” the high cost of early-stage quantum technology implementation necessitates
a combination of quantum and classical solutions.

Indeed, the near future of the energy sector lies in hybrid quantum-classical systems, which
combine the precision of classical systems with the speed of quantum algorithms. While classical
methods remain the backbone of energy today, quantum technologies are expected to fundamentally
transform optimization models for energy network structures, electricity generation forecasting
methods, the development of new materials for the sector, and cybersecurity for critical energy
infrastructure.

The most promising area where quantum technologies and quantum computing offer a real
advantage is the chemical industry, particularly in quantum chemistry for creating advanced
materials with unique, pre-defined properties (such as weight characteristics, high strength, and
durability). This dramatically optimizes manufacturing processes, enhancing efficiency and
reducing overall production costs. Quantum simulations help model the behavior of atoms and
molecules to develop solid-state batteries, more efficient lithium-sulfur and sodium batteries, as well
as supercapacitors with high energy density. Experimental projects are underway for new catalysts
required for “green” hydrogen production, improving fuel cell efficiency, and reducing the energy
consumption of chemical processes. The ability to model the electronic structures of complex
materials offers a tangible prospect for creating cheaper high-temperature superconductors and new
low-loss materials for transmission lines (Korzh, 2023).

In geophysical exploration, the demand for high-precision measurements in critical
applications is rapidly growing, and this demand is met by quantum sensing—future quantum
technologies that provide sensitivity unattainable by classical sensing. Modern geophysical research
requires quantum gravimeters and magnetometers to assess underground resources (gas, water,
geothermal zones) and enable more accurate modeling of subsurface structures. Today, in geology,
quantum gravimeters assist in locating oil and other minerals, identifying water sources, and
efficiently detecting crustal faults using a “quantum film”—a next-generation matrix that identifies
magnetic and gravitational fields and delivers more reliable and precise measurements, particularly
under harsh environmental conditions. With the development of quantum sensing technology,
interest in cloud platforms, which provide the necessary computational power for real-time data
analysis, is increasing.

Modern quantum atomic clocks enable measurements of gravity and other parameters,
elevating the performance of GPS systems, autonomous vehicles, and any other devices requiring
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precise timekeeping. By leveraging quantum sensors, the need for GPS satellite signals in shielded
environments, underwater, or underground could effectively disappear. Their advantages also
include minimal calibration requirements and sensitivity and precision 10-20 times higher than
conventional systems. Furthermore, quantum sensors (including magnetometers based on neutral
atoms or diamonds) will open new possibilities in navigation systems across a wide range of
transportation modes. According to McKinsey estimates, the commercial quantum sensing market
could reach $1 billion by 2030, growing annually by 10—15%, and by 2040, this technology will not
only radically transform industries that rely on sensor technologies but will also revolutionize those
that depend directly on measurement precision (Colobridge, 2024).

Conclusions. Currently, the new era of technological quantum development—the Q-economy
of the 21st century — offers prospects that are transforming nearly all sectors based on collaboration
and partnerships among governments, businesses, and the scientific community. This cooperation
is becoming crucial for creating a secure quantum future and a sustainable economy. The evolution
of information technologies and breakthroughs in understanding and utilizing the fundamental laws
of nature to develop new products, services, and business models define a new direction in science
and technology. This involves joint financing of research in the Q-economy, the formation of safety
and operational standards, and the establishment of international protocols for data protection and
privacy.

Thus, the solid-state quantum mechanics of the 1Q revolution made it possible to create the
transistor, which today underpins all electronics (classical computers, smartphones, smart homes,
etc.), yet this represents only 1% of the potential of quantum physics. The 2Q revolution accelerates
the development of technological potential for scientific breakthroughs, competent management,
and risk assessment as criteria of global security. The capabilities of future quantum computers in
the Q-economy of the 21st century will be millions of times greater than today’s computing
machines, with high-speed data processing and transmission capabilities and strong protection
against unauthorized access. Quantum technologies and the creation of smart materials with
exclusive properties are enabling ultra-fast information processing systems with built-in data
security. They are transforming standards in medicine and energy, rules governing financial
systems, and the development of industrial sectors of the economy. The growing digital divide
between different market segments creates a unique economic dilemma: the drive for careful market
information analysis and strategic planning, accompanied by the need for constant adjustment of
national macroeconomic priorities.
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Abstract. The article proposes a neo-institutional interpretation of the shadowization of
international trade, in which the phenomenon of the shadow economy is analysed through the
categories of transaction costs, institutional dysfunctions and regulatory arbitrage. The purpose of
the article is to demonstrate that the structural duality of economic systems - the sustained
coexistence of formal and informal sectors - is not a self-explanatory characteristic of the economic
order but an analytically derivable consequence of specific institutional configurations. It is
substantiated that in international trade, institutional gaps between jurisdictions generate systemic
incentives for regulatory arbitrage, which transforms the shadow economy from a marginal
anomaly into a structurally embedded component of cross-border economic relations. A typology of
institutional mechanisms of shadowization of international trade is proposed, including trade
misinvoicing, jurisdictional tax engineering, and digital channels for circumventing fiscal control.
1t is demonstrated that the digitalization of international trade creates a qualitatively new dimension
of shadowization, where traditional control mechanisms prove ineffective and the boundary between
optimization and shadow activity becomes increasingly blurred. The concept of structural duality is
reinterpreted as a product of institutional misalignment: the informal sector is sustained not by
cultural inertia or underdevelopment, but by the rational response of agents to high transaction
costs of legal activity and weak enforcement. The article concludes that effective de-shadowization
policy requires not so much the strengthening of repressive mechanisms as the reduction of
institutional barriers, the harmonization of regulatory regimes between jurisdictions and the
creation of conditions under which legal activity becomes economically more attractive than
shadow activity.

Key words: shadow economy, shadowization, international trade, neo-institutional approach,
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Anomauin. Y cmammi 3anponono6aHo HeolHCmMumyyiuHy IiHmepnpemayilo miHizayii
MINCHAPOOHOT mopeisni, y medxdcax AKoi ¢heHoMeH MIHbOBOI EKOHOMIKU AHANI3YEMbCA Yepes3
Kame2opii mpancakyitHux eumpam, iHCMumyyitthux OUC@YHKYil ma pe2yismopHo2o apoimpasxcy.
Mema cmammi - nokaszamu, wWo CMPYKMypHA OYAIbHICMb €KOHOMIYHUX CcUucmem - Cmilike
CNiGICHYB8AHHA — (DOPMATLHO2O |  HepOPMANIbHO20 — CeKmopi@ - € He  CamMOOYe8UOHOI0
XapaxkmepucmuKkor 20Cno0apcbko2o YCmpoio, a aHAliMmUYHO BUBOOUMbCS 3 KOHKPEMHUX
iHcmumyyitinux Koughieypayit. OOTpyHMOBAHO, WO V MINCHAPOOHIU MOP2IGNi IHCMUMYYIlHi
PO3DUBU MINHC IOPUCOUKYIAMU 2EHEPYIOMb CUCTNEMHI CIUMYIU 00 pe2yIamopHO20 apoimpasicy, AKuil
nepemeopoe miHb08Y eKOHOMIKY 3 MAPLIHANLHOI AHOMATIT HA CIMPYKMYPHO 80Y008aHULL KOMNOHEHM
MPAHCKOPOOHHUX eKOHOMIYHUX BIOHOCUH. 3aNPONOHOBAHO MUNOJO2II0 THCIMUMYYIUHUX MEXAHI3MIE
MiHi3ayii  MIJCHAPOOHOI MOp2iGNi, BKAUANYU MAHINYIIOBAHHSA MOP20BENbHOIO 8APMICMIO,
FOPUCOUKYILIHY NOOAmMKO8) IHJiceHepito ma yugposi kawaiu 00x00y @IicKaibHO20 KOHMPOII.
Tloxazano, wo yugposizayis MidcHapoOHoi mopeieni opmye AKICHO HOBUU SUMIp MIHI3ayii, 0e
MPAOUYIHI MEXAHIZMU KOHMPOJIO BUABTISIIOMbCS HeeheKMUBHUMU, d MeAHCA MidiC ONMUMIi3ayicio i
MiHb0oBOI0 OisNbHICMI0 cmae Odedani menwt uimkor. Konyenyiro cmpykmypnoi oyanbHocmi
NepeoCMUCIeHO AK NPOOYKM  [HCMUMYYIHOI  HeY3200M4CeHOCMI:  HepOPMANbHULL  CeKMop
nIOMPUMYEMBCA He K)IbMYPHOIO IHEPYIEIO YU 6I0CMANicmio, a payioHalbHOI0 PeaKyicro a2eHmia Ha
BUCOKI MPAHCAKYIUHI UMpamu 1e2aibHoi OisibHoOCmi ma ciabke npaso3acmocy8anus. 3pobieno
BUCHOBOK, WO eheKmuUsHa noaimuxka oeminizayii nompebye He cmilbKu NOCULEHHS DenpecUusHUX
MEXAHI3MI8, CKINbKU 3HUINCEHHS THCMUMYYIiHUX 0ap'epis, 2apMoHizayii pe2yiamopHUx peicumis
MIdHC TOPUCOUKYIAMU MA CMBOPEHH YMO8, 34 SKUX JleealbHd OisIbHICMb CMA€E eKOHOMIYHO
npuBadIUBIULOI0 3a MIHLOS).

Knrowuosi cnoea: minbosa ekoHomixa, MiHi3ayis, MIXCHAPOOHA MOP2iGJisl, HeOTHCIMUMYYIUHULL
nioxio, pezyniamopuuti  apoimpadxc, CmMpYKmypHa —OyalbHiCMb, MPAHCAKYIUHI  GumMpamu,
IHcmumyyiina Ouc@yHKyis, MaHinyI08aHHs MOP2OBEIbHOI0 8APMICIMIO, NOOAMKOB8A IHICEHEPIs,
yughposa mopeiens, oeminizayisn

Introduction. The shadowing of economic activity appears as a multidimensional
phenomenon that combines legal and illegal business activities and operates at the interface of the
formal and informal sectors. It reflects a complex system of relationships between economic entities
that interact within different regulatory regimes, use a wide range of organizational and economic
mechanisms, and form alternative channels for the movement of financial and material resources.
Shadow practices are not limited to tax evasion or violation of the law. They include a wider range
of economic actions aimed at optimizing costs, minimizing transactional restrictions, and adapting
to institutional dysfunctions. That is why the study of shadowing requires an analytical framework
that can combine the economic, institutional, and managerial dimensions of the problem. The
evolution of the theoretical discourse of the shadow economy has deep historical roots. Already
within classical political economy, there is awareness of informal practices and the duality of
economic processes. However, the shadow economy was conceptualized as an independent object
of research only in the second half of the twentieth century. The development of modern approaches
to its analysis occurred on a transdisciplinary basis, leading to various conceptual interpretations.
Economic approaches focused on the influence of the tax burden, regulatory restrictions, and the
level of economic development. Sociological approaches are considered shadowing because of
social norms, cultural attitudes, and behavioural models. Political science concepts linked it to the
quality of public administration, the level of corruption, and the effectiveness of institutions.
Management, accounting, and statistical approaches focused on mechanisms for controlling,
monitoring, and measuring the scale of informal activity. Among these approaches, the neo-
institutional perspective has particular methodological potential for analyzing shadowing in
international trade. In contrast to approaches that treat the shadow economy as a deviation, a cultural
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atavism, or a consequence of insufficient control, neo-institutionalism offers an explanatory
framework in which shadowing is a rational response of economic agents to specific institutional
configurations (North, 1990). In international trade, this logic becomes particularly pronounced,
since cross-border transactions by definition cross the boundaries of different institutional
environments, creating systemic opportunities to exploit differences across jurisdictions. An
important characteristic of the shadow economy is its dualistic nature - the stable coexistence of the
formal and informal sectors within a single economic system. On the one hand, shadowing creates
risks for fiscal stability, undermines the tax base, reduces the effectiveness of state regulation, and
increases inequality. On the other hand, the informal sector is capable of performing adaptation and
stabilization functions, providing employment, supporting entrepreneurial activity and contributing
to the preservation of economic dynamics in periods of crisis. Traditionally, this duality has been
described as an independent structural property of economic systems (Lewis, 1954). However, the
neo-institutional perspective allows us to pose the question differently: duality is not an initial
condition, but arises as a result of specific institutional gaps - discrepancies between formal rules
and real practices, between the costs of legal activity and the availability of informal alternatives.

Functional analysis of the shadow sector enables us to identify several of its economic roles.
It can act as a buffer that mitigates the impact of macroeconomic shocks and provides alternative
sources of income for the population; act as a channel for redistributing resources between the
formal and informal sectors, when part of the informal income returns to the formal economy
through consumption and investment; and promote the development of small businesses, providing
flexibility and lowering barriers to entry to the market (De Soto, 2000). At the same time, shadowing
creates significant challenges: it complicates the forecasting of macroeconomic indicators, reduces
the effectiveness of fiscal and monetary policy, increases institutional dysfunctions, and undermines
trust in state institutions (Schneider & Enste, 2000). The growth of informal activity distorts the
competitive environment, as shadow-sector enterprises benefit from avoiding regulatory and tax
costs, creating unequal conditions of competition.

In the international dimension, the shadow economy goes beyond national jurisdictions and
takes on forms that directly deform the structure of trade flows. Regulatory arbitrage as a tool for
shadowing the global economy allows economic agents to exploit differences between jurisdictions
to minimize tax and regulatory obligations (Reznikova, Ivashchenko & Dvornyk, 2022a). Tax
engineering in offshore financial centers forms a channel through which significant volumes of
capital and trade flows are removed from the control of national fiscal authorities (Reznikova,
Ivashchenko & Dvornyk, 2022b). These processes create systemic distortions in international trade,
distorting the real geography and volumes of commodity and financial flows. Assessing their scale
and mechanisms requires an analytical framework that explains not only individual manifestations
of shadowing but also its institutional nature and structural stability.

The purpose of the article is to develop a neo-institutional interpretation of the shadowing of
international trade, within which the structural duality of economic systems - the stable coexistence
of the formal and informal sectors - is interpreted not as an initial characteristic of the economic
system, but as analytically deduced from specific institutional configurations. Achieving this goal
involves solving the following tasks: systematization of theoretical approaches to the analysis of the
shadow economy with the definition of the heuristic potential of the neo-institutional perspective;
substantiation of institutional mechanisms of the shadowing of international trade, in particular
regulatory arbitrage, trade value manipulation and jurisdictional tax engineering; analysis of the
impact of digitalization on the transformation of the channels of the shadowing of cross-border
transactions; rethinking structural duality as an institutionally determined phenomenon. The
methodological basis of the study is a neo-institutional analysis grounded in the categories of
transaction costs, formal and informal institutions, mechanisms for enforcing rules, and incentive
structures, supplemented by structural-functional and comparative approaches.

Literature review. The theoretical understanding of the shadow economy has gone from the
initial identification of the informal sector to the formation of an extensive system of conceptual
approaches. An important starting point is the work that recorded the existence of informal
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employment as a mass phenomenon in developing countries, identifying informal income as a
structural component of the urban economy (Hart, 1973). This idea marked the beginning of the
systematic study of the shadow sector as an object of economic analysis. Descriptive models of the
dual structure of developing economies recorded the coexistence of traditional and modern sectors
as a stable characteristic of economic systems (Lewis, 1954, Boeke, 1953). Although these models
originally concerned the agro-industrial structure, their logic was later applied to the analysis of the
shadow economy, where the formal and informal sectors operate in parallel. However, dualistic
models posited structural duality without offering a systematic explanation of its institutional
causes, thereby limiting their predictive potential.

Quantitative measurement of the shadow economy became the subject of a separate research
tradition. Systematization of the conceptual apparatus and classification of forms of shadow activity
through the analysis of underground and unregulated economies allowed for the structuring of the
subject field of research (Feige, 1990). The methodology of assessing the scale of shadow activity
through monetary indicators and the analysis of cash demand offered indirect ways to measure
unobserved economic activity (Tanzi, 1999). Generalizing studies expanded the empirical base and
revealed systemic patterns related to the level of tax burden, the quality of institutions, and the
degree of regulatory complexity (Schneider & Enste, 2000, Medina & Schneider, 2018).

The turning point in the theoretical understanding of the shadow economy is associated with
the formation of the neo-institutional direction. The concept of the institutional environment as a set
of formal rules, informal restrictions, and mechanisms for their enforcement created the basis for
explaining shadowing as a consequence of institutional dysfunctions, rather than cultural
backwardness or moral deviation (North, 1990). The theory of transaction costs holds that the choice
between formal and informal activities is determined by comparing the costs of legal and shadow
forms of governance, including contracting, information search, control, and enforcement of
agreements (Williamson, 1985). Linking the scale of informal activity with excessive bureaucracy
and high barriers to entry into the formal economy transferred the problem of de-shadowing from
the plane of law enforcement to the plane of institutional design (De Soto, 2000).

Studies of the relationship between regulatory quality, discretionary powers of officials, and
the extent of shadow activity have found that increasing regulatory complexity systematically
increases the share of the informal sector (Johnson, Kaufmann & Zoido-Lobaton, 1998). Analysis
of the impact of tax morality and trust in institutions on the behaviour of economic agents has added
a cultural-behavioural dimension to the institutional approach, demonstrating that shadowing is
determined not only by rational cost accounting, but also by subjective perceptions of the legitimacy
of the institutional order (Torgler & Schneider, 2009).

In the context of international trade, the neo-institutional logic of shadowing has been
explored across several analytical strands. Analysis of regulatory arbitrage demonstrates how
divergences across jurisdictions create systemic incentives to shift operations to less-regulated
environments (Reznikova, Ivashchenko & Dvornyk, 2022a). Research on tax engineering in offshore
financial centers reveals mechanisms for removing trade and financial flows from fiscal control
(Reznikova, Ivashchenko & Dvornyk, 2022b). Analysis of fiscal instruments of regulatory
competition has demonstrated that periods of crisis increase incentives for shadowing through
increased uncertainty and weakened control (Reznikova, Bulatova, Yatsenko & Ivashchenko, 2022).

A separate analytical strand is research on the impact of digitalization on the transformation
of shadow practices. Strategic determinants of competitiveness in the digital age include the ability
of states to counter shadowing of cross-border digital transactions (Reznikova, Vovk &
Ptashchenko, 2025). Analysis of digital trade in global markets reveals new channels of shadowing
related to the platform economy and cross-border digital services (Pryiatelchuk, 2023).
Conceptualization of the digital media market highlights the growth of the shadow segment in the
digital economy (Pryiatelchuk & Bekh, 2020). Financial technologies in the development of e-
commerce create new opportunities for both deshadowing through payment transparency and
shadowing through control-circumvention tools (Zablotska, 2025). These processes are considered
in the broader context of international business, where shadow practices acquire a cross-border
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nature (Vergun, 2020). Despite a significant body of research, several gaps remain in the literature.
First, the duality of the formal and informal sectors is mostly described as an empirical fact, rather
than inferred from institutional reasons, which limits the explanatory potential of the analysis.
Second, the relationship between the macroeconomic dimensions of shadowing and the specific
institutional mechanisms of shadowing trade flows needs to be systematized. Third, the impact of
digitalization on shadow practices in international trade has been analysed mostly descriptively,
without integration into a neo-institutional analytical framework. This article aims to fill these gaps
by constructing a neo-institutional interpretation of shadowing international trade, in which the
structural duality of economic systems is understood as the result of specific institutional
configurations rather than an initial condition.

Main results of the research. The legal approach to the shadow economy primarily
characterizes it as a set of economic activities that violate the formal rules and norms of economic
legislation, including both administrative and criminally punishable forms of activity. In this logic,
shadow operations are defined not so much by their economic results as by the legal deviation from
established procedures for registration, licensing, income declaration, and transaction recording.
Shadowization is interpreted as a violation of the legal regime governing economic activity. The
legal perspective distinguishes between illegal activities directly related to the production and
circulation of prohibited goods and services, and hidden activities within the framework of
permitted types of business (Feige, 1990). Such a distinction shows that the shadow economy is not
reducible to crime but encompasses numerous practices in the gray area between legality and
illegality.

The economic approach defines the shadow economy as a phenomenon that deforms the
effectiveness of state policy, distorts the allocation of resources, and distorts the objectivity of
macroeconomic indicators (Schneider & Enste, 2000). The central point here is not the violation of
the norm, but the consequences of concealment: fiscal losses, reduced controllability of the
economy, weakening of monetary and budgetary regulatory instruments, and distortion of statistics.
Official macro indicators that ignore hidden activity do not describe the entire economy but only its
formal part (Tanzi, 1999), creating a statistical incompleteness that distorts not only analysis but
also policy instruments calibrated to a distorted picture of reality. At the global level, shadowing
manifests itself through cross-border transactions in trade, investment, and finance, including illegal
capital outflows, violations of tax regimes, the use of complex corporate structures, and
jurisdictional arbitrations (Reznikova, Ivashchenko & Dvornyk, 2022a; Reznikova, Ivashchenko &
Dvornyk, 2022b).

The sociological approach reveals the shadow economy as a shadowing of social and labor
relations, with the central objects being working conditions, social risks, and inequality in access to
legal protection. Shadow employment is considered as a result of structural imbalances in the labor
market and social exclusion (ILO, 2018; Hart, 1973). Informal employment is formed as a network
of small enterprises and trading practices that provide the population with basic goods and services
outside the formal registration regime. Such networks can be technologically primitive but socially
sustainable, as they are embedded in everyday practices and compensate for the weaknesses of the
formal economy.

The cultural approach shifts attention to the value-normative nature of shadowing. Shadow
practices are considered as derivatives of historically formed values, norms of trust, attitudes
towards the state, and moral guidelines for economic behaviour (Torgler & Schneider, 2009). This
approach helps explain why similar economic incentives across countries yield different levels of
informality: cultural codes can either enhance or inhibit the propensity toward informal practices.
The accounting and statistical approach links the shadow economy to its invisibility in official
accounting systems and national accounts, emphasizing measurement issues and international
comparisons (Medina & Schneider, 2018).

A comparison of the approaches shows that they describe different but interconnected aspects
of the shadow economy. The legal approach emphasizes illegality, the economic approach
emphasizes systemic consequences, the sociological approach emphasizes the shadowing of labor,
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the cultural approach emphasizes the value-normative foundations of informality, and the
accounting and statistical approach emphasizes the problem of invisibility for official
measurements. These perspectives partially overlap, since one and the same practice can be
simultaneously a legal deviation, an economic distortion, a social adaptation, and a statistical
invisibility. However, each of these approaches primarily describes individual manifestations of
shadowing, without offering a single explanatory framework that integrates causes, mechanisms,
and structural consequences. It is this integrative function that the neo-institutional approach can
perform.

The neo-institutional approach proposes an explanatory model in which shadowing is derived
from specific characteristics of the institutional environment rather than from agents' moral
deficiencies or societies' cultural features. Central to the notion of institutional compatibility is the
idea that when formal rules are not perceived as legitimate or are not economically acceptable,
incentives arise to circumvent them and form alternative practices (North, 1990). The choice
between formal and informal activities is determined by a comparison of transaction costs: the costs
of contracting, information search, negotiations, control, and enforcement of agreements
(Williamson, 1985). When the institutional environment imposes high costs on legal activity,
businesses seek alternative forms of organization, including informal agreements and the transfer
of operations to less-regulated jurisdictions. Shadowing in this context is a microeconomic
optimization strategy that reduces private costs but creates social losses (Johnson, Kaufmann &
Zoido-Lobaton, 1998).

The theoretical discourse on shadowing encompasses a number of paradigms, each offering
its own explanation of the causes and corresponding policy prescriptions. Classical political
economy viewed shadowing through the prism of the rational behaviour of subjects and the lack of
control but proceeded on the assumption of the stability of production and the low role of
institutions. The Keynesian tradition linked shadowing to macroeconomic imbalances and market
failures, treating it as a source of instability. The monetary concept assumes that shadow transactions
are settled in cash, and that the growth of shadow activity is reflected in the dynamics of demand
for monetary aggregates (Tanzi, 1999). The neoliberal concept linked shadowing to excessive fiscal
burdens, treating shadow practices as a forced response by businesses to high taxes and complex
procedures (Loayza, 1996).

The neo-institutional approach integrates the productive elements of these paradigms into a
single analytical framework. It acknowledges the role of fiscal burden (the neoliberal argument) and
macroeconomic instability (the Keynesian argument), but explains them through the category of
institutional dysfunction. High taxes in themselves are not the cause of shadowing - they become so
under conditions of weak law enforcement, low trust in the state, and the absence of a tangible
connection between tax payment and the quality of public goods. Similarly, macroeconomic
instability becomes an incentive for shadowing not automatically, but through the weakening of the
institutional framework and increased uncertainty.

It is in international trade that the neo-institutional logic of shadowing manifests itself most
clearly. Cross-border transactions, by definition, cross the boundaries of different institutional
environments, and the differences between tax regimes, regulatory standards, and enforcement
practices of different jurisdictions create systemic opportunities for regulatory arbitrage - the
relocation of transactions to environments with lower compliance costs (Reznikova, Ivashchenko &
Dvornyk, 2022a). This mechanism is fundamentally different from shadowing within a single
jurisdiction: it exploits not so much the deficiencies of a single institutional system as the gaps
between systems.

Based on neo-institutional analysis, it is appropriate to propose a typology of institutional
mechanisms that shadow international trade. The first mechanism is trade misinvoicing: the artificial
overpricing or underpricing of goods and services in foreign trade contracts, which is becoming one
of the most common channels for illicit capital outflows from developing countries (GFI, 2021).
The institutional prerequisite for this mechanism is the asymmetry of customs controls between
partner countries: weak enforcement in one jurisdiction creates an opportunity for value
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manipulation in bilateral trade. The second mechanism is jurisdictional tax engineering: the use of
offshore financial centers and complex corporate structures to shift profits to jurisdictions with
minimal tax obligations (Reznikova, Ivashchenko & Dvornyk, 2022b). The institutional basis of this
mechanism is competition between jurisdictions for capital, which creates a “race to the bottom” in
tax regulation and, in turn, expands the space for shadow operations. Fiscal competition between
states becomes particularly intense in times of crisis, when governments, seeking to support
economic activity, weaken regulatory control (Reznikova, Bulatova, Yatsenko & Ivashchenko,
2022).

The third mechanism is digital channels for circumventing fiscal control: the platform
economy, cross-border digital services, and cryptocurrency payments, which create transactions that
are difficult to control with traditional fiscal instruments (Pryiatelchuk, 2023, Zablotska, 2025). The
institutional specificity of this mechanism is that the regulatory regimes of most jurisdictions were
designed to control physical commodity flows and banking transactions, whereas digital
transactions fall outside these regimes. Competitiveness in the digital age is determined, among
other things, by states' ability to create effective regimes for regulating cross-border digital
transactions (Reznikova, Vovk & Ptashchenko, 2025). The digital media market, where traditional
control mechanisms are ineffective, is becoming a growth zone for shadow practices (Pryiatelchuk
& Bekh, 2020). International business in these conditions operates in an environment of growing
institutional uncertainty, where the line between optimization and shadowing is becoming
increasingly blurred (Vergun, 2020). The development of digital financial technologies significantly
complicates the institutional picture of shadowing. On the one hand, cashless payments increase
transparency and narrow the space for cash shadow transactions. On the other hand,
cryptocurrencies and decentralized financial platforms create fundamentally new channels of
shadow cross-border transactions that do not fit into existing regulatory regimes (Zablotska, 2025).
The monetary concept of the shadow economy, which linked shadowing to the demand for cash,
proves methodologically limited in the digital context: shadow transactions increasingly occur in a
cashless, uncontrolled format.

The proposed neo-institutional framework allows us to rethink the very nature of the structural
duality of economic systems. Traditionally, dualism - the coexistence of the formal and informal
sectors - was described as an initial structural characteristic that only needs to be stated. Models of
the dual economy identified two sectors with different levels of productivity and institutional
organization (Lewis, 1954, Boeke, 1953), but did not systematically examine the institutional
conditions that generate and reproduce this duality. The neo-institutional perspective allows us to
answer this question. Structural duality arises and is reproduced when transaction costs of legal
activity systematically exceed those of informal activity for a significant share of economic agents.
This gap can be caused by various institutional factors: excessive bureaucratization and high barriers
to entry into the formal economy (De Soto, 2000); weak enforcement, which reduces the risks of
rule violations (Johnson, Kaufmann & Zoido-Lobaton, 1998); low tax morale and lack of trust in
institutions (Torgler & Schneider, 2009); inconsistency of formal rules with real business conditions
(North, 1990).

In international trade, structural duality takes on an additional dimension. Formal trade is
carried out within the framework of WTO rules, bilateral agreements and national regulatory
regimes. Informal or semi-formal trade exploits the gaps between these regimes - differences in
customs rates, asymmetry of control, jurisdictional competition. The informal sector of international
trade is supported not by cultural inertia or backwardness, but by the rational response of agents to
specific institutional configurations. This means that duality is not permanent - it narrows as the
transaction costs of legal trade decrease and expands as they increase.

An important consequence of such a rethinking is a change in the perspective of de-
shadowing. If duality is an institutional product, then overcoming it requires not so much
strengthening repressive mechanisms as a targeted change in the institutional conditions that make
legal activity economically more attractive than shadow activity. In international trade, this involves
harmonizing regulatory regimes across jurisdictions, reducing customs and administrative barriers,
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strengthening mechanisms for information exchange between tax authorities, and establishing
adequate regulatory frameworks for digital cross-border transactions.

Conclusions. The study allows us to formulate the following conclusions. First, the neo-
institutional approach has the greatest heuristic potential among the available theoretical
frameworks for analysing shadowing in international trade. Unlike the legal approach, which states
illegality, the economic approach, which records macroeconomic consequences, and the
sociological approach, which describes social manifestations, the neo-institutional perspective
offers an explanatory model in which shadowing is derived from specific characteristics of the
institutional environment - the level of transaction costs, the quality of law enforcement, the degree
of institutional compatibility and the structure of incentives.

Secondly, the shadowing of international trade is implemented through three main
institutional mechanisms, each of which has its own institutional prerequisite. Manipulation of trade
value relies on the asymmetry of customs control between partner countries. Jurisdictional tax
engineering uses jurisdictional competition for capital and the "race to the bottom" in tax regulation.
Digital channels for circumventing fiscal controls exploit the inconsistency between existing
regulatory regimes and the conditions of the digital economy. This typology allows us to
differentiate tools to combat shadowing depending on the specific institutional mechanism.

Third, the digitalization of international trade creates a qualitatively new dimension of
shadowing that does not fit into the existing analytical framework. The platform economy,
cryptocurrency payments, and cross-border digital services create channels that are not controlled
by traditional fiscal mechanisms designed to monitor physical commodity flows and banking
transactions. This necessitates the development of new institutional control instruments that are
adequate to the digital nature of cross-border operations.

Fourth, and this is the central theoretical result of the study, the structural duality of economic
systems - the stable coexistence of the formal and informal sectors - is not an initial characteristic
of the economic system but is analytically derived from specific institutional configurations. Duality
arises and is reproduced when the transaction costs of legal activity systematically exceed the costs
of informal activity for a significant part of agents. In international trade, this mechanism acquires
additional specificity: duality is supported not only by the dysfunctions of individual institutional
systems, but also by the gaps between them - jurisdictional differences that generate systemic
opportunities for regulatory arbitrage. This rethinking has direct political consequences: effective
de-shadowing of international trade requires not strengthening repressive mechanisms, but reducing
institutional barriers, harmonizing regulatory regimes and creating conditions under which legal
activity becomes economically more attractive than shadow activity.

The scientific novelty of the study lies in: rethinking structural duality as an institutional
product, rather than an initial characteristic of economic systems; developing a typology of
institutional mechanisms of shadowing international trade on a neo-institutional basis; integrating
the digital dimension of shadowing into a neo-institutional analytical framework; substantiation of
the neo-institutional approach as a single explanatory framework capable of integrating productive
elements of legal, economic, sociological and cultural approaches to the analysis of the shadow
economy. Prospects for further research include empirical verification of the proposed typology of
institutional mechanisms of shadowing on the material of specific regions and commodity markets;
quantitative assessment of the relationship between the level of transaction costs of legal cross-
border activity and the scale of the shadow trade segment; analysis of the effectiveness of various
institutional instruments for de-shadowing digital cross-border transactions.
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Abstract. The purpose of the article is to substantiate the theoretical interpretation of digital
agents as functional equivalents of economic actors and to demonstrate that their expanding role in
production and market processes creates the preconditions for a gradual decoupling of
demographic dynamics from economic growth, thereby transforming the foundations of production,
labour markets, institutional arrangements and the international distribution of economic power.
The article proposes a theoretical interpretation of Al-based digital agents as functional equivalents
of economic actors, creating preconditions for decoupling the centuries-old link between
demographic dynamics and economic growth. The concept of shadow demographics is
substantiated as an analytical category describing a growing algorithmic population that expands
in parallel with the stagnation or decline of the human population, while the prospect of its
transformation into algorithmic demographics through the institutionalisation of digital agent
registration is outlined. The transformation of the ontological status of technology is analysed -
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from a productivity-enhancing tool to an autonomous participant in economic processes, forming a
hybrid factor of production that combines characteristics of both capital and labour. An approach
to the quantitative identification of algorithmic agents through the category of cognitive full-time
equivalent (cFTE) is proposed, enabling the comparison of algorithmic and human productivity
within a unified analytical framework, alongside the category of agent energy profile (AEP) as a
measure of annual energy consumption per unit of cFTE. The fundamental asymmetry between
economic and social reproduction is examined, arising from the capacity of digital agents to
compensate for the productive functions of the population while being unable to substitute its
functions of social reproduction. It is demonstrated that the institutional architecture of modern
societies - from pension systems to taxation models - is built upon assumptions systematically
undermined by the agentic economy, necessitating a revision of fiscal and social models,
particularly through the introduction of discrete taxation of algorithmic employment. The
geoeconomic dimension of algorithmic transformation is analysed, whereby the capacity to create,
maintain, and control digital agents becomes a new axis of international inequality, potentially
devaluing the demographic dividend of developing countries and creating preconditions for revising
the logic of comparative advantages. Particular attention is given to algorithmic collusion as a new
form of market failure.

Keywords: shadow demography, algorithmic demography, algorithmic population, digital
agents, cognitive full-time equivalent, agent capital, human capital, agent energy profile, artificial
intelligence, labour market, growth, institutional inertia, geoeconomics, inequality, shadow
economy, IT market, digital market.

Anomauia. Y cmammi nponoHyemuscsa meopemudna inmepnpemayis yughposux azeHmie Ha
OCHOBI WMY4YHO20 IHMeNeKmy SIK (QYHKYIOHANbHUX eKBIBANIeHMI8 eKOHOMIYHUX cy0'ekmis, wo
CMBopIOmMb nepedymosu 0isi po3pugy 6a2amosiko8o2o 383Ky Midc 0emoepagiuHow OUHAMIKOW
ma exoHomiuHum 3pocmanusam. OOIpYHMOBYEMbCA KOHYenyiss MmiHboeoi Odemozpadii  aAx
AHANIMUYHOI Kame2opii 01 onucy 3pocmaiodoi aneopummiyHoi nonyiayii, wo po3uuproEMsbCsl
napanenbHo 3i CMazHayicio abo CKOPOUEHHAM I0OCbKO20 HACENIeHHsl, Ma NOKA3aHO NePCneKmugy ii
mpancopmayii  y  aneopummiuny  demoepaghito  (algorithmic  demographics) enacnioox
iHcmumyyionanizayii oonixy yugposux acenmis. Ananizyemoca mpauncgopmayis oOHMON02IUHO20
cmamycy mexuHono2ii - 8i0 IHCmpymeHmy nio8uyerHHs nPoOYKMUBHOCHI 00 A8MOHOMHO20 Y4ACHUKA
EeKOHOMIYHUX npoyecis, wo ¢opmwye 2iOpudHull akmop 6upoOHUYMEa, AKUU NOEOHYE
Xapaxmepucmuxu xanimany ma npayi. 3anponoHosano nioxio 00 KinbKicHOi i0enmuixayii
ANCOPUMMIYHUX A2eHMIB Yepe3 Kame2opito KOCHIMUBHO20 exgisaienmy nogHoi saunamocmi (cFTE),
Wo 00360/€ CNIBBIOHECMU Al2OPUMMIYHY MA JHOOCHKY NPOOYKMUBHICIb ) MeNHCaX €0UHO20
AHANLIMUYHO20 NPOCMOPY, A MAKOXNC Kamezopilo eHnepeemuuno2o npoghinio azenma (AEP) sax
Xapaxkmepucmuxky Hnumomo20 piuHo20 00ca2y cnojcusanns euepeii Ha oounuyro cFTE.
Iocriosxcyemocs ghynoamenmanvHa acumempis Midc eKOHOMIYHUM MA COYIANbHUM BIOMBOPEHHIM,
WO BUHUKAE BHACIIOOK 30AMHOCMI YUPDPOBUX a2eHmMi8 KOMNEHCY8amu 6UupoOHu4i ¢yHKyii
HACeNeHHs 34 HEMONCIUBOCI 3aMiyeH s 11020 YyHKYIl coyianrbHo2o eiomeopenns. Ilokazano, wo
IHCmumyyitina  apximekmypa CYYdCHUX CYCHIIbCME - GI0 NEeHCIUHUX cucmem 00 Mooeinell
0NnooamKy8ants - no6y008aHa Ha NPUNYULEHHSX, SAKI CUCMEMAMUYHO NIOPUBAIOMbCS A2eHMHOIO
EKOHOMIKOI0, WO 3YMOBNIOE HeOOXIOHICmb nepeaisioy (ICKarbHUux i coyianrbHux mooenel, 30Kkpema
yepe3 3anpo8adHcer s OUCKPEemMHO20 ONOOAMKY8AHHS ANCOPUMMIYHOL 3auHsaAmocmi. Ananizyemucs
2€0eKOHOMIYHUL BUMID aN2OPUMMIYHOI mpancgopmayii, y mexcax AKko2o 30amHicms Cmeopro8ami,
VMpuMysamu ma KOHmMpONoeamu Yu@pposux azeHmis cmae HOB0W GICCI0  MINCHAPOOHOT
HepieHOCMI, W0 NOMEHYIIHO 3HeYIHIOE deMocpadiunull OUBi0eH0 KpaiH, Wo po36usaromsCcs, ma
Gdopmye nepedymosu O0nsi nepecnsidy JN02IiKU NopieHANbHUX nepesae. Okpemy yeazy npuoiieHo
npoonemi aneopummivHoi Kono3ii ik HO801 (hopmu pUHKOBUX NPOBATIE.

Kniwowuosi cnoea: minvosa Oemoecpaghia, ancopummiyna Oemozpais, aneopummiuna
nonynayis, yugposi acenmu, KOCHIMUBHUL eKGIBANIEeHM NOBHOI 3AUHAMOCMI, A2eHMHUL Kanimai,
JIIOOCbKULL  KAnimaiu, eHepeemuyHull npo@ilb dazeHma, WMYYHUli IHmMeNeKm, pPUHOK npayi,
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3POCMAaHH, THCMUMYYIHAa IHepyis, 2e0eKOHOMIKA, HepigHicmb, miHbosa ekonomika, IT punok,
yughposuil puHoK.

Introduction. For millennia, the relationship between population and economic growth has
been regarded as axiomatic. From agrarian societies to industrial economies, demographic dynamics
have determined the volume of production, the depth of markets and the stability of fiscal systems.
Classical models of economic growth, from Malthusian to neoclassical, have treated labour as a key
factor of production, while its quantity has been interpreted as a function of demographic dynamics
(Kremer, 1993, Acemoglu & Restrepo, 2018). Strategic development forecasts have been based on
the following: demographic ageing in China and the European Union has been interpreted as a factor
in growth deceleration, whereas the young populations of India and African countries have been
viewed as a foundation for global economic leadership in the twenty-first century. According to
recent global labour and demographic projections, the reconfiguration of the global workforce and
the shifting balance of human capital across regions are expected to transform the geography of
economic growth and technological leadership in the coming decades (World Economic Forum,
2025), India’s population has already exceeded that of China, and the population of the African
continent is expected to double by 2050, which within classical logic would imply a shift in the
global centre of economic gravity. However, in the second decade of the twenty-first century, this
logic has begun to undergo a potentially fundamental revision. Contemporary economies
increasingly compensate for demographic slowdown not through higher fertility or migration, but
through the creation of artificial participants in economic processes - digital agents. Algorithms
generate content, process information, execute transactions, optimize logistics and support
managerial decision-making. They are not reflected in demographic statistics, yet directly influence
productivity and the structure of labour markets. Artificial intelligence thus transforms markets not
merely as a tool but as a full-fledged participant in economic relations capable of concluding
transactions, making decisions, and learning in digital environments (Shahidi et al., 2025).

If demographic decline necessarily implied economic decline, the logic of projections for
China and the European Union would remain consistent. However, if digital agents can functionally
compensate for the reduction in human labour in production processes, this relationship ceases to
be linear, and the predictive value of purely demographic models declines significantly. Similarly,
the demographic dividend of countries with young populations may prove less decisive than
previously assumed if cognitive labour becomes algorithmically reproducible.

The study's relevance is determined by several interrelated factors. First, the scale of
implementation of algorithmic agents has already crossed the threshold of statistical significance:
artificial intelligence-based agents and robotic systems can generate substantial economic value
annually in advanced economies (McKinsey Global Institute, 2025). Second, empirical studies
record the actual substitution of human labour by algorithmic agents in a number of sectors,
transforming a theoretical discussion into a practical economic challenge (Brynjolfsson, Chandar &
Chen, 2025, Ozkan & Sullivan, 2025). Third, the existing categorical apparatus of economic science
- particularly the concepts of population, labour market, and factors of production - proves
insufficient for an adequate description of the emerging reality, which necessitates further
conceptual and theoretical development.

The purpose of the article is to conceptualize digital agents as functional equivalents of an
economic entity and to analyse the structural consequences of this transformation for the
relationship between demography and growth, the institutional architecture of societies, and the
international distribution of economic power. Achieving this goal involves solving the following
tasks: substantiating the change in the ontological status of technology from a tool to an autonomous
participant in the economic process; conceptualizing shadow demography as an analytical category
and substantiating the prospect of its transformation into algorithmic demography; developing an
approach to the quantitative identification of algorithmic agents through the categories of cFTE and
AEP; analysing the fundamental asymmetry between economic and social reproduction; studying
the institutional and fiscal consequences of the agent economy; analysing the geoeconomic
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dimension of algorithmic transformation. The article's methodological basis is a theoretical and
analytical approach aimed at conceptualizing the transformation of production factors under the
influence of algorithmic technologies. The study is based on a structural-functional analysis that
reveals the functional equivalence of digital agents and human participants in the economic process,
without identifying their ontological status. The comparative-historical method is used to compare
the current technological transformation with previous technological revolutions. The use of a case-
oriented approach is heuristic and serves to demonstrate the practical consequences of theoretical
provisions.

Literature review. Modern research on the transformation of labour, productivity, and the
competence structure of the economy in the context of robotization and digitalization emphasizes
the growing role of human capital as a key intangible resource for economic development and
competitiveness (Rubtsova & Reznikova, 2018a; Rubtsova & Reznikova, 2018b). Within the
framework of the analysis of global structural changes, attention is focused on the formation of a
“new normal” of the world economy, which is accompanied by increased systemic risks, changes
in consumption and ownership patterns, and the transformation of the logic of economic behaviour
in the context of the transition to stakeholder capitalism and increased geoeconomic turbulence
(Panchenko, V. H. et al., 2024; Reznikova & Ivashchenko, 2017, Reznikova et al., 2023, Reznikova
& Panchenko, 2023). A separate area of research is shaping the idea of data and information
technology markets as a space of strategic competition for digital leadership, where technological
competencies and access to intellectual resources become determining factors in the positioning of
countries and companies in the global economy (Reznikova et al., 2025; Reznikova et al., 2023).
Within the framework of international business and the digital economy, attention is increasing to
the role of human capital as a fundamental intangible asset, to the processes of socialization of public
and corporate governance, as well as to the transformation of global markets under the influence of
digital trade and the media economy (Vergun, 2020; Pryiatelchuk, 2017, Pryiatelchuk & Naida,
2025, Pryiatelchuk, 2023; Pryiatelchuk & Bekh, 202(0). The combination of these approaches
provides a theoretical basis for analysing digital transformations of the international economy, in
which technological changes, human capital, and new forms of economic interaction are considered
interrelated factors in the structural restructuring of the global system.

The impact of artificial intelligence on economic growth and the labour market has become
the focus of intensive research, which can be systematised along several analytical directions. The
first group of studies examines the macroeconomic consequences of automation within the
framework of neoclassical and post-neoclassical growth models. Within this approach, the dynamics
of the «race between man and machine» are analysed through the interaction between technological
change and labour displacement, demonstrating that technological progress simultaneously replaces
workers in routine tasks and generates new, specifically human forms of economic activity
(Acemoglu & Restrepo, 2018). Further development of this analytical perspective emphasises that
the macroeconomic effects of artificial intelligence depend on whether it primarily automates
existing tasks or creates new productive opportunities, thereby shaping the trajectory of
productivity, employment and income distribution (4dcemoglu, 2024). In this context, artificial
intelligence is understood not merely as an additional technology but as a distinct form of capital
capable of partially or fully substituting for human labour across an expanding range of functions.

In traditional growth models, productivity increases through the accumulation of physical and
human capital. Within the emerging macroeconomics of artificial intelligence, a third component is
introduced: algorithmic or cognitive capital, characterized by high scalability and rapid diffusion
across sectors and regions. This shift places the elasticity of substitution between human labour and
digital agents at the centre of macroeconomic analysis. When artificial intelligence complements
labour, it enhances productivity and income growth. When it operates as a functional substitute, a
divergence may arise between productivity dynamics and the trajectories of employment and wages.
Under such conditions, the prospect of economic growth without a proportional increase in labour
input becomes increasingly plausible. The analytical consequence of this transformation is a gradual
decoupling of economic growth from demographic dynamics, as productive capacity can expand
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even amid population stagnation or decline, given the scalable nature of algorithmic agents and their
ability to perform cognitive, managerial, and innovative functions. Trammell and Korinek
demonstrate that full automation of production, in which machines can self-reproduce, can
dramatically accelerate economic growth while reducing the share of labour in income, thereby
challenging the Kaldor facts that long characterized growth at the technological frontier (Trammell
& Korinek, 2023).

A second group of studies focuses on the empirical labour market effects of artificial
intelligence adoption. Large-scale analyses of wage and employment data reveal significant
employment declines among younger workers in occupations with high exposure to artificial
intelligence, indicating structural shifts in labour demand (Brynjolfsson, Chandar & Chen, 2025).
Complementary research identifies a correlation between the diffusion of generative artificial
intelligence and rising unemployment within exposed occupational groups, suggesting that
technological substitution effects are already observable in contemporary labour markets (Ozkan &
Sullivan, 2025). Further assessments of large language models highlight their character as general-
purpose technologies capable of affecting a wide spectrum of professional activities and task
structures across sectors (Eloundou et al., 2024).

A third research direction explores the transformative potential of artificial intelligence agents
as a new type of economic actor. Analytical work on the emerging «agentic economy» demonstrates
that Al agents can reshape demand, supply, and market design by altering traditional market
coordination mechanisms and reducing transaction costs associated with human attention and
decision-making (Shahidi et al., 2025). Conceptual studies of agent-based artificial intelligence
further emphasise the transformation of capitalism through the emergence of agentic capital and
new forms of value creation rooted in algorithmic autonomy (Klover.ai, 2025). The broader
implications of transformative artificial intelligence for development strategies, income distribution,
and global economic dynamics are examined through the lens of international political economy
and technological change (Korinek, 2024, Korinek & Stiglitz, 2021). A fourth strand of research
focuses on algorithmic behaviour in markets, particularly the phenomenon of algorithmic collusion.
Studies of reinforcement learning systems demonstrate that pricing algorithms can «learn» collusive
strategies without explicit programming, revealing the potential for autonomous coordination
among digital agents (Calvano et al., 2020). Empirical analyses based on real market data further
confirm these findings, showing that algorithmic pricing can contribute to coordinated market
outcomes in competitive environments (4ssad et al., 2024).

At the same time, several significant gaps remain in existing literature. First, there is no
comprehensive conceptualisation of an algorithmic population as a demographic phenomenon, as
most studies focus on sector-specific effects of automation rather than on systemic shifts in the
relationship between human population and algorithmic agents. Second, an analytical framework
for quantitatively comparing algorithmic and human productivity within a unified measurement
system has not yet been developed. Third, the institutional implications of algorithmizing,
particularly for pension systems, taxation models, and the broader mechanisms of social
reproduction, are examined only fragmentarily and without integration into a coherent theoretical
framework. Fourth, the geoeconomic dimension of algorithmic transformation remains
insufficiently explored, especially the question of how unequal capacities to create and control
digital agents may generate new axes of international inequality and reshape the distribution of
economic power in the global economy.

Main results of the research. Traditional economic theory treats technology as a means of
increasing the productivity of human labour. In classical models, including the Cobb-Douglas
production function, technological progress is included as a parameter that multiplies the efficiency
of production factors but does not create a new factor. Even in the most ambitious models of
automation of the twentieth century - from Ford’s assembly line to industrial robots - machines
remained tools that supplemented or replaced human physical labour in narrowly defined
operations. Their economic effect was to increase each worker's productivity and, accordingly, to
raise per capita productivity indicators. In this paradigm, technology has always been mediated by
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humans: a CNC machine tool (computer numerical control), an assembly line, or an industrial robot
required a human operator, programmer, or adjuster.

The new generation of digital agents is qualitatively changing this picture. As demonstrated
in studies on the transformation of capitalism under the influence of agent-based artificial
intelligence, modern agents are not simply tools used by humans but systems capable of performing
work autonomously (Klover.ai, 2025). Their defining characteristics - autonomy, purposefulness,
and adaptive learning - provide them with the capacity to make independent economic decisions,
from production and exchange to negotiation and investment. This introduces a non-human actor
into the core of capitalist processes and challenges the basic assumptions of an economic system
historically grounded in human behaviour, incentives, and constraints. The result is a hybrid factor
of production that researchers increasingly conceptualise as agentic capital or digital labour.
Classical economics traditionally defines factors of production as land, labour, and capital, with
labour implicitly referring to human labour in both its physical and cognitive forms. Artificial
agents, as privately owned software systems, formally belong to capital. However, this represents a
unique form of capital, since it autonomously performs the cognitive component of labour. This
reclassification has implications that extend beyond terminology, fundamentally affecting the
interpretation of markets, income distribution and the nature of economic activity itself (Korinek,
2024; Korinek & Stiglitz, 2021).

The scale of the potential consequences is determined by the fact that the current
transformation concerns not merely the automation of individual operations but the possibility of a
systemic replacement of cognitive labour. Full automation of production, including the automation
of research and development, is expected to significantly accelerate economic growth and alter the
distribution of income between capital and labour (Trammell & Korinek, 2023). Estimates of the
economic value generated by artificial intelligence further underscore the magnitude of this
transformation, indicating that Al-based agents and robotic systems can produce substantial annual
economic value in advanced economies (McKinsey Global Institute, 2025).

In parallel, the rapid development of humanoid robotics is intensifying, with leading
technology companies planning to mass-produce humanoid robots by 2030 at projected costs
comparable to or lower than the lifetime investment required for the education, healthcare, and
social reproduction of a highly skilled worker. The convergence of digital cognitive agents and
physical robotic systems suggests that within the next decade, a new type of economic unit may
emerge: an autonomous production entity capable of performing both cognitive and physical
functions previously dependent on human participation. According to the logic of recursive
production, such entities may also acquire the capacity to reproduce technologically similar units,
creating the preconditions for the multiplicative expansion of an algorithmic population. This
prospective dynamic has no historical precedent in earlier technological transformations and
fundamentally distinguishes the contemporary digital revolution from the industrial revolution
(Korinek, 2024; Korinek & Stiglitz, 2021).

We use the term «shadow demography» by analogy with the concept of «shadow economy»,
introduced into economic science to denote economic activity that is not recorded in official
statistics, but has a real impact on macroeconomic processes. Just as the shadow economy has
necessitated a review of methods for measuring GDP and employment, shadow demography calls
into question the adequacy of existing demographic indicators as indicators of economic potential.
«Shadow demography» describes the current state of the algorithmic population - a growing number
of digital agents that perform economic functions, but are not recorded by any statistical or
regulatory accounting system, are not taxed as units of employment and remain invisible to social
protection institutions. This is a state analogous to the shadow economy before the introduction of
appropriate assessment and regulatory methods. At the same time, the shadow nature of algorithmic
demography is not inherent to it - it is a consequence of the lack of institutional mechanisms for
accounting and regulation. As identification systems (similar to the DEAI system proposed below),
mechanisms for taxing algorithmic employment, and standards for measuring the productivity of
digital agents are introduced, shadow demography is naturally transformed into algorithmic
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demographics - a full-fledged object of statistical accounting, regulatory policy, and international
comparison. This two-stage logic reproduces the trajectory that the shadow economy took in the
20th century: from ignoring and ad hoc estimates to systematic accounting and integration into
macroeconomic statistics. The difference is that algorithmic demography can be integrated into
statistical systems much more quickly because the agents themselves are digital, by definition
leaving a computational footprint.

The scale of the process is already being quantified. Forecasts indicate that within the next
few years, a growing share of operational and strategic work decisions will be delegated to
autonomous agent-based artificial intelligence systems, while an increasing number of companies
integrating generative artificial intelligence are expected to implement pilot projects involving
autonomous agents and expand their use in core business processes. Market assessments further
demonstrate the rapid expansion of the artificial intelligence agent sector, which is projected to grow
at exceptionally high compound annual growth rates over the current decade.

These dynamics point to an exponential expansion of the algorithmic population, increasingly
comparable in scale to demographic processes. If transformative artificial intelligence renders
human-level intelligence technologically reproducible, it may fundamentally alter the historical
relationship between population and economic growth and signal the transition to a new stage of
economic development in which both traditional capital and intelligent machines become
reproducible resources and the boundary between them progressively erodes (Korinek, 2024). Any
attempt to include algorithmic agents in demographic or economic analysis requires solving the
problem of their measurement. This problem has both technical and conceptual components. The
technical component is that algorithmic agents do not have a stable «corporeal» form: a single
software product can perform functions equivalent to the work of dozens of people, or thousands of
microagents can coordinate to perform a single task. The conceptual component is the lack of a
generally accepted unit of measurement that would allow comparing algorithmic and human
performance. Historical experience suggests a productive analogy. Engine power is still measured
in horsepower - a unit introduced by James Watt in the late 18th century to compare the performance
of steam engines with the tractive power of horses. Although the automobile replaced the horse
more than a century ago, this metric remains in common use precisely because it provides intuitive
comparability. By similar logic, it seems appropriate to use a unit that is tied to human productivity
to measure the «powery of digital agents.

The proposed metrological transfer - measuring algorithmic agents in units of human
productivity - has a direct historical precedent in the inverse transfer that occurred during the
nineteenth century, when units originally developed for machines were systematically applied to the
human body. The calorie, coined by the French engineer Nicolas Clément in the early 1820s for
calculating the fuel efficiency of steam engines, was transferred to human physiology by German
scientists Carl von Voit and Max Rubner in the 1860s-1890s, who used bomb calorimeters - devices
that measured the energy content of food by burning it in a pressurised chamber - to quantify human
metabolism in the same thermodynamic units as mechanical combustion (Hargrove, 2006). This
approach was extended to the USA by W. Atwater, whose caloric values (4 kcal/g for protein and
carbohydrates, 9 kcal/g for fat) remain standard to this day. The broader intellectual project of
treating the working body as a «human motor» - measuring labour in energy units, fatigue in
thermodynamic terms, and nutritional needs as fuel requirements - has been extensively documented
(Rabinbach, 1990). The same logic of cross-domain commensurability underpinned the concept of
«human capital» (Becker, 1964), rendering investment in education analytically equivalent to
investment in machinery. In each case, the transfer of metrics across ontological boundaries served
not as a claim of identity between entities but as a pragmatic instrument for quantitative
comparability. The cFTE and AEP categories proposed in the present article perform the
symmetrical inverse of this operation: whereas the nineteenth century «dressed the human in the
clothes of the machine», measuring bodies as engines and labour as combustion, the twenty-first
century «dresses the algorithm in the clothes of the humany, measuring digital agents in full-time
employment equivalents and their resource requirements in energy-per-unit-of-cognitive-
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productivity profiles. The calorie precedent also provides a useful caution: the mechanistic model
of the body as a combustion engine proved analytically productive for approximately a century
before encountering systematic challenges from metabolic science, suggesting that cFTE will
function as a workable first approximation whose limits will become apparent as the specificity of
algorithmic cognition is better understood.

We propose the cognitive full-time equivalent (cFTE) as the basic unit of measurement for an
algorithmic agent's productivity. One cFTE corresponds to the cognitive work performed by one
skilled worker in a standard work year (approximately 2,000 hours) in a specific professional
context. Under this approach:

* a generative Al system that processes client requests with the speed and quality equivalent
to the work of 50 operators would be evaluated as 50 cFTE;

* an algorithmic trader that performs the amount of analysis equivalent to the work of 200
analysts would be evaluated as 200 cFTE;

* an automated programming system that generates code with the speed and quality of 30
developers would be evaluated as 30 cFTE.

The cFTE approach is not perfect, since the cognitive work of a person and an algorithm is
qualitatively different. However, it allows us to build an analytical bridge between algorithmic and
human productivity, similar to how ‘“horsepower” bridged mechanical and animal traction.
Fundamentally, cFTE is a measure of productivity, not subjectivity: it does not imply attributing
human qualities to an algorithm, but only allows us to quantitatively compare economic results. To
contextualize the scale, it is worth citing a historical analogy. The mid-20th century was
characterized by tens of thousands of workers occupying vast office spaces, performing calculations
that today can be done by a single laptop. The term «computer» originally meant a person’s
profession, not a device. In agriculture, the transformation was even more massive: areas that used
to employ thousands of people are now served by a few dozen workers and units of equipment. If
these transformations have occurred over decades in physical labour, there is reason to expect a
similar transformation in cognitive labour - but in a much shorter time frame. To move from shadow
to algorithmic demography, it is necessary to address the problem of identifying and recording
digital agents. Today, algorithmic agents are not subject to any form of accounting comparable to
that required for legal entities or individuals. They are deployed, scaled, and liquidated without any
formal procedure, which makes their «population» largely unobservable for regulatory and
statistical authorities.

The analogy with corporate law is instructive. Just as the institution of the legal entity emerged
to provide legal status to organisations performing economic functions without being individuals,
and just as registers of enterprises record the number, activity, and liquidation of firms, a system of
digital economic agent identification (DEAI) may be required. Such a system would include
registering algorithmic agents that exceed a defined productivity threshold, assigning unique
identifiers analogous to corporate identification codes, periodic reporting on productivity and
energy consumption indicators, and recording the creation and termination of agents to track the
dynamics of the algorithmic population. This approach does not imply the granting of legal
personality to algorithmic agents. Rather, it involves statistical and regulatory accounting
comparable to vehicle or industrial equipment registration, but focused on economic functionality.
The introduction of a DEAI framework would therefore mark the transition from shadow
demography to algorithmic demography by transforming an unobserved population into an object
of systematic measurement and governance. Recent research already explores regulatory
approaches to the governance of digital agents, including proposals for licensing mechanisms and
institutional oversight prior to their deployment in sensitive sectors such as finance, law or critical
infrastructure management, which supports the feasibility of a structured identification and
monitoring system for algorithmic agents (Shahidi et al., 2025; Bengio et al., 2024).

The process of algorithmic substitution is already producing measurable empirical effects.
Evidence indicates a significant decline in employment among young workers in occupations with
high exposure to artificial intelligence, particularly in software development and customer support,
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where algorithmic systems increasingly perform cognitive and routine tasks (Brynjolfsson, Chandar
& Chen, 2025). Additional labour market data confirm a reduction in employment shares within
occupations most exposed to artificial intelligence following the large-scale deployment of
generative Al systems, reflecting early substitution dynamics in knowledge-intensive sectors.
Empirical analyses further demonstrate a correlation between the adoption of generative artificial
intelligence across occupational groups and rising unemployment within those segments, with
computer and mathematical professions experiencing some of the most pronounced effects due to
their high level of exposure to algorithmic substitution (Ozkan & Sullivan, 2025).

At the same time, aggregate employment continues to expand, indicating that current
dynamics reflect substitution rather than absolute displacement of labour. Historical and forward-
looking assessments of technological change show that productivity growth driven by advanced
technologies may temporarily increase unemployment rates, but this effect tends to dissipate as new
forms of employment emerge and labour markets adjust to structural transformation. Long-term
employment trends confirm that a substantial share of current occupations did not exist in earlier
technological eras, demonstrating the capacity of innovation to generate new forms of work even as
existing functions are automated (Goldman Sachs Research, 2025).

These findings support two analytically significant conclusions. First, substitution effects are
sectorally uneven and possess a distinct cognitive profile, as algorithmic systems primarily replace
formalised, repetitive, and codifiable cognitive functions. Second, substitution in the cognitive full-
time equivalent dimension occurs at a significantly faster pace than changes in recorded
employment, since a single algorithmic agent may perform tasks equivalent to the productivity of
multiple human workers, thereby accelerating the expansion of the algorithmic component of the
productive system.

The growth of the algorithmic population creates a fundamental asymmetry that has important
theoretical and practical implications. Digital agents are capable of performing productive and
managerial functions, but they are incapable of performing functions of social reproduction. They
do not form political communities, do not create generations, and have no needs for housing,
education, or social infrastructure. They compensate for the economic role of the population, but
cannot replace it as the basis of society. The analytical depth of this asymmetry is revealed in
research demonstrating that artificial intelligence has the potential to disrupt three key functions of
work in the modern economy: work as the main scarce factor of production, work as the principal
source of income for the majority of the population, and work as the dominant form of time
allocation for working-age individuals (Korinek & Stiglitz, 2021). Critically, none of these functions
can be reduced to pure productivity. They are intertwined with social order, identity, dignity, political
participation, and the reproduction of institutions. As a result, the trajectories of economic
development and social structure begin to diverge. Economic activity may continue to expand even
amid demographic decline, while social institutions remain dependent on human reproduction.
Pension systems, educational models, urban infrastructure and mechanisms of political
representation were designed for societies characterised by demographic growth or at least stability.
They now operate in an environment in which economic activity can be sustained without
demographic expansion, creating a structural contradiction between the logic of production and the
logic of social reproduction.

This asymmetry acquires an additional dimension in research demonstrating that artificial
agents are also transforming the logic of value creation and competition on digital platforms.
Contemporary digital platforms traditionally monetise human attention through the optimisation of
clicks, engagement and emotional responses; however, the growing presence of autonomous agents
capable of interacting with platforms independently of human users alters the structure of demand,
supply and market design within digital environments (Shahidi et al., 2025). But Al agents don’t
click or scroll - they act rationally, filtering content and making decisions without distraction. This
means that even the commercial infrastructure of the digital economy, built around human
psychology, turns out to be ill-adapted to the agentic reality, which may prompt a transition to
fundamentally different business models - subscriptions, utility-based pricing, or machine-to-
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machine APIs. The question arises whether a specific logic of machine-to-machine interaction will
emerge in the future, similar to that studied in behavioural economics for human agents. If
algorithmic agents interact with each other to generate economic value, their «behavior» is subject
to laws that are not described by either the classical theory of rational choice (since agents are not
people) or the theory of automatic control (since they have adaptive properties). The study of this
intermediate zone may become a priority area of economic theory in the coming years. Digital
agents do not consume in the classical sense - they do not require food, clothing or housing.
However, they consume energy, and the scale of this consumption is expanding rapidly. Computing
systems, data centres, and algorithmic infrastructures form a specific resource profile that
determines the material preconditions for the existence of an algorithmic population.

Estimates of global electricity consumption demonstrate the growing material footprint of
digital infrastructures. Global electricity consumption by data centres is assessed at several hundred
terawatt-hours annually, accounting for a notable share of total global electricity demand, and is
projected to grow substantially over the current decade as digitalisation intensifies (International
Energy Agency, 2025). Under baseline scenarios, data centre electricity consumption is expected to
increase significantly by 2030, reaching levels comparable to those of major industrialised
economies. This expansion is characterised by exceptionally high growth rates that substantially
exceed overall growth in global electricity demand (International Energy Agency, 2025).

Artificial intelligence is emerging as the primary driver of this growth. The share of energy
consumption attributable to AI workloads is projected to increase sharply over the coming years,
reflecting the rapid scaling of computationally intensive models and the proliferation of Al-enabled
services. At the same time, the energy requirements of individual processing units are rising due to
the increasing complexity and performance demands of advanced Al systems, intensifying energy
consumption across digital infrastructures (Deloitte, 2024).

Within the proposed analytical framework, the resource characteristics of an algorithmic agent
may be formalised as an agent energy profile (AEP). AEP is defined as the specific annual volume
of electricity consumption required to sustain the functioning of a cognitive full-time equivalent
unit. Analogous to historical calculations of the resource requirements necessary to maintain draft
animals in early transport systems, the AEP concept enables the quantification of the energy cost of
maintaining an algorithmic worker and allows for systematic comparison with the resource costs
associated with sustaining human labour, thereby providing a basis for analysing the material
constraints of an expanding algorithmic population.

AEP will vary depending on the type of cognitive tasks (model training requires significantly
more energy than inference), on the hardware architecture and on the energy efficiency of a
particular data center. However, the very principle of linking resource consumption to a unit of
productivity allows: (1) to compare the efficiency of different algorithmic agents in single
coordinates (productivity in cFTE relative to costs in AEP); (2) to assess the total resource load of
the algorithmic population on the energy infrastructure; (3) to form the basis for regulatory decisions
regarding the energy intensity of algorithmic agents.

Thus, in parallel with human demography, a resource dimension of the algorithmic population
emerges, which determines new material limits to growth. The economy begins to support a parallel
population of digital “workers” who are neither born nor age, but constantly convert energy into
productivity. This fundamentally changes the structure of investment: instead of investing primarily
in the reproduction of human capital (education, healthcare, social security), economies begin to
invest in the reproduction of computational capital (data centers, energy infrastructure,
semiconductor supply chains). Accordingly, energy infrastructure becomes a strategic resource of
comparable importance to human capital, significantly altering the priorities of public policy.

One of the most acute consequences of the transformation described is the gap between the
institutional architecture of societies and the new economic reality. Modern institutions - from
pension and taxation systems to models of education and political representation - were formed in
the context of demographic growth and mass employment. They are built on the assumption that
each succeeding generation will be larger (or at least comparable) than the previous one, that the
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majority of adults will work for wages, and that the tax base will be determined by the number of
people employed.

The agent economy consistently undermines each of these assumptions. The World Economic
Forum's Future of Jobs Report, 2025, notes that up to 92 million jobs could be eliminated by 2030,
while about 170 million new ones will be created (WEF, 2025). However, these replacements are
not symmetrical: the new jobs do not appear in the same locations, require different skills, and will
not go to the same people. The problem of asymmetric substitution is not new. It has accompanied
every technological system since the Industrial Revolution and already has a well-established
methodological basis. However, classical economic theories that assume the replacement of one unit
of labour by another, equivalent one, systematically underestimate the qualitative heterogeneity of
new and eliminated jobs. The inability to adequately respond to the asymmetric substitution is, to
some extent, a consequence of the use of models in which labour is treated as a homogeneous factor,
and one «unit of labour» is assumed to be replaceable by an identical one. The current wave of
algorithmization exacerbates this problem: Al-related skills increase wages by 56%, while
professions without AI-competences stagnate or lose their positions (WEF, 2025), which effectively
means a bifurcation of the labour market. At the same time, participation in adult retraining
programs remains consistently low, and employers are aware that employees often change jobs after
acquiring new skills.

The issue of pension systems becomes particularly acute under conditions of algorithmic
substitution, as solidarity-based systems require a stable or expanding base of contributors, while
labour-centred taxation regimes risk losing their fiscal foundation as algorithms increasingly replace
human workers. When algorithmic agents substitute for employees who would otherwise pay social
contributions, corporate productivity may grow alongside a simultaneous erosion of the fiscal base
necessary for social reproduction. In this context, the category of cognitive full-time equivalent
acquires not only analytical but also regulatory significance. If algorithmic agents are assigned
identifiable productivity metrics and registered within a dedicated identification framework, it
becomes possible to introduce discrete taxation of algorithmic employment, whereby each cognitive
full-time equivalent replacing human labour generates a contribution to pension and social funds
comparable to that associated with a human worker. Such an approach would establish a direct link
between the scale of algorithmic substitution and the financing of social security systems, thereby
reducing firms' capacity to externalise the social costs of automation. The adaptation of economic
and regulatory infrastructures to the emergence of algorithmic agents as economic actors thus
becomes a necessary condition for maintaining the sustainability of existing social protection and
redistribution systems (Shahidi et al., 2025).

A separate analytical issue is the ability of digital agents not only to participate in market
processes, but also to deform them. Collusion (from the Latin «collusion» - conspiracy) in economic
theory means the coordinated behaviour of competitors, which leads to maintaining prices above
the competitive level. Traditionally, collusion has been viewed as the result of explicit or tacit
agreements between human agents with bounded rationality. One of the most significant empirical
discoveries of recent years concerns algorithmic collusion - the ability of independent artificial
intelligence agents to coordinate supra-competitive prices in repeated pricing games. Evidence
shows that reinforcement learning algorithms can “learn” collusive strategies even without explicit
programming for such behaviour, demonstrating the potential for autonomous coordination among
digital agents (Calvano et al., 2020). Subsequent empirical analysis based on real market data
confirms that the introduction of algorithmic pricing mechanisms may be associated with observable
price increases in competitive markets, highlighting the practical relevance of this phenomenon
(Assad et al., 2024, Panchenko et al., 2024).

This development has profound theoretical implications. Classical competition theory is
grounded in the assumption of human agents characterised by bounded rationality, information
asymmetry and coordination constraints. Algorithmic agents may partially overcome these
limitations, necessitating a reconsideration of antitrust regulation and traditional interpretations of
market failure. Research suggests that collusive outcomes may emerge from structural properties of
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reinforcement learning systems themselves, particularly from insufficient exploration within
learning processes, and that increased exploration can lead to pricing outcomes closer to competitive
benchmarks (4bada & Lambin, 2023). This indicates that the core issue lies less in intentional
collusion than in the systemic characteristics of learning algorithms, thereby requiring new forms
of regulatory and analytical response.

Within the conceptual framework of shadow demography, algorithmic collusion acquires an
additional dimension. The expansion of the algorithmic population implies that a growing share of
market decisions will be made by agents capable of coordination beyond the scope anticipated by
classical competition theory. This dynamic creates a novel type of market failure that calls not only
for adjustments in antitrust practice but also for a broader reconsideration of the theoretical
foundations of competition in an economy increasingly shaped by autonomous digital agents.

The described transformation has a distinct geopolitical dimension. The ability to create,
maintain and control algorithmic agents is unevenly distributed. According to available estimates,
North America accounts for a substantial share of the global Al agent market, reflecting the
concentration of technological capabilities and digital infrastructure in advanced economies
(Klover.ai, 2025). The United States and China together are projected to account for the
overwhelming majority of the increase in electricity consumption by data centres by 2030,
demonstrating the geographical concentration of the material infrastructure required to sustain the
algorithmic economy (IEA4, 2025). At the same time, the exposure of labour markets to generative
artificial intelligence differs significantly across income groups: the share of jobs potentially
affected by generative Al reaches approximately one-third in high-income economies compared to
significantly lower levels in low-income countries (World Economic Forum, 2025).

This indicates that the decoupling between demographic dynamics and economic growth is
uneven across countries. Advanced economies facing demographic ageing have the opportunity to
compensate for labour force decline by deploying algorithmic agents. Developing countries with
young and growing populations risk the erosion of their demographic advantage: if cognitive labour
can be reproduced algorithmically, the traditional demographic dividend may transform into a
demographic burden. Such a scenario has been anticipated in analyses of the global distributional
consequences of artificial intelligence and technological change, which emphasise the risk that
countries relying on labour cost advantages may lose their development trajectory as production and
service functions become increasingly automated (Korinek & Stiglitz, 2021). This dynamic can
reverse the traditional logic of comparative advantage and contribute to the emergence of new forms
of technologically driven international inequality.

Competition for the energy resources required to sustain an algorithmic population introduces
an additional dimension of international rivalry. Electricity production becomes an indicator not
only of industrial capacity but also of the ability to maintain algorithmic infrastructure. The scale of
this challenge is illustrated by the substantial energy requirements of large-scale artificial
intelligence computing clusters, which demand electricity levels comparable to those of major
industrial or urban consumers. Countries with constrained energy resources risk remaining on the
periphery of the emerging algorithmic economy, even when they possess significant human capital
in information technology. The parallel development of humanoid robotics reinforces this trend. As
the cost of producing humanoid systems with functional capabilities comparable to human labour
approaches the total cost of training a skilled worker, countries with advanced industrial bases
acquire the capacity to expand their productive «population» through robotic manufacturing.
Projections by technology firms indicate the possibility of mass-producing humanoid units at costs
comparable to or lower than the lifetime investment in human capital formation, transforming
industrial capacity into a functional demographic resource. In this perspective, enterprises built on
predominantly robotic production systems may achieve productivity levels significantly exceeding
those of firms relying primarily on human labour, further intensifying structural asymmetries within
the global economy.

In the middle of this spectrum are countries like Ukraine, for which the issue of algorithmic
demography is particularly acute. On the one hand, Ukraine is experiencing an unprecedented
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demographic crisis, exacerbated by migration and the consequences of armed conflict. On the other
hand, it has significant human capital in the IT sector and the potential for integration into global
chains of algorithmic production. The strategic issue for such countries is not so much in
counteracting algorithmic substitution as in developing their own capacity to create, control and
regulate digital agents, as well as in providing the energy infrastructure to support them.

The academic nature of the article obliges consideration of counterarguments. Is it correct to
consider digital agents as functional equivalents of economic entities? Isn’t this excessive
«anthropomorphization»? Critics may argue that agents have no self-interest, do not make decisions
in the full sense of the term, and are not responsible for their actions. They remain objects of
ownership and control by human or corporate entities. In the legal sense, they are not subjects of
law, do not enter into contracts in their own name, and do not possess legal capacity. These
objections are well-founded. However, they do not refute the central thesis; rather, they refine it.
Functional equivalence does not imply ontological identity. A corporation is also not a human being,
yet it is recognised as a subject of economic and legal relations. The legal fiction of corporate
personality emerged precisely because the functional role of corporations in economic processes
required appropriate institutional formalisation. Similarly, the growing role of digital agents in
production, exchange, and distribution may eventually necessitate new institutional frameworks
even if these frameworks do not involve granting agents full legal personality.

Current technological trajectories suggest the potential emergence of a global economy in
which autonomous artificial intelligence agents interact with one another to generate economic
value independently of human labour (Shahidi, Rusak, Manning, Fradkin & Horton, 2025). This
differs fundamentally from previous technological transformations. Historically, technological
progress was driven by relatively inflexible inventions that sequentially increased productivity in
specific sectors (Mokyr, Vickers & Ziebarth, 2015). Artificial intelligence agents, by contrast,
assume the form of “flexible capital” capable of automating diverse cognitive tasks across industries
and professions (Eloundou, Manning, Mishkin & Rock, 2024).

The Digital Economic Agent Identification (DEAI) system proposed in this article represents
an institutional solution that does not grant legal personality to agents but ensures their visibility for
regulatory and statistical systems. Just as the registration of companies does not imply that a legal
entity is a human being but merely records its existence and activity, the registration of algorithmic
agents would document their economic functionality. In the longer term, it may prove appropriate
to require the discrete registration of software complexes by functionally separating them into
identifiable units for regulatory purposes, in a manner analogous to the possibility of compulsory
corporate division within antitrust law.

A historical perspective is useful for understanding the transformation described. Each of the
great technological revolutions changed the relationship between population and production. The
agricultural revolution loosened the Malthusian trap, allowing population growth without a
commensurate increase in hunger. The industrial revolution transformed the very nature of growth:
rapid technological progress became its key engine, accompanied by reproducible capital in the
form of machines and factories (Korinek, 2024). As technology and capital accumulated, labour
became the bottleneck. It was this labour scarcity that led to a significant increase in wages, creating
the current level of well-being that has increased approximately twentyfold in advanced economies
since the Industrial Revolution. The digital revolution may mark another paradigm shift, making
human intelligence reproducible (Korinek & Suh, 2024). Artificial intelligence systems and robots
have the potential to replace both cognitive and physical human labour. In this new era, both
traditional capital and intelligent machines are becoming reproducible resources, and the line
between them is increasingly blurred.

However, each of the previous revolutions generated new forms of employment that
compensated for those displaced. Predictions that technology would reduce the need for human
labour have a long history but uneven empirical confirmation, as technological change has
historically created new forms of employment even as it displaces existing ones (Goldman Sachs
Research, 2025). The question that remains unanswered is whether the digital revolution will follow
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this pattern, or whether artificial intelligence capabilities will advance so rapidly that even newly
created occupations will be performed more efficiently by machines than by humans.

The degree of divergence in expert opinion on this issue is extraordinary. Analytical
assessments of the labour market effects of artificial intelligence indicate that a significant
proportion of researchers and technology developers consider large-scale substitution of human
labour by artificial intelligence within the coming years to be a plausible scenario (Brynjolfsson,
Chandar & Chen, 2025). At the same time, leading technology companies are incorporating into
their strategic planning scenarios of extensive robotization of production processes within the next
decade, including the mass production of humanoid robots and the deployment of digital workers
capable of performing a wide range of cognitive tasks traditionally associated with human labour
(McKinsey Global Institute, 2025). Within the analytical framework of the present study, the
direction and speed of these technological trajectories, as perceived by the actors who create and
deploy these technologies, constitute empirically significant indicators of structural transformation.

Conclusions. The article proposes a conceptual framework for analysing digital agents as
functional equivalents of an economic subject, enabling us to identify a fundamentally new situation
for economic theory: the disconnect between demographic dynamics and economic growth, which
for millennia seemed axiomatic. First, it is substantiated that the change in the ontological status of
technology - from a tool for increasing productivity to an autonomous participant in economic
processes - forms a hybrid factor of production («agent capital»), which does not fit into the
classical triad of factors of production and requires a rethinking of the fundamental categories of
economic theory. Second, a paired categorical construct is proposed: shadow demographics, which
describes the current unobserved state of the algorithmic population, and algorithmic demographics
as a promising state arising from the institutionalization of accounting for digital agents. An
approach to the quantitative identification of algorithmic agents is developed through the categories
of cognitive full-time equivalent (cFTE) and agent energy profile (AEP), and the concept of digital
economic agent identification (DEAI) as an institutional mechanism for the transition from shadow
to algorithmic demography. Thirdly, it is shown that a fundamental asymmetry arises between
economic and social reproduction: digital agents can compensate for the population's production
functions but cannot replace its social reproduction functions, leading to a divergence between the
logic of production and the logic of the social order. Fourthly, it is substantiated that the institutional
architecture of modern societies is built on assumptions that are systematically undermined by the
agent economy. The concept of discrete taxation of algorithmic employment is proposed as a
mechanism to preserve the fiscal base of social protection amid algorithmic substitution. Fifthly, the
geoeconomic dimension of algorithmic transformation is analysed, within which the ability to
create, maintain and control digital agents becomes a new axis of international inequality. It is shown
that developed economies can potentially compensate for demographic aging through algorithmic
substitution, whereas in developing countries, the demographic dividend risks being devalued. For
countries with an intermediate status, such as Ukraine, the strategic priority is to develop their own
capacity to create and control digital agents, as well as to provide the energy infrastructure to support
them. Economic power is no longer measured solely by population size. It is increasingly
determined by the ability to create, maintain, and control technological agents. This does not mean
devaluing human life or human labour as such, but it does mean the need for a radical revision of
the categorical apparatus that economists, demographers, and politicians operate. Bridging the gap
between economic logic that adapts to algorithmic reality and social institutions that remain built
on the assumption of demographic growth is one of the central tasks of economic theory and policy
in the 21st century.
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Abstract. The article proposes a conceptual interpretation of investment deals in the
international IT services market as a mechanism for the redistribution of technological
competencies, rather than merely a form of cross-border capital movement. The IT services market
is conceptualized as the intellectual-service core of the global ICT space, distinguished by the
dominance of intangible assets, the decisive role of human capital, high mobility of technological
competencies and platform-based business models. It is substantiated that classical theories of
foreign direct investment and mergers and acquisitions, developed for material-oriented sectors,
have limited explanatory capacity when applied to a market where the object of a transaction is not
a physical asset but a team, an algorithm, a client base or a position within a digital value chain. A
typology of investors in IT services is proposed, distinguishing strategic technological acquirers,
private equity funds and venture capital, each characterized by distinct investment logics and effects
on market structure. The wave theory of consolidation is applied to demonstrate that M&A activity
in IT services follows cyclical patterns linked to technological adoption curves, creating
preconditions for strategic forecasting. Particular attention is given to the position of Ukraine as a
territorial cluster of the global IT services market, whose investment attractiveness is shaped by the
combination of human capital concentration, cost competitiveness and the geopolitical context of
armed conflict.

The scientific novelty of the research lies in the integration of the resource-based view, the
knowledge-based theory and the concept of profiting from innovation into a unified analytical
framework for interpreting investment deals in the sector of intangible assets. A cascading model of
the investment cycle is developed, describing the sequential interaction of three investor types -
venture capital, private equity funds and strategic acquirers - where activity at each level serves as
a predictor of activity at the next. Technological shock is identified as a sector-specific generator of
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consolidation waves, distinguishing IT services from material-oriented industries where merger
waves are typically driven by deregulation or macroeconomic shifts. The position of the Ukrainian
IT sector is substantiated through the categories of VRIN (valuable, rare, inimitable, non-
substitutable resources) resources and complementary assets, demonstrating that knowledge-
intensive assets exhibit structural resilience to geopolitical disruption and that the post-conflict
context creates preconditions for the accelerated integration of Ukrainian IT companies into
European digital value chains.

Key words: IT services market, investment deals, mergers and acquisitions, technological
competencies, intangible assets, human capital, ICT space, strategic forecasting, consolidation
waves, private equity, venture capital, digital value chains, Ukraine

AHnomauin. Y cmammi 3anponoHo8ano KOHYenmyaibHy iHmepnpemayito iHeeCmuyitiHux Y200
Ha midicHapooHomy punky IT-nociye sk mexanizmy nepepo3nooiny mexHolo2iyHux Komnemenyii, a
He Jauwe Gopmu mMpaHckopoouHozo pyxy kKanimany. Pumnox IT-nocnye xonyenmyanizoéano sk
iHmenexkmyanvHo-cepgiche A0po enobanvnoco IKT-npocmopy, wo upisHAEmbCes OOMIHY8AHHAM
HeMamepianbHuxX aKmueis, SUPIUATLHOI PO JIHOOCLKO20 KANIMATY, GUCOKOK MODIIbHICIIO
MexXHON02IYHUX KoMnemenyiil i niamgopmnoro opearizayicio 6iznec-woodenei. Ob6IpyHmo8aHo, wo
KJIACUYHI meopii NpAMuUX I[HO3eMHUX I[H8eCMUYI ma 31ummie [ NO2NUHAHb, PO3POOLEHI O
MamepianbHO OPIEHMOBAHUX CEKMOPIB, MAIOMb 0OMeNCeH) NOACHIOBANILHY 30AMHICIb U000 PUHKY,
0e 00'ekmom yeoou € e QizuyHull akmus, a KOMaHoa, aleopumm, KiieHmcoka 6aza abo no3uyis y
yughposomy nanyrocy eapmocmi. 3anponoHo8ano munonozito ineecmopis y cgepi IT-nocnye, wo
PO3DI3HAE CMPaAmMe2iuHUX MexXHON02IYHUX NOKYNYIB, hOHOU NPAMO20 THBECMYB8AHHA MA 8EHYYPHULL
Kanimai, KOJCeH 3 SAKUX XaAPAKmepu3yemvpCs 61ACHOI0 [HEeCMUYIUHOI0 JI02IKOI0 Mda 6NIUBOM HA
CMPYKMYpy PUHKY. 3ACmoco8aHO X8UNbO8Y Meopilo KOHCONOayii 0151 0eMoHCmpayii mozo, wo
M&A-akmusnicme  y  cghepi  IT-nocnye nionopaokogyemuvcs YUKIUHUM — 3AKOHOMIDHOCAM,
N08'I3aHUM 3 KPUBUMU MEXHON02IYHOI adanmayii, wo cmeoproe nepedymosu OJisi CmpameiuHo2o
npoerozysantns. Oxpemy yeazy npudineHo no3uyii Yxpainu sk mepumopianvHo2o Kiacmepa
enobanvro2o punky IT-nocnye, ineecmuyitina npueadaIUGICMb K020 (HOPMYEMbCA NOEOHAHHAM
KOHYeHmpayii 1H00CbK020 KAnimany, YiHOB80i KOHKYPEHMOCHPOMONCHOCMI ma 2eonoimuiHo2o
KOHmMeKCcmy 30potiH020 KOHGIKmMY.

Haykosa nosuzna oocnioscenns nonseae 6 inmezpayii pecypcroi meopii Qipmu, 3HanHeBOT
meopii Qipmu ma KoHyenyii ompumauHs npubymky 6i0 iHHosayiu (auen. «profiting from
innovationy) y €0uMy aaniimuyny pamxy iHmepnpemayii MIXCHAPOOHUX IHEeCMUYIHUX Y200 y
cekmopi HemamepianvHux akxmusie. Po3pobneno kackaouwy mooenv iHEecmuyiino2o Yukuy, wo
ONUCYE NOCAIO0BHY B3AEMOOTI0 MPbOX MUNIE THBECHOPIB - BEHUYPHO20 KANIMAY, (hOHOI8 NPAMO20
ingecmysauHs (anen. «private equity») i cmpame2iuHux NOKynyie, oe aKmueHiCmv HA KOMCHOMY
pisHi popmye nepedymosu axmusizayii Hacmynuozo. loenmugixoeano mexHonoiuHUL WOK K
cneyughiunuti ona cekmopy IT-nocnye eenepamop xeunb KoHconioayii, wo GIOPI3HAE 1020 6i0
MamepianbHO OPIEHMOBAHUX 2ay3ell, Y AKUX XGULL 3MTUMMIS | NOTUHAHb 3YMOBTI0I0MbCS NepedyCcim
oepezynayiclo  abo MaxpoekoHomiunumu 3pywenuamu. Ilozuyiro ykpaincexkozo IT-cexmopy
00IPYHMOBAHO Yepe3 Kamez2opii pecypcis, o Marome YiHHicmb, piOKiCHICMb, CKIAOHICMb iMimayii
ma He3aMIHHICMb, a MAKOXNC Yepe3 KOHYenyilo KOMNIEeMEeHMApHUX axKmueis, uo 00360JUN0
NPOOEMOHCMPYBAmMuY CIMPYKMYPHY CMIUKICMb 3HAHHEGUX AKMUBIE 00 2e0NOIIMUYHUX NOMPACIHY §
BUBHAYUUMU NOBOEHHULL KOHMEKCM sK nepedymosy npuckopenoi inmeepayii ykpaincokux IT-
KOMNAHIU Y €BPONeLCoKi Yupposi nanyrozu 6apmocmi.

Knrouoei cnoea: punox IT-nocnye, ineecmuyitini yeoou, 31ummsi i NO2AUHAHHS, MEeXHOI02IYHI
Komnemenyii, Hemamepianvui axmusu, aOcvkuti kaniman, IKT-npocmip, cmpameziune
NPOCHO3YBAHHSA, X6UNI KOHCOMOayii, npsami ineecmuyii, eHuUypHUll Kanimaiu, yugposi nanyiocu
sapmocmi, Ykpaina

Introduction. Over the past two decades, the international IT services market has evolved
from an auxiliary service segment into the structural core of the global ICT space, where the bulk
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of digital solutions underpinning the functioning of modern economies are created, integrated, and
scaled. The information and communications technology market is structured as a multi-level
system comprising four basic segments: hardware, which provides the material foundation of digital
infrastructure; telecommunications, which ensure data transmission and connectivity; software,
which encompasses the development of operating systems, platform solutions and digital products;
and IT services, which integrate the service-oriented component of ICT and ensure the
implementation, adaptation and operation of digital technologies in business and the public sector.
The intersection between the ICT and IT services markets is functional in nature and centres on
commercialization: the IT services market draws on the outputs of software producers and
telecommunications infrastructure while ensuring their practical implementation and scaling across
various sectors of the economy (Reznikova, Ptashchenko & Ptashchenko, 2025). Within the
structure of the IT services market, six key areas of activity can be identified: software development
services (custom and platform-based development), IT outsourcing (delegation of development,
support and testing functions to external providers), IT consulting services (digital transformation
of business processes), system integration (combining software and hardware components into
unified information systems), cloud services (access to computing resources and software
platforms), and cybersecurity services (protection of data and digital infrastructures) (Reznikova,
Vovk & Ptashchenko, 2025b). Each of these areas generates its own logic of investment
attractiveness and deal typology, which necessitates a differentiated analytical approach.

Unlike other components of the ICT market, IT services are characterized by several structural
features that shape investment behaviour. The dominance of intangible assets means that the bulk
of company value resides not in physical infrastructure but in intellectual property, algorithms,
technology stacks and client bases (Haskel & Westlake, 2018). The decisive role of human capital
manifests in the fact that developers' and engineers' competencies constitute the industry's principal
resource, yet, by definition, this resource does not belong to the company in the same sense as a
patent or a production line (Pryiatelchuk & Naida, 2025). The high cross-border mobility of
competencies precludes a classical national market residency: a company may be legally registered
in one jurisdiction, its team may work in another, its clients may be located in a third, and the
acquirer in a fourth (Vergun, 2020). The platform-based organization of business models generates
network effects whereby the value of a product increases with the number of users, fundamentally
altering the logic of company valuation and investor motivation (Kenney & Zysman, 2016).

It is precisely these features that cause investment deals in the IT services sector to acquire
the character not merely of capital movement but of a mechanism for the redistribution of
technological competencies, teams, and access to digital ecosystems. The acquirer obtains not a
factory or a licence but a development team, a technology stack, access to a client base, and a
position within a global digital value chain. This shift in the nature of investment activity calls into
question the sufficiency of classical analytical frameworks developed for material-oriented sectors
and necessitates the formation of supplementary theoretical approaches.

The study's relevance is determined by several factors. First, mergers and acquisitions are
becoming the dominant mechanism of structural transformation in the IT services market, and their
volumes demonstrate sustained growth with pronounced wave-like characteristics (UNCTAD,
2024). Second, the theoretical understanding of investment deals in the intangible asset sector
remains fragmented: classical FDI and M&A theories only partially explain the observed patterns,
while newer concepts have yet to be integrated into a coherent analytical framework. Third, for
countries with significant human capital in IT, particularly Ukraine, understanding the logic of
investment deals becomes strategically important, as it determines the possibilities for integration
into global value chains and for attracting capital to scale (Reznikova & Panchenko, 2023). What is
at stake is the formation of a new normal in the global economy, where technological competition
determines development trajectories and the structure of international investment flows (Reznikova
& Ivashchenko, 2017). This study conceptualizes investment deals in the international IT services
market as a mechanism for the redistribution of technological competencies and advances an
integrated analytical framework that combines the resource-based view, knowledge-based theory
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and the concept of profiting from innovation.

The purpose of the article is to substantiate a conceptual interpretation of investment deals
in the international IT services market as a mechanism for the redistribution of technological
competencies. Achieving this objective involves: systematizing classical and contemporary
theoretical approaches to the analysis of cross-border investment deals with a determination of the
boundaries of their applicability to the intangible asset sector; conceptualizing the IT services
market as a specific object of investment analysis within the structure of the global ICT space;
developing a typology of investors and substantiating a cascading model of the investment cycle;
analysing the wave logic of consolidation as a basis for strategic forecasting; and determining the
position of the Ukrainian IT sector within the global architecture of investment flows. The
methodological foundation of the study comprises a combination of structural-functional analysis
of the ICT market, comparative analysis of investment logics in material-oriented and knowledge-
oriented sectors, the resource-based approach, and elements of institutional analysis.

Literature review. The theoretical understanding of investment deals in the IT services sector
lies at the intersection of several research traditions, each offering a partial but insufficient
explanation of this market's specifics. The first tradition is associated with classical theories of
foreign direct investment. Dunning's eclectic paradigm (the OLI model) explains cross-border
investment through ownership, location and internalization advantages (Dunning, 2000). However,
this model was developed for sectors where ownership advantages are embodied in tangible assets,
patents, or brands, and location advantages are linked to access to natural resources or domestic
markets. In the IT services sector, ownership advantages are concentrated in human capital and
technological competencies, which are by definition mobile, while location advantages are
determined by the availability of qualified teams rather than the geography of resources. The
internalization theory (Buckley & Casson, 1976) explains why firms prefer internal organization of
cross-border operations over market transactions, but in the IT services sector, where the critical
resource is knowledge and competencies rather than transaction-specific assets in the classical
sense, its explanatory capacity is limited.

The second tradition concerns the theory of the market for corporate control, which interprets
mergers and acquisitions as a mechanism for disciplining management and improving asset
utilization efficiency (Manne, 1965). In the IT services sector, this logic applies only partially: many
M&A deals are motivated not by the inefficiency of the target company's management but by the
acquirer's desire to rapidly gain access to competencies that cannot be created organically within an
acceptable timeframe. The phenomenon of «acqui-hire» - acquiring a company primarily for its
team - 1s characteristic of the IT sector and does not fit within the classical logic of corporate control.

The third research line concerns the analysis of digital markets and their specific features.
Studies of data and information technology markets as a space of strategic competition for digital
leadership emphasize that technological competencies and access to intellectual resources are
becoming the defining factors in the positioning of countries and companies in the global economy
(Reznikova, Ptashchenko & Ptashchenko, 2025). The formation of international competitiveness in
the IT sector is determined by strategic factors, among which the ability to attract investment and
form partnerships occupies a central place. Competition in the digital era takes on the character of
a contest over strategic determinants of competitiveness, where investment deals serve as a
mechanism for rapidly acquiring the necessary competencies (Reznikova, Vovk & Ptashchenko,
2025b).

The fourth line is formed by studies of the competitive positions of national IT sectors in the
global market, which provide an empirical basis for analysing the investment attractiveness of
individual territorial clusters. An analysis of the Ukrainian IT sector's positions in the global market
demonstrates that, even under conditions of full-scale armed conflict, the sector retained a
significant share of its export revenues and client relationships, attesting to the specific resilience of
intangible-oriented markets (Melnyk & Zavhorodnia, 2022). This resilience is explained by a set of
competitive advantages, among which high specialist qualifications, cost competitiveness,
integration into global value creation chains and the flexibility of business models adapted to remote
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work are prominent (Melnyk & Zavhorodnia, 2023a). At the same time, the competitiveness of the
IT sector is not a static characteristic; it requires theoretical understanding through the lens of
contemporary competition concepts that account for the specifics of intangible assets and network
effects (Zavhorodnia & Melnyk, 2023). The methodology for assessing the international
competitiveness of the IT sector reveals the limitations of traditional approaches developed for
material-oriented industries and the necessity of forming an adapted toolkit that accounts for the
role of human capital, technology stacks and positioning within global digital value chains (Melnyk
& Zavhorodnia, 2023b). 1t is precisely these characteristics that determine the investment
attractiveness of IT companies and shape demand for deals from strategic acquirers and financial
investors.

In the context of broader transformations of the world economy, investment deals in IT
services take place under a new normal characterized by intensified systemic risks, changing
consumption patterns, and growing geoeconomic turbulence. These conditions create a specific
context for investment behaviour, in which uncertainty and the pace of technological change
heighten the importance of strategic forecasting. The geoeconomic dimension of investment
processes is analysed in the context of civilizational shifts, where technological competition
becomes the key arena of international rivalry.

Human capital, as a fundamental intangible asset in international business, acquires particular
significance in the IT services sector, as it determines company valuations and their attractiveness
as targets for investment deals (Pryiatelchuk & Naida, 2025). Processes of socialization in state and
corporate governance affect the institutional environment in which investment decisions are made
(Pryiatelchuk, 2017). Digital trade in global markets creates new channels of value creation that
directly influence the structure of demand for IT services and, correspondingly, investment
dynamics (Pryiatelchuk, 2023). The conceptualization of the digital media market reveals the
formation of new types of digital assets that become objects of investment deals (Pryiatelchuk &
Bekh, 2020).

Despite the significant body of research, substantial gaps remain in the literature. First, there
1s no systematic conceptualization of investment deals in the IT services sector as a distinct type of
cross-border capital movement, distinct from investment in material-oriented sectors. Second, the
wave dynamics of M&A activity in IT services have not been integrated into a theoretical framework
for strategic forecasting. Third, the typology of investors and their strategies is insufficiently
developed with respect to the specifics of the intangible asset market. Fourth, the position of
individual territorial clusters, particularly the Ukrainian one, requires analysis not as isolated
national markets but as nodes in a global network of competency redistribution - and although
empirical studies of the Ukrainian IT sector's competitiveness provide the necessary foundation for
this, they have not yet been integrated into a theoretical framework for the analysis of investment
deals.

Main results of the research. Classical theories of foreign direct investment and mergers and
acquisitions were formed in the context of an industrial economy where the object of an investment
deal is a tangible asset - a factory, a deposit, a logistics network, a distribution channel. In the eclectic
paradigm, ownership advantages are described through patents, brands and production technologies,
location advantages through access to resources and markets, and internalization advantages
through the reduction of transaction costs compared with market exchange (Dunning, 2000).
Internalization theory holds that a firm expands abroad when its internal organization of cross-
border operations is more efficient than market alternatives (Buckley & Casson, 1976). Both
concepts successfully explain investment behaviour in extractive, manufacturing, and infrastructure
sectors.

In the IT services sector, these explanatory frameworks reveal systemic limitations.
Ownership advantages are concentrated primarily in human capital, which does not belong to the
company in the same way as a patent or a production line and may be lost after a deal is completed
(Coff; 1999). Location advantages are determined by the availability of qualified teams and
embeddedness in knowledge networks rather than by the geography of resources or sales markets.
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Company value is shaped by the scalability of solutions, network effects, and positioning within the
digital value chain - characteristics that are poorly described by the categories of classical models
(Haskel & Westlake, 2018). The theory of the market for corporate control (Manne, 1965) explains
M&A as a mechanism for replacing inefficient management, but in the IT services sector, acquirers
frequently acquire successful, well-managed, and rapidly growing companies precisely because
their competencies are unique and cannot be created organically.

The resource-based and knowledge-based theories offer a more productive explanatory
framework. Within the logic of the resource-based view (Barney, 1991), an investment deal in IT
services is directed at acquiring resources and capabilities that are valuable (providing competitive
advantage), rare (available to a limited number of firms), difficult to imitate (cannot be copied or
created from scratch) and non-substitutable (having no functional equivalents). A technological
team that has developed a unique product and possesses experience in scaling it constitutes precisely
such a resource. The knowledge-based theory (Kogut & Zander, 1993) holds that a multinational
corporation is an institution that specializes in the transfer of tacit knowledge across borders, and
that acquiring an I'T company is the most effective means of internalizing knowledge that cannot be
transferred through market mechanisms.

The concept of profiting from innovation (7eece, 1986) adds a further dimension: an
innovative IT company may create a unique technological solution, but without access to
complementary assets - a client base, a brand, distribution channels - it is unable to realize its full
market potential. The strategic acquirer possesses precisely these complementary assets, which
creates a fundamental motivation for M&A: the deal generates synergies unattainable for either
party individually. Technological compatibility and synergy potential are empirically confirmed
predictors of specific acquirer-target pairs (Bena & Li, 2014). Thus, for the IT services sector, it is
appropriate to supplement classical FDI and M&A theories with an analytical framework built on
resource-based and knowledge-based theories, in which an investment deal functions as an
instrument of rapid access to competencies that cannot be created organically (the resource motive),
effective transfer of tacit knowledge across borders (the knowledge motive) and acquisition of
control over complementary assets for the commercialization of innovations (the innovation
motive).

The competitive environment in the IT services market is shaped by the interaction of several
types of investors, each characterized by its own investment logic, time horizon, and impact on
market structure. Strategic technological acquirers are transnational technology corporations that
make acquisitions to expand their product line, acquire technological competencies or eliminate
competitors. Their logic is determined by the aspiration to integrate acquired competencies into their
own ecosystem and is explained in terms of the category of complementary assets (Teece, 1986):
the strategic acquirer possesses scale, brand, and distribution, while the target company possesses
an innovative solution. Strategic acquirers are characterized by controlling acquisitions with full
integration or «acqui-hire» - acquisition for the sake of the team. This type dominates in cloud
services, cybersecurity, and platform solutions, where network effects and winner-takes-all
dynamics create incentives for rapid consolidation (Kenney & Zysman, 2016). Firms with high R&D
intensity are more likely to become targets of such acquisitions, as their innovation potential
constitutes the principal value for the acquirer (Phillips & Zhdanov, 2013).

Private equity funds focus on financial scaling. Their strategy consists of acquiring controlling
stakes in mid-sized IT companies, operational optimization, and consolidating several companies
into a single platform (the buy-and-build strategy), followed by an exit through a sale to a strategic
acquirer or an IPO. This type of investor is particularly active in the IT outsourcing segment, where
there exists a significant number of mid-sized companies with predictable cash flows and
consolidation potential. The choice of M&A as a mode of entry is explained by the fact that
intangible asset intensity renders greenfield investment inefficient: the organic creation of
comparable teams and client relationships takes disproportionately long (Nocke & Yeaple, 2007).

Venture capital invests in early- and mid-stage IT companies, creating a pool of potential
targets for subsequent M&A deals. Venture capital performs the function of a mechanism for the

169



https://doi.org/10.17721/apmv.2026.166.1

selection, cultivation and legitimation of technological competencies: companies that have passed
through several rounds of venture financing have formalized processes, a validated business model
and transparent financial reporting, which makes them attractive targets for strategic acquirers and
PE funds.

The interaction of these three investor types forms a cascading model of the investment cycle:
venture capital cultivates competencies and forms companies with validated potential; private equity
funds consolidate them into larger platforms, achieving economies of scale and operational
efficiency; strategic acquirers integrate the acquired platforms into global ecosystems, providing
access to complementary assets and completing the cycle of competency redistribution. This
cascading logic means that activity at each level is a predictor of activity at the next: growth in
venture financing in a particular technological segment signals future growth in PE consolidation,
which in turn signals subsequent strategic acquisitions.

M&A activity in the IT services market is not linear. Classical research demonstrated that
merger waves emerge as a result of economic disturbances - technological, regulatory, or
macroeconomic - that generate divergence in asset valuations across different categories of investors
(Gort, 1969). Subsequent studies established that aggregate M&A activity is driven primarily by
industry-specific shocks under conditions of sufficient capital liquidity (Harford, 2005), while the
intensity of merger waves is further amplified by information asymmetry regarding the true value
of assets (Rhodes-Kropf & Viswanathan, 2004). In the IT services sector, wave logic takes on a
specific meaning through its association with technological adoption curves.

Each technological wave - from the diffusion of ERP systems to cloud computing and
generative artificial intelligence - unfolds through three interrelated phases. During the
accumulation phase associated with the emergence of new technologies, numerous firms enter the
market to develop solutions within the new technological niche, venture capital actively finances
start-ups, and the market remains highly fragmented. The subsequent consolidation phase is marked
by intensified acquisition activity by strategic buyers and private equity funds, which seek to secure
leading firms, integrate competencies, and strengthen market positions, resulting in a growing
number and average size of transactions. The stabilization and integration phase follows: as acquired
firms are incorporated into the organizational structures of acquirers, the market reaches a new
configuration characterized by fewer, larger players, and overall M&A activity gradually declines
until the next technological shift. Such cyclicality confirms the theoretical proposition that M&A
waves arise in response to industry disturbances (Gort, 1969; Harford, 2005), while also revealing
a mechanism specific to the IT sector. In this context, the primary disturbance is not deregulation or
a change in the trade regime but a technological shift that transforms the structure of demand for
competencies and reconfigures the competitive landscape.

The cyclicality of M&A activity and its factor-driven nature create preconditions for strategic
forecasting. Factors determining the probability and parameters of deals can be systematized into
several groups: characteristics of target companies (scale, technology stack, growth rate, R&D
intensity, position in the value chain), investor strategies (expansion vs. consolidation, investment
horizon), industry context (phase of the technological cycle, demand structure) and the macro-
environment (geopolitics, regulatory conditions, cost and availability of capital). Empirical
confirmation of the link between technological compatibility and the probability of specific
acquirer-target pairs (Bena & Li, 2014), as well as between R&D intensity and the probability of
acquisition (Phillips & Zhdanov, 2013), indicates that the forecasting of specific deals is
methodologically feasible.

Forecasting investment deals in the IT services sector cannot be reduced to econometric
models built exclusively on financial indicators, since the value of IT companies is determined by
intangible factors that are poorly reflected in financial reporting (Haskel & Westlake, 2018). 1t
requires a strategic-analytical framework that combines quantitative analysis with qualitative
assessment of technological trends and investor strategies. The construction of such a framework
involves developing several interrelated models: a target prediction model, a buyer prediction model
and an acquirer-target matchmaking model. Each of these models requires adaptation for different
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market segments and contextual conditions.

The IT services market lacks classical national residency. National segments - American,
European, Indian, Israeli, Ukrainian - should be interpreted not as isolated markets but as territorial
clusters of the global market, interconnected by flows of capital, competencies and contractual
relations. Each cluster is characterized by a specific combination of location advantages: the
availability of qualified human capital, cost competitiveness, the institutional environment and the
geopolitical context.

Ukraine occupies a specific position within this architecture. Significant human capital in IT
makes it one of the largest reservoirs of technological competencies in Eastern Europe. Human
capital as a fundamental intangible asset determines the value of Ukrainian IT companies and their
attractiveness as targets for investment deals (Pryiatelchuk & Naida, 2025). The Ukrainian IT sector
demonstrated resilience even amid full-scale armed conflict, retaining the bulk of its export revenues
and client relationships (Reznikova & Panchenko, 2023). This fact constitutes empirical
confirmation of the thesis that the IT services market is structurally distinct from material-oriented
sectors: knowledge assets are geographically more mobile and less vulnerable to physical
destruction than production infrastructure.

At the same time, the geopolitical context significantly affects investment attractiveness.
Under conditions of armed conflict, the risk discount increases, the structure of acquirers changes
(the role of strategic acquirers diminishes while specialized funds' role grows), and requirements for
the legal structuring of deals intensify. These processes unfold within the context of broader
geoeconomic transformations. The post-conflict context creates preconditions for the intensification
of investment activity: M&A may serve as an instrument for integrating Ukrainian IT companies
into European value chains. Processes of socialization in corporate governance and the formation
of transparent institutional mechanisms are prerequisites for attracting foreign investors
(Pryiatelchuk, 2017).

The strategic dilemma for the Ukrainian IT sector is choosing between positioning as an
acquisition target (inbound strategy) and pursuing its own outward expansion (outbound strategy).
Within the resource-based view (Barney, 1991), Ukrainian IT companies possess valuable and rare
competencies, making them attractive targets. Within the logic of profiting from innovation (7eece,
1986), they require access to the complementary assets of global players to fully commercialize
their solutions. The optimal strategy combines both directions based on the company's scale and the
market cycle phase. Digital trade and financial technologies create additional channels for
integrating Ukrainian IT companies into global value chains (Pryiatelchuk, 2023).

Conclusions. In the course of addressing the research task, which consisted of substantiating
a conceptual interpretation of investment deals in the international IT services market as a
mechanism for the redistribution of technological competencies and involved the use of structural-
functional analysis of the ICT market, comparative analysis of investment logics in material-
oriented and knowledge-oriented sectors, the resource-based approach and elements of institutional
analysis, a number of scientific results were obtained that permit the formulation of the following
conclusions.

First, the international IT services market serves as the intellectual-service core of the global
ICT space, in which investment deals take on the character of a mechanism for the redistribution of
technological competencies. Unlike material-oriented sectors, where investment is directed at
acquiring physical assets or access to resources and markets, in the IT services sector, the object of
a deal is a specific combination of knowledge assets - a team, an algorithm, a client base, and a
position within a digital value chain. This combination meets the criteria of the resource-based view
- it is valuable, rare, difficult to imitate and non-substitutable - which creates the fundamental
motivation for M&A as a form of access to it.

Second, classical theories of foreign direct investment and mergers and acquisitions retain
partial relevance but require supplementation with an analytical framework built on the resource-
based and knowledge-based theories of the firm. The eclectic paradigm and internalization theory
successfully explain the general logic of cross-border investment, but do not account for the
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specifics of intangible assets - their scalability, mobility, and the risk of loss following deal
completion. The resource-based view explains why the object of investment is a unique combination
of competencies. The knowledge-based theory explains why M&A is a more effective means of
knowledge transfer than market alternatives. The concept of profiting from innovation explains the
mutual benefit for the acquirer and the target through the category of complementary assets.

Third, the typology of investors in the IT services sector encompasses strategic technological
acquirers, private equity funds, and venture capital, which form a cascading model of the investment
cycle: venture capital cultivates competencies, private equity funds consolidate them into platforms,
and strategic acquirers integrate them into global ecosystems. Cascading logic means that activity
at each level predicts activity at the next level, with direct implications for strategic forecasting.

Fourth, M&A activity in the IT services sector is subject to the wave logic of consolidation,
generated by technological shocks that redefine the structure of demand for competencies. The
recurrence of structural deal configurations, the stable factor-driven nature of their parameters, and
the empirically confirmed link between company characteristics and the probability of M&A
participation create grounds for building strategic forecasting models.

Fifth, Ukraine occupies a specific position as a territorial cluster of the global IT services
market, characterized by a significant concentration of knowledge assets, demonstrated resilience
of the IT sector under conditions of armed conflict, and the prospect of post-conflict integration into
European value chains. Within the logic of the resource-based and knowledge-based theories, this
forms a unique combination of investment opportunities: Ukrainian IT companies possess
competencies that meet the criteria of VRIN resources and require access to the complementary
assets of global players.

The scientific novelty of the research consists in: the conceptualization of investment deals in
the IT services sector as a mechanism for the redistribution of technological competencies based on
the integration of the resource-based, knowledge-based and innovation theories of the firm; the
substantiation of the systematic limitations of classical FDI and M&A theories for explaining
investment dynamics in the intangible asset sector; the development of a cascading model of the
investment cycle describing the interaction of three investor types and providing grounds for
forecasting; the identification of technological shock as a sector-specific generator of consolidation
waves; and the substantiation of the Ukrainian IT sector's position through the categories of the
resource-based view and the theory of complementary assets. Prospects for further research include
the construction of predictive models for investment deals (target prediction, buyer prediction,
matchmaking) with empirical verification on data from specific market segments; the quantitative
assessment of factors determining deal probability at different phases of the technological cycle; a
comparative analysis of the cascading model's effectiveness across different territorial clusters; and
the adaptation of predictive models to contextual variables, including geopolitical shocks and
regulatory transformations.
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Abstract. The article explores the EU Energy Union as a strategic mechanism for
strengthening the resilience of European energy markets amid geopolitical instability and energy
transition. Resilience is assessed in three areas: price stability and integration, security of supply
through diversification, and resilience to transition risks. The assessment used o- and p-convergence
in electricity prices for households and industry (2013-2024), the Herfindahl-Hirschman Index
(HHI) for electricity trading (2010-2023), and a synthetic stability index based on k-means
clustering. The results show a clear segmentation: p-convergence is confirmed for industrial prices,
whereas household end prices do not converge. Their dispersion increases sharply in crisis years.
The concentration of partners in electricity trading declines on average after 2015, indicating a
more diverse geography of flows. Countries were grouped into three clusters: ‘Leaders,’ ‘Transit
Hubs,” and ‘Vulnerable Markets.” The number of vulnerable countries is gradually decreasing.
Regulators can use the results received to prioritize investments in interconnectors and system
flexibility. They will also help shape the future trajectory of Ukraine s power system synchronization
with the EU market.

Keywords: EU Energy Union;, ENTSO-E; energy market resilience; econometric modelling;
electricity price convergence;, Herfindahl-Hirschmann Index; synthetic stability index,; cluster
analysis; energy security.

Anomauyia. Cmamms poszensoac Enepeemuunuti corws €C ax cmpameziuHutl MexaHizm
NOCUNIeHHSI  CMIUKOCMI — €6PONEUCHLKUX — eHepPeeMmUYHUX PUHKI@ 6 YMOB8aX 2eONONIMUYHOL
HecmaobinbHoCmi ma enepeemuunozo nepexody. Cmitikicms OYiHIOEMbCA Y MPbOX BUMIPAX: YIHOBA
cmabinbuicms, puHKo8a IHmezpayis, 6Oesnexa NOCMAyYauHs yepe3 Ougepcuhixayio, a markoxic
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cmitikicmb 00 pU3UKIE eHepeemuyHo20 nepexoody. [[ns OyiHKu BUKOpUCMO8Y8ANUCs O- ma -
KOHBepeeHyisi YiH Ha eleKkmpoenepeilo 0isi domoz2ocnooapcms i npomuciosocmi (2013—2024),
inoexc I'epginoans—Iipuwmana (HHI) ons mopeieni enrexkmpoenepeieto (2010-2023), a makooic
cunmemuyHul iHOekc cmabinbHocmi 3 Kiacmepusayicto k-means. Pezynemamu nokazyromo
BUPA3HY CecMeHmayiro: [-KoneepeeHyito niomeepodceHo 0 NPOMUCIOBUX YIH, MOOi K KiHYeGl
YiHU 011 00MO20CNO0apCme He 30IUNCYIOMbCA, a IXHA OUCNepCisa Pi3Ko 3pOcmac y Kpuzoei poKu.
Konyenmpayiss mopeosenvuux napmuepie y mop2ieii enekmpoenepicio 6 cepeonboMy 3HUNCYEMbC
nicis 2015 poky, wo ceiouums npo wuputy eeocpaghito nepemoxis. Kpainu 3epynosano y mpu
knacmepu: «Jlioepuy, «Tpanzumui xabuy ma «Bpazmuei punxuy. Kintvxkicms epaziueux Kpait
noCmynoso cxkopouyemcs. Pecynamopu mooicyms eukopucmamu ompumaui pesyivmamu OJisl
npiopumu3zayii iHeecmuyiu y IHMEPKOHEKMOopU ma 2SHYYKiCmb eHnepeocucmemu. Bonu makoow
CNpUAMUMYms (opMyBaHHIO NOOANLUOI MPAEKMOPIL CUHXPOHI3aYli eHepeocucmemu YKpainu 3
punkom €C.

Knrwwuosi cnoea: Enepcemuunuii coros €C; ENTSO-E; cmiiikicmb eHepeemuyHo2o pUHKy;
eKOHOMempuYHe MOOeN08aHHS, KOH@ep2eHYis YiH Ha enekmpoeHnepeito; inoexc Iepginoans-
Lipwimana; cunmemuynull iHOeKc cmabilbHOCMI; KIACMEPHULL AHANI3; eHepeemuyHa Oe3nexa.

Introduction. EU-wide stability has emerged as a central focus of European Union policy,
reflecting a shift from prioritizing market efficiency to establishing robust market structures capable
of withstanding extreme price volatility, geopolitical crises, and supply disruptions associated with
war. The energy price shocks experienced by numerous member states during 2022-23 highlighted
how the interconnectedness of EU electricity markets can transmit stress unevenly across countries
and consumer groups. While wholesale electricity markets in the EU are extensively coupled, retail
tariffs often remain fragmented due to nationally determined taxes, network charges, and emergency
support measures. This article defines “market stability” through the lens of three separate factors:
(1) price stability and integration, (i1) diversifying supply to ensure security of supply, and (iii) the
resilience to transition-related risks.

Although numerous academic papers have explored issues of either integration or security in
isolation, very few have compared the multiple indicators of stability both cross-nationally and over
time. The existing body of research has identified limited convergence in wholesale markets and
significant divergence in retail prices, consistent with the idea of “convergence clubs” rather than a
single unified market. To address this empirical and analytical gap, this paper applies a multi-
indicator econometric framework to link EU-wide instruments for energy union to observable
market outcomes and provides an additional layer of analysis regarding the overall resilience of
energy markets in Europe. The central theoretical assumption underlying the paper is that further
regulatory integration (achieved through a series of regulatory packages implemented by the EU
since 2015) will lead to greater price convergence and supply diversification, resulting in a more
uniform and resilient European energy system.

The purpose of the article. In particular, the study investigates whether electricity prices
have become more similar between member states; whether the diversity of cross-border trade in
electricity has increased; and whether, when examining each indicator together, countries can be
divided into three or more stable subgroups. The findings deliver practical guidance for policy
officials on where to focus efforts, particularly on strengthening interconnectors and investing in
system flexibility, and are especially relevant for Ukraine as it continues to align its power system
with the EU market under sustained geopolitical pressure. The emergency synchronization of the
Ukrainian and Moldovan power systems in March 2022 serves as a real-world stress test,
underscoring how physical infrastructure and coordinated governance shape resilience under
extreme conditions.

Literature review. Research on EU electricity market integration primarily focuses on price
convergence and structural market coupling. Zachmann (2008) identifies only partial wholesale
price convergence and ongoing regional segmentation resulting from congestion and limited cross-
border capacity. Market Monitoring Report confirms progress in integration but also draws attention
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to persistent structural bottlenecks and uneven cross-zonal capacity allocation (ACER, 2024).
Analyses of retail prices reveal even greater heterogeneity, demonstrating that EU countries
frequently converge in “clubs,” with household prices remaining structurally divergent (Cassetta et
al., 2022).

The literature on the 20222024 energy crisis spotlights the effects of systemic shocks on EU
integration in the energy sphere. North Sea electricity studies report heightened volatility and
temporary fragmentation (Seether and Neumann, 2024). Gas supply analyses document faster
diversification and demand adaptation from 2022 to 2024 (Zhou et al., 2025). Post-crisis reforms
address institutional challenges (SIEPS, 2024), while Commission reports note stabilization via
lower wholesale prices and reduced Russian gas reliance (European Commission, 2024).

Ukrainian academic and policy literature mainly addresses the prospects for national
integration. The DiXi Group and the Clingendael Institute (2024) present a policy-oriented roadmap
for Ukraine’s energy integration into the EU, while ExPro Consulting’s White Paper outlines
challenges related to electricity market synchronization and cross-border trade. Whereas academic
work on “SMART integration” emphasizes regulatory harmonization and infrastructure stability
(Lutsenko, 2025; Zvarych and Kharkovskyi, 2025). Nevertheless, the majority of Ukrainian sources
remain descriptive and focused on national issues.

In contrast, this article adopts a more extensive EU-Ukraine perspective. It assesses EU-wide
market resilience using harmonized econometric tools and situates Ukraine’s trajectory within the
overall European energy architecture. The study fills a methodological gap between policy discourse
and empirical resilience assessment.

Methodology. This study uses econometric methods to examine the resilience of the European
Union (EU) energy market amid geopolitical instability and the ongoing energy transition. The
empirical analysis follows a quantitative approach and draws on secondary data from oftficial
sources, primarily Eurostat and the World Bank.

The dataset features: (1) annual electricity prices for households and industrial consumers for
2013-2024 (Eurostat); (2) cross-border electricity trade volumes by partner countries for 2010—
2023 (Eurostat); and (3) a set of structural indicators used to construct a synthetic resilience index
for 2010-2022, namely energy import dependency (Eurostat), the share of renewables in gross final
energy consumption (Eurostat), energy intensity (World Bank), CO. emissions per capita (World
Bank), and diversification of the energy mix (Eurostat).

To achieve the research’s purpose, a comprehensive set of methods is applied. Price stability
and market integration are assessed using standard econometric tests of 6- and B-convergence for
both household and industrial electricity prices: o-convergence is measured through the cross-
country dispersion/standard deviation of prices over time, while B-convergence is tested via
regression analysis of the convergence hypothesis (the relationship between the initial price level
and subsequent price changes). The degree of diversification in external electricity trade is measured
using the Herfindahl-Hirschman Index (HHI), calculated from import and export shares across
trading partners (higher HHI values indicate greater concentration and, consequently, lower
diversification). To examine structural resilience and develop a country typology, a Synthetic
Market Stability Index is constructed: all five components are first standardized (z-scores), and the
index is then computed as the arithmetic mean of the standardized indicators. Next, k-means
clustering with a fixed number of clusters (K = 3) is applied to identify “leaders”, “transit hubs”,
and “vulnerable” markets based on their resilience profiles. Overall, the selected methodology
delivers a comprehensive (multidimensional) measurement of EU energy-market resilience:
combining convergence assessments, concentration indicators (HHI), and an integral index based
on standardized components makes it possible to assess integration dynamics simultaneously,
changes in vulnerabilities under external shocks, and structural cross-country differences, as well as
to develop a comparative market typology to support further applied conclusions and policy
recommendations.

Main results of the research. Given that the EU energy market plays a crucial role in ensuring
regional stability and integration, the following analysis examines empirical evidence of its
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resilience, focusing on price convergence, trade diversification, and structural transformation.

Econometric analysis exhibits statistically significant B-convergence of electricity prices for
industrial end-users (f = —0.138; R? = 0.153). In member states where industrial electricity prices
were initially elevated, price adjustments occurred more rapidly, showing a gradual alignment
within the internal electricity market. This outcome corroborates previous findings of partial
convergence in European wholesale markets and is in line with institutional reports that document
deeper integration in competitive segments (Zachmann, 2008; ACER, 2024).

Household electricity costs, on the other hand, do not show statistically significant evidence
of B-convergence. Retail markets remain structurally segmented. Household tariffs, unlike industrial
rates, are still set by national regulatory bodies, such as taxes, network fees, and social compensation
plans. Such elements weaken wholesale-to-retail price transmission and limit the integrative effects
observed in industrial segments, which is consistent with research documenting “club convergence”
rather than uniform retail harmonization (Cassetta et al., 2022).

The o-analysis reveals that cross-country dispersion in household electricity prices
consistently exceeds that observed for industrial tariffs over the period 2013-2024. This structural
disparity underscores the ongoing segmentation between competitive and regulated markets.

The 2022-2023 energy crisis intensified dispersion across both segments, with the largest
increase observed in the household sector. Countries that faced strong gas price shocks and had
limited fiscal space saw greater price volatility (Seether and Neumann, 2024). Governments with
extensive support measures, by contrast, temporarily restrained retail price increases (SIEPS, 2024).

These patterns show that crisis conditions amplify structural asymmetries: integration
mechanisms remain operative, but national policy space and fiscal capacity increasingly determine
retail outcomes under stress.

The partner Herfindahl-Hirschman Index (HHI) shows that imports relied on a relatively
concentrated set of trading partners in 2010-2014 (average
import HHI = 0.63). From 2015 onward, the index steadily fell, reaching about 0.54 over 2015—
2023. This reduction demonstrates a broadening of cross-border electricity flows, reflecting a wider
geography of interconnections and greater use of interconnections.

However, Member States diversified at varying rates. Highly interconnected systems in
Western and Northern Europe maintained lower and more stable HHI values. In contrast,
structurally limited systems, particularly peripheral markets or those with limited interconnection,
sustained higher concentration levels and experienced greater HHI fluctuations during periods of
stress.

Some national systems reduced their diversification under stress by reconcentrating their trade
flows during the crisis. Where interconnector capacity or alternative corridors remain limited,
market rules alone cannot prevent trade concentration under stress. These findings show that both
physical infrastructure and regulatory integration are necessary for diversification.

Using the Synthetic Market Stability Index (constructed from standardised indicators of import
dependence, renewable penetration, energy intensity, CO> emissions per capita, and trade
diversification), the k-means clustering procedure identifies three structural groups:

. Leaders: systems distinguished by strong diversification, minimal import dependence, and advanced
renewable energy penetration, mainly situated in Northern and Western Europe;

. Transit Hubs: intermediate systems presenting mixed structural characteristics and serving strategic
cross-border roles, notably encompassing several Central European markets;

. Vulnerable Markets: systems characterized by high import dependence, limited diversification, and
weaker transition indicators, typically corresponding to peripheral or isolated markets.

Over time, the number of countries classified as “vulnerable” declines modestly, while the
intermediate cluster expands. This trend reveals gradual structural improvement and partial
convergence of transition-related parameters.

For 2022, the clustering reveals a clear regional pattern: leaders are concentrated mainly in
Northern and Western Europe, many Central European systems fall into the middle cluster, and
several island (Cyprus, etc.) systems remain vulnerable.

Nonetheless, there is a lasting gap between structurally advanced Northern and Western
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systems and more constrained peripheral markets, showing the multidimensional nature of
resilience: progress along a single dimension (for instance, renewable penetration) does not
automatically compensate for weaknesses in diversification or import dependence.

Table 1

EU energy market stability indicators

Indicator Method Key result of | EU policy linkage Target result 2030/2040 Status
the  author’s
research

Price dispersion | Cross- o, €/kWh Internal  electricity | No  binding  EU-wide | -

(6) of end-user | country market rules | numeric “c target”; tracked

ele.ctricity stan.da'rd Households: (Directive' (EU) in market monitoring

prices deviation (o) 2019/944; Regulation

(households vs | of end-user 2013=0.0584 (EU) 2019/943)

industry, 2013— | prices 2016=0.0595

2024) 2020=0.0593

2022=0.0899
2023=0.1019
2024=0.0910
Industry:
2013=0.0309
2016=0.0187
2020=0.0180
2022=0.0477
2023=0.0580
2024=0.0435

Price B-regression | Households: Internal  electricity | No  binding  EU-wide | -

convergence () | on log(price) | no market rules | numeric “B target”;

(households  vs convergencep | (Directive (EU) | convergence is an expected

industry, 2013-— =0.0010 2019/944; Regulation | outcome of deeper

2024) p=0.905 (EU) 2019/943) integration and grid

R?=0.00006 reinforcement  and  is
tracked by regulators

Industrial -

convergence

confirmed: B =

-0.1375 p =

0.0000000007

R2=0.153

Electricity Partner- Import HHI: | Infrastructure and | 2030: Electricity | Progress

trade partner | share HHI | 0.63 — 0.54 interconnection interconnection target 15% | differs

diversification (imports and framework (TEN-E | by 2030 (enables | by

(HHI) exports) Export HHI: | Regulation (EU) | substitution/diversification) | Member

(imports/exports 0.62 — 0.57 2022/869) + market States

, 20102014 vs integrity/transparenc

2015-2023) y (REMIT

Regulation (EU) No
1227/2011)

RES share in | Cross- EU-27: 24.5% | Renewable Energy | 2030: EU binding | -

gross final | country (2023) Directive as revised | renewables target >42.5%

energy descriptive in 2023/2413) (with  ambition toward

consumption comparison 45%).

(EU-27)

Synthetic Z-score Three clusters | Energy Union | 2030: -

“Market standardisati | were identified: | governance & | 255% net GHG reduction

Stability Index” | on of 5 | Leaders (Cl), | comparability by 2030; >42.5% RES,

+ clustering indicators + | Middle  (C2), | (Regulation (EU) | 11.7% energy efficiency
composite and Vulnerable | 2018/1999) + risk- | improvement (binding).
index + k- | Markets (C3). | preparedness
means (K=3) | Over time, the | (Regulation (EU) | 2040: 90% net GHG

number of | 2019/941) + climate | reduction target under the
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“vulnerable” framework EU’s 2040 climate-target
countries (Regulation (EU) | process.

declines, and | 2021/1119)
the middle
cluster
strengthens,
indicating
gradual
convergence;
however, a
durable gap
persists
between
leading systems
and laggards.

Note. Created by the author based on data from (EuroSat, World Bank, n.d.)

Place of Ukraine within the Energy Union framework. Ukraine occupies a strategic
position within the Energy Union architecture, serving both as a frontline test of energy resilience
under wartime conditions and as the frontier for extending the Eastern European market.

A turning point was the synchronization of Ukraine’s power system with continental Europe
on March 16, 2022. Although originally scheduled as a gradual technical process, synchronization
was completed under emergency conditions and established a stable operational connection with
the continental grid. This physical interconnection demonstrated how infrastructure coupling can
expand diversification options during crises.

The connection improved system stability and allowed the shift from emergency technical
support to commercial operation. Cross-border electricity trade with EU Member States began later
in 2022, transforming grid linkage into a practical instrument for diversification of supply and
balancing resources at a time of severe domestic constraints.

Legal and institutional adjustments accompanied this process. As an EU candidate country
and a Contracting Party to the Energy Community, Ukraine continues to align its energy legislation
with the EU acquis. It has incorporated European market governance principles, strengthened
transparency requirements, and introduced compatible monitoring and reporting procedures. These
steps give interconnection a regulatory foundation, embedding it within the rules and practices of
the EU internal energy market rather than leaving it as a purely technical arrangement.

Policy planning has advanced in parallel. The EU-Ukraine Association Agreement provides
the legal framework for alignment, while national instruments translate commitments into concrete
targets. Ukraine’s National Energy and Climate Plan (NECP) for 2030 introduces structured target-
setting and control mechanisms for implementation. The National Renewable Energy Action Plan
sets a 27% target for renewables in gross final energy consumption by 2030. Longer-term priorities
are outlined in the Energy Strategy of Ukraine to 2050 and the Low Emission Development Strategy
2050, both of which define pathways for decarbonization and system modernization that are
consistent with broader European climate objectives.

Integration also moves beyond the electricity sector. The EU-Ukraine Memorandum of
Understanding on biomethane, hydrogen, and other renewable gases, signed on February 2, 2023,
established cooperation on certification standards, market rules, and future cross-border trade in
renewable gases. By extending cooperation to emerging energy carriers, this system deepens
compatibility with the developing EU internal market and fortifies Ukraine’s role in the wider
regional transition.

Future research may examine modelling the impact of new market flexibility technologies or
long-term resilience under 2030-2040 decarbonization trajectories.

Conclusions. The findings prove that the resilience of the EU energy market is
multidimensional, structurally differentiated, and segment specific. Integration advances through
distinct channels, such as price convergence, trade diversification, and structural transformation.
These processes, however, develop unevenly across consumer groups and national systems.
Empirical evidence shows that market mechanisms boost resilience when competitive structures are
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present, whereas institutional design and infrastructure lead to fragmentation.

Price Dimension. Industrial electricity prices show statistically significant B-convergence (3
= —0.1375; R* = 0.153) and consistently lower o-dispersion than household tariffs. Competitive
segments respond to internal market instruments, including wholesale market coupling and cross-
border exchanges, confirming that integration promotes gradual price alignment. By contrast,
household prices show no statistically significant convergence and display heightened dispersion
during the 2022-2023 crisis. National tax regimes, regulated network charges, public service
obligations, and emergency interventions weaken the transmission of wholesale signals to final
consumers. These results support the need for a differentiated resilience agenda. Where household
segmentation persists, market integration reforms should be evaluated alongside national tariff
structures and consumer protection mechanisms to ensure that wholesale integration translates into
stable, predictable retail outcomes.

Security of Supply and Diversification. Partner-based Herfindahl-Hirschman Index (HHI)
calculations show high concentration levels in 2010-2014 (approximately 0.63), followed by
gradual diversification in 2015-2023 (around 0.54). This decline represents the expansion of cross-
border electricity flows and partial strengthening of supply resilience. However, the 2022-2023
shock demonstrates that reconcentration can re-emerge quickly when interconnection capacity,
internal grid reinforcement, or alternative trade corridors remain insufficient. Diversification
depends not only on regulatory coordination but also on tangible infrastructure, balancing capacity,
and storage availability. Where physical connections remain weak, particularly in island systems
and structurally vulnerable markets, priority should be assigned to interconnector construction,
network reinforcement, and system flexibility, including storage deployment.

Structural Resilience. The Synthetic Market Stability Index distinguishes three structural
profiles: Leaders, characterized by diversified supply structures and stronger transition
performance; heterogeneous Transit Hubs undergoing gradual improvement; and Vulnerable
markets defined by high import dependence and limited diversification. Although the share of
vulnerable systems declines over time and the intermediate group expands, structural asymmetries
persist. Resilience increasingly depends on flexibility technologies, cross-border capacity
expansion, and diversification embedded within decarbonization pathways.

These structural differences carry direct policy implications. Vulnerable systems require
accelerated grid expansion, enhanced balancing resources, and storage integration. Transit Hub
systems benefit from improved congestion management and deeper regional coordination. Leader
systems may focus on regulatory refinement and market design optimization. A uniform integration
approach cannot adequately address structurally asymmetric risk patterns throughout the Union.

The results also highlight wider strategic opportunities. Further synchronization and deeper
market coupling with Ukraine enlarge the regional diversification set. Ukraine’s integration serves
not only as a national resilience strategy but also as a mechanism for extending Energy Union
stability eastward, notably under stress, when alternative corridors and trading options become
critical.

The Ukrainian case reinforces the central conclusion of this study: resilience strengthens most
effectively when regulatory integration, infrastructure interconnection, and long-term transition
policy evolve in a coordinated and mutually reinforcing manner rather than as isolated initiatives.
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Abstract. The article provides a comparative and critical analysis of European Territorial
Cooperation (ETC) programmes implemented along Poland’s eastern border in the financial
perspectives 2014-2020 and 2021-2027. The study examines three programmes: Poland-Russia
CBC 2014-2020, Poland-Belarus-Ukraine CBC 2014-2020, and Interreg NEXT Poland-Ukraine
2021-2027. It analyses their objectives, institutional design, thematic priorities, financial
allocations, implementation mechanisms and achieved results, while situating them within the
broader framework of EU cohesion and neighborhood policy.

The research demonstrates that while thematic continuity across programming periods
reflects the structural needs of peripheral border regions, the geopolitical rupture caused by
Russia’s full-scale invasion of Ukraine in 2022 fundamentally transformed the operational logic of
ETC. Cooperation with Russia and Belarus was suspended, funds were reallocated, and Interreg
NEXT evolved from a neighborhood policy instrument into a strategic mechanism supporting
Ukraine s reconstruction and European integration.

The findings indicate that ETC programmes significantly mitigate socio-economic
marginalisation in peripheral regions yet remain structurally vulnerable to geopolitical shocks. The
analysis highlights a critical threshold beyond which local cross-border pragmatism becomes
subordinate to macro-political decisions. The article concludes that future ETC architecture at the
EU's external borders requires enhanced institutional flexibility, geopolitical conditionality clauses,
and reinforced infrastructural resilience.

Key words: European Territorial Cooperation (ETC); Interreg; cross-border cooperation
(CBC); EU cohesion policy, European Neighborhood Policy; Poland-Ukraine relations, Poland-
Belarus relations;, Poland-Russia relations, geopolitical shocks; border security; regional
development; Ukraine reconstruction

Anomauyia. Y cmammi nooaHo NOPIGHANbHUNL MA KPUMUYHUL AHANI3  NPOSPAM
€8poneticbkoeo mepumopianviozo cnigpooimnuymea (€TC), wo peanizo8y8anucs 6300894c
cxionoeo xopoowny Ilonvwi y inancosux nepcnekmusax 2014-2020 ma 2021-2027 pokis.
Hocnioocenns pozensioae mpu npoepamu: TKC Ionvwa-Pocia 2014—-2020, TKC Ionvwa-binopyco-
Yrpaina 2014-2020 ma Interreg NEXT Ilonvwa-Ykpaina 2021-2027. Ananizytomecs ixui yini,
IHCMUmMyYitiHutl Ou3aul, memMamuyHi npiopumemu, IiHAHCOBI ACUSHYBAHHS, MEXAHI3MU peanizayii
ma 00csA2HYmMi pe3yibmamu 8 WUpWUX pamkax noaimuky 32ypmosanocmi ma ROLMuKU cyciocmaed
€C. Jocnioxcenna OeMOHCMPYE, WO X04ad MeMAMudHa CHAOKOEMHICMb Yy PI3HUX Nnepiodax
npocpamysants 8i0oopadicac CmpyKmypHi nompedou nepughepitinux npuxkopOOHHUX pelioHis,
2€ONONIMUYHUL PO3PUE, CNPUHUHEHUL nNoBHOMacumabHum emopeHennam Pocii 6 Yipainy y 2022
poui, pynoamenmanvro sminue onepayiuny noeiky €TC. Cnisnpays 3 Pocieto ma Binopyccro 6yna
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npuzynuHeHa, Kowimu nepeposnodineni, a npoepama Interreg NEXT esonoyionysana 3
IHCMpYMeHny ROLIMUKYU CyCciocmea Ha cCmpame2idHull Mexanizm niompumku 8i00yoosu Ykpainu ma
ii esponeticvkoi inmeepayii. Pesynomamu ceiouamv npo me, wo npoepamu €TC 3nauno
NOM'SKWYIOMb  COYIAIbHO-eKOHOMIYHY —Mapeinanizayilo 8 nepughepilinux pezioHax, npome
3AIUUAIOMbCS CIMPYKMYPHO  8PAZIUBUMU 00 2€0NONIMUYHUX NOMPACIHb. Ananiz euceimioe
KpUMUuYHUl nopie, 3a SAKUM Micyesuil MpaHCKOPOOHHUU NpazMamusm Cmae niOnopsoKO8aAHUM
MAKpONOIIMUYHUM pilleHHAM. Y cmammi pobumbcs 6UCHOB0K, wo maubymus apximexmypa €TC
Ha 306HIWHIX KopooHax €C nompebye nioguujeHoi iIHCMUmyyitiHoi eHyYKOCmi, NON0NHCEHb W00
2€0oNnoNIMUYHOI 00YMOBIIEHOCMI MA NOCULEHOT THhpacmpyKmypHOi CMIKOCmi.

Kniwwuosi cnoea: €Esponeiicoke mepumopianvie cnispobimnuymeo (€TC); Interreg;
mpanckopoonue cnispodbimnuymeo (TKC), nonimuxa 3eypmosanocmi €C; €8poneiicoka noaimuxa
cyciocmea, YKpaiHcbKo-nolbCbKi 8IOHOCUHU, NOIbCLKO-OLI0PYCOKI BIOHOCUHU, NOIbCLKO-POCIUCHKI
BIOHOCUHU, 2eONONIMUYHI NOMPACIHHA, Oe3neKa KOpPOOHIB, pPeCiOHAbHULL PO36UMOK, 6i00)006a
Yrpainu.

Introduction. European Territorial Cooperation (ETC), implemented under the Interreg
framework, constitutes one of the core instruments of the European Union’s cohesion policy and a
complementary mechanism of its neighborhood policy. At the EU’s external borders, ETC has
played a dual role: fostering socio-economic development in peripheral regions and simultaneously
functioning as a soft-power instrument aimed at stabilising neighboring territories.

Poland’s eastern border represents a particularly complex testing ground for this policy
architecture. Historically marked by development asymmetries, institutional divergence and
geopolitical sensitivity, it has been the site of intensive cross-border programming involving Russia,
Belarus and Ukraine. However, the Russian Federation’s aggression against Ukraine - initiated in
2014 and escalated in February 2022 - has radically altered the political and institutional landscape
in which these programmes operate.

This article examines how three successive ETC programmes responded to evolving
geopolitical realities: Poland-Russia CBC 2014-2020, Poland-Belarus-Ukraine CBC 2014-2020,
and Interreg NEXT Poland-Ukraine 2021-2027. The analysis moves beyond a descriptive
comparison to interrogate a broader structural question: to what extent can cross-border cooperation
remain effective and resilient under conditions of geopolitical destabilisation?

The study adopts a comparative institutional perspective, assessing thematic continuity,
financial structures, partnership models and implementation outcomes. Attention is paid to the
transformation of the EU’s eastern border from a space of developmental cooperation into a security-
oriented frontier, and to the implications of this shift for the long-term viability of ETC as a policy
instrument.

Literature Review. The study is based primarily on official programme documentation, legal
acts of the European Union and strategic documents regulating European Territorial Cooperation
(ETC), including Regulation (EU) 2021/1059 on Interreg (European Parliament & Council of the
European Union, 2021), programme documents of the Poland-Russia CBC 2014-2020, Poland-
Belarus-Ukraine CBC 2014-2020 and Interreg NEXT Poland-Ukraine 2021-2027, as well as
communications and reports of the European Commission and the Ministry of Funds and Regional
Policy. These sources provide the formal institutional and financial framework within which the
analysed programmes operate.

In addition, the analysis draws on selected thematic evaluations and impact studies concerning
cross-border cooperation at Poland’s eastern border (e.g. Belica et al., 2024, Rybkowski et al.,
2024a; 2024b), as well as earlier assessments of CBC effectiveness (Olejniczak et al., 2007).
Academic contributions addressing the role of cross-border cooperation in peripheral regions
(Studzinska & Bartnik, 2025; Wolodin & Wyporska, 2025) and contemporary transformations of
borders under geopolitical pressure (Wigckowski, 2025, Dybcio & Litvina, 2025) complement the
institutional perspective.

However, the existing literature reveals a significant limitation. Most scholarly works focus
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either on earlier programming periods or on general theoretical aspects of cross-border cooperation.
There is a clear shortage of up-to-date academic analyses examining the structural consequences of
the 2022 geopolitical rupture, including the suspension of cooperation with Russia and Belarus and
the transformation of Interreg NEXT into an instrument supporting Ukraine’s reconstruction. The
rapidly evolving political context has outpaced the production cycle of peer-reviewed research,
resulting in a gap between policy developments and academic reflection.

Consequently, this article relies to a considerable extent on programme documentation,
evaluation reports and institutional sources, treating them not merely as descriptive materials but as
primary empirical evidence for analysing the ongoing transformation of ETC at the EU’s eastern
border. The scarcity of comprehensive academic studies addressing the post-2022 reality
underscores both the originality and the necessity of the present research.

The purpose of this article is to analyse the evolution, effectiveness and institutional resilience
of European Territorial Cooperation programmes implemented along Poland’s eastern border in the
2014-2020 and 2021-2027 programming periods. The study seeks to assess how geopolitical
disruption — particularly the suspension of cooperation with Russia and Belarus after 2022 — has
transformed the strategic logic, operational mechanisms and developmental impact of these
programmes.

Main results of the research. European Territorial Cooperation (ETC), commonly known as
Interreg, is a fundamental pillar of the European Union's cohesion policy, aimed at supporting
sustainable development and deepening integration in border regions (European Parliament &
Council of the EU, 2021). At the external borders of the European Union, in the 2014-2020 financial
perspective, ETC was implemented through the European Neighbourhood Instrument (ENI). In the
current programming period (2021-2027), this function has been taken over by the Interreg NEXT
instrument. The main objective of these programmes is to reduce disparities in living standards and
to jointly address cross-border challenges such as environmental, public health and security issues
(European Parliament & Council of the EU, 2021).

A characteristic feature of ETC programmes is their partnership model based on the principle
of balance. EU Member States and neighbouring countries participating in the programmes have an
equal say in the decision-making process, and projects can only receive funding if they are
implemented by partners on both sides of the border. This structure, which requires balanced
partnership and joint decision-making, naturally promotes mutual trust and stability in an unstable
geopolitical environment. In border regions — historically marked by tensions or significant
development disparities — this model of governance cooperation goes beyond mere administrative
aspects, becoming a key element in creating lasting cross-border ties between local communities.
This is particularly important in the face of dynamic geopolitical changes, where the ability to
maintain and deepen trust-based relationships becomes a critical factor for regional stability.
Although formally a regional policy instrument, these programmes also serve a broader geopolitical
function, acting as a tool of soft power and conflict prevention, which is particularly important at
the external borders of the European Union. Their significance therefore goes beyond the
implementation of projects, building relationships that are intended to have the potential to
withstand political tensions (at least to some extent).

The literature on the subject emphasises that CBC in peripheral border areas along the external
borders of the European Union is one of the key factors enabling their socio-economic stabilisation.
This need for stabilisation is the main motivation for stakeholders to engage in cooperation with
partners outside the EU (Studzinska & Bartnik, 2025). CBC is also a fundamental element of
sustainable development. By stimulating economic growth in border regions, preserving natural and
cultural heritage, improving cross-border accessibility and the quality of roads and border crossings,
it contributes to the comprehensive development of regions (Wolodin & Wyporska, 2025). Interreg
programmes actively encourage entities located near national borders to engage in CBC to address
common challenges such as environmental degradation, socio-economic disparities and
infrastructure deficiencies, thereby supporting sustainable development (Wolodin & Wyporska,
2025). The ETC not only implements development projects but fundamentally enables a more
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holistic and sustainable form of development that transcends national borders, making it more crisis-
resistant and effective.

Regarding the external borders of the European Union, where the geopolitical context is often
unstable, the EGTC cooperation model suggests that even in the face of tense high-level political
relations, practical benefits and common challenges at the local level can drive cooperation. This
observation is a hypothesis that will be tested later in this article, especially in the context of
geopolitical escalation after 2022. The transformation of the function of the Polish Belarusian border
from an axis of cooperation to a security barrier after 2021 (migration crisis) and 2022 (war)
confirms the cyclical nature of borders. This necessitates a redefinition of ETC programmes from
development instruments to crisis management tools, e.g. by including geopolitical clauses in
programme documentation (Wieckowski, 2025).

The main objective of the Poland-Russia CBC Programme 2014-2020 was to support CBC in
the social, environmental, economic and institutional spheres in the Polish Russian border area. The
programme was formally approved by the European Commission on 21 September 2016 (Poland-
Russia Programme, 2014).

The geographical coverage of the programme included the following main subregions on the
Polish side: Suwatki, Etk, Olsztyn, Elblag, Starogard, Gdansk and the Tri-City. The adjacent area
consisted of two subregions: Stupsk and Bialystok. On the Russian side, the programme covered
the entire Kaliningrad Oblast (Poland-Russia Programme, 2014).

Figure. 1.

Coverage of the Poland-Russia CBC Programme 2014-2020 by region

D Kaliningrad Ragion, Russia

. ‘Warminsko-Mazurskie Region, Poland
D Podlaskie Ragion, Poland

. Pomorskie Region, Poland

Source: Poland-Russia Programme. (2014).

The thematic structure of the programme was based on four key thematic objectives, selected
from a closed list indicated in the programme document for European Neighborhood Instrument
programmes. These were (Poland-Russia Programme, 2014):

o Thematic Objective 3: Promotion of local culture and protection of cultural heritage (priority
"Heritage").

e Thematic Objective 6: Environmental protection and climate change adaptation (priority
"Environment").

e Thematic Objective 7: Improving the accessibility of regions, developing transport and
communication networks and systems (priority "Accessibility").

e Thematic Objective 10: Promotion of border management and border security (priority
"Borders").

In the context of the implementation of the thematic objectives, an important phenomenon
that reveals the existence of hidden barriers is the fact that no projects were submitted for the
thematic objective "Borders" (Dybcio & Litvina, 2025). Although the institutions implementing the
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programme actively promoted border management and security, the lack of interest from potential
beneficiaries in this area suggests fundamental discrepancies between the programme priorities and
the actual needs or capacities of local partners or indicate existing political sensitivities that
discourage cooperation in this specific area. Given the nature of the partners (Poland as an EU
member and the Russian Federation), it is likely that cooperation in security-related areas was
perceived as particularly difficult or less attractive for joint initiatives, even if it was formally
included as a priority. This phenomenon points to a deeper, unspoken barrier that went beyond
typical administrative obstacles. Even when formal opportunities for cooperation existed, certain
areas, such as security and border management, were too sensitive for genuine cooperation with
Russia, reflecting a deeper, unspoken political barrier that existed even before the full-scale invasion
of Ukraine in 2022. This earlier political sensitivity was a harbinger of the eventual severing of ties.

The total budget for the Poland-Russia CBC Programme 2014-2020 was EUR 62,298,477.
Funding came from three main sources: the European Regional Development Fund (€20,652,617),
the European Neighbourhood Instrument (€20,993,243) and the Russian Federation's contribution
to the Programme (€20,652,617). The maximum level of co-financing for eligible project costs was
up to 90% (Ministry of Funds and Regional Policy, 2022b).

The key mechanism for implementing the programme was the partnership principle. Each
project had to involve at least two beneficiaries: one from Poland and one from the Russian
Federation. One lead beneficiary was designated from among them to represent the entire
partnership (Dybcio & Litvina, 2025).

The programme provided for the implementation of various types of projects, including
integrated projects (each beneficiary implemented part of the activities on its territory), symmetrical
projects (similar activities were implemented in parallel in both countries) and single-country
projects (implemented mainly or exclusively in one country, but benefiting both parties). Projects
were also classified according to the nature of the activities: infrastructure (involving an
infrastructure component worth between EUR 50,000 and EUR 2,500,000, or requiring a building
permit), investment (involving fixed assets worth more than EUR 50,000) and soft (not defined as
infrastructure or investment) (Formular of ENI CBC Poland-Russia Programme, 2014).

This article is being written in 2025, at a time when cooperation with Russia has been
suspended for over three years due to the Russian Ukrainian war. The website of the Programme in
question also not functioning. This means that the only source of information about the Programme
is previous studies on the subject. On this basis, it can be concluded that a total of 31 projects were
selected and co-financed under the Poland-Russia CBC Programme 2014-2020. There is no
information on the amount allocated to support Russian beneficiaries. Therefore, the rest of this
article only considers the value of projects on the Polish side.

Tablel.
Selected data on the Poland-Russia Programme 2014-2020
Thematic objective Value of funds contracted to Polish Number of projects co-
beneficiaries [in EUR] financed

Heritage 13.4 million 16
Environment 10.1 million 10
Accessibility 12.8 million 5
Borders - -
TOTAL 36.3 million 31

Source: Own study based on Rybkowski, 2024b.

The Russian Federation's aggression against Ukraine, which began in February 2022, had
immediate and far-reaching consequences for ETC programmes. In March 2022, the European
Commission decided to suspend CBC with Russia and Belarus in all programmes, including those
implemented under the European Neighborhood Instrument 2014-2020 (Ministry of Funds and
Regional Policy, 202e). Poland, as the Managing Authority for the Poland-Russia Programme 2014-
2020, in response to this decision and in a gesture of condemnation of the aggression, suspended
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payments to Russian and Belarusian partners (Ministry of Funds and Regional Policy, 202¢).

This decision meant the definitive end of cooperation with Russia and Belarus in programmes
for the new programming period 2021-2027. The Ministry of Funds and Regional Policy (MFiPR)
in Poland made a strategic decision to redirect the funds that were originally earmarked for the
programme with Russia for 2021-2027. The European Regional Development Fund contribution of
EUR 43.24 million has been allocated to other Interreg programmes, including: Lithuania-Poland
(EUR 30 million), South Baltic (EUR 10 million) and Poland-Slovakia (EUR 3.24 million)
(Ministry of Funds and Regional Policy, 2023).

The immediate and decisive redirection of funds from the suspended programme with Russia
to other Interreg programmes is more than just an administrative change. This action demonstrates
the strategic ability of the European Union and Poland to maintain the idea of CBC within EU
structures, while completely severing ties with aggressor states. This marks a strategic shift that
transforms development funds into a tool for strengthening alliances and isolating adversaries,
highlighting the Union's ability to adapt in the face of crisis.

Polish territories along the border with Russia, especially the Warmian-Masurian Voivodship,
are among the least developed and are struggling with depopulation and economic decline.
Cooperation with Russia was an important factor in their development (Interreg Europe, 2025).
After 2022, the situation deteriorated as the sudden halt in tourist traffic and "shopping tourism" had
serious consequences for many businesses, leading to economic crises and bankruptcies. In addition,
there was a decline in investment, disruption of supply chains and a general sense of uncertainty
(Interreg Europe, 2025). The full-scale invasion in 2022 led to an outright suspension of
cooperation, revealing a critical threshold: while local actors can sustain cooperation to a certain
degree of geopolitical turbulence, there is a point at which macro-political decisions
overwhelmingly dominate local needs and established ties. This points to the inherent fragility of
the ETC in its relations with partners with unstable politics. The militarisation of the Polish
Belarusian border (construction of an electronic barrier on the Bug River in 2024) symbolises the
transformation of the programme's concept from a neighbourhood policy to a security policy. This
confirms the thesis that the ETC only functions in a stable institutional environment (Wieckowski,
2025).

The CBC Programme of the European Neighborhood Instrument Poland-Belarus-Ukraine
2014-2020 (PBU 2014-2020) was officially approved by European Commission Decision No
C(2015) 9138 on 17 December 2015 (ENI CBC Poland-Belarus-Ukraine Programme, 2023). Its
overarching objective was to support cross-border development processes in the border area
between Poland, Belarus and Ukraine. The programme aimed to promote economic and social
development, address common challenges in the areas of the environment, public health and safety,
and improve the conditions for the mobility of people, goods and capital (ENI CBC Poland-Belarus-
Ukraine Programme, 2023).

The programme pursued four main thematic objectives that reflected the identified regional
needs:

1. HERITAGE (promotion of local culture and preservation of historical heritage, including
promotion and preservation of natural heritage);

2. ACCESSIBILITY (improving the accessibility of regions, developing sustainable and
climate-resilient transport and communication networks and systems, including the development of
information and communication technology infrastructure).

3. SECURITY (common challenges around security and safety, including support for the
development of health and social services and addressing common security challenges).

4. BORDERS (promotion of border management and border security, mobility and
migration management, including support for border efficiency and security, and improvement of
border management operations, customs and visa procedures) (ENI CBC Poland-Belarus-Ukraine
Programme, 2023).

The geographical scope of the programme was broad and covered NUTS3 units on the Polish
side and districts in Belarus and Ukraine. On the Polish side, these were the main subregions: Krosno
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and Przemysl (Podkarpackie Voivodship), Bialystok, Lomza and Suwalki (Podlaskie Voivodship),
Biata Podlaska and Chelm-Zamo$¢ (Lubelskie Voivodship), Ostrotgka-Siedlce (Mazowieckie
Voivodship). The adjacent subregions were Rzeszéw and Tarnobrzeg (Podkarpackie Voivodship)
and Putawy and Lublin (Lubelskie Voivodship). On the Belarusian side, the main area consisted of
the Grodno and Brest regions, and the adjacent area consisted of the Minsk region (including the
city of Minsk) and the Gomel region. In Ukraine, the main area covered the Lviv, Volyn and
Zakarpattia regions, while the adjacent area covered the Rivne, Ternopil and Ivano-Frankivsk
regions.

Figure. 1.

Coverage of the Poland-Belarus-Ukraine CBC Programme 2014-2020

&
5

Source: ENI CBC Poland-Belarus-Ukraine, 2023.
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The programme's broad geographical scope, covering regions with varying levels of economic
development and natural resources, was both an asset and a challenge. Although this breadth was
intended to promote comprehensive cross-border development, it also made it difficult to tailor
interventions precisely to specific regional needs. For example, an evaluation carried out for the
2004-2006 Programme revealed significant economic gaps between the Polish, Belarusian and
Ukrainian sides, as well as differences in entrepreneurial activity and the R&D sector (Olejniczak
etal., 2007). Macroeconomic indicators for the area covered by the support on the Polish, Belarusian
and Ukrainian sides remain diverse. This diversity, which persists despite the passage of time,
suggests that a uniform approach, even within thematic priorities, may not have been optimally
effective in such a heterogeneous area, potentially leading to varying outcomes and levels of
satisfaction among partners from different countries.

The budget of the Poland-Belarus-Ukraine CBC Programme for 2014-2020 amounted to EUR
183 million, with the possibility of co-financing projects up to 90% of eligible cost (ENI CBC
Poland-Belarus-Ukraine Programme, 2023).

The key mechanism for implementing the programme was the Cross-Border Cooperation
Strategy (CBCS), adopted in May 2014 at Lublin Castle. This document was innovative, as it was
the first of its kind to be developed jointly by three countries, and was an extension of the Lublin
Province Development Strategy for 2014-2020 (with a perspective until 2030). The CBCS aimed to
promote cooperation between local authorities and socio-economic partners and to assist partners
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from Ukraine and Belarus in implementing joint cross-border projects (Onet.pl, 2023). To
effectively implement the CBCS, a cross-border network of Contact Points was established. These
points operated in each of the regions covered by the Strategy (Lviv and Volyn Oblast in Ukraine
and Brest Oblast in Belarus). Their main task was to ensure the flow of information and the
organisation of work within the network, as well as to support the establishment of cross-border
partnerships.

The scope of the CBC Strategy indicates a high level of ambition and a progressive approach
to the management of CBC, but in practice, significant challenges were encountered. First, the
potential offered to the regions by their border location has not been fully exploited. This
discrepancy between innovative strategic intentions and practical difficulties in implementation may
be due to barriers such as administrative inefficiency, cognitive distances or political sensitivities.
The literature also points to bureaucratic obstacles, complex regulatory frameworks, and differences
in legal systems and standards as factors complicating joint projects. Political differences between
Poland, Belarus, and Ukraine led to divergent priorities and approaches, particularly in the context
of Belarus' political system and its relations with the European Union. Overcoming these barriers
required dialogue and diplomacy (Onet.pl, 2023). This suggests a gap between strategic planning
and operational reality and highlights the limits of ECT's soft power in authoritarian contexts, where
its effectiveness is severely limited when one of the partners prioritises political control.

The 2014-2020 Poland-Belarus-Ukraine programme pursued its objectives through a series of
projects falling under four priorities. In total, the funds allocated to these projects amounted to EUR
169.9 million, with the largest share (almost one third) going to the priority related to accessibility.
However, the largest number of projects was implemented for the purpose of heritage — as many as
93 projects out of 158 implemented. This indicates the significant importance of this issue for the
parties receiving support. The number of projects and the value of funds allocated to support
beneficiaries are presented in the table below.

Table2.
Selected data on the Poland-Belarus-Ukraine Programme 2014-2020
Thematic objective Value of funds contracted to beneficiaries Number of projects co-
[in EUR] financed
HERITAGE 38.5 93
ACCESSIBILITY 55.9 million 21
SAFETY 44.3 million 30
BORDERS 31.2 million 14
TOTAL 169.9 million 158

Source: Own study based on Rybkowski, 2024a.

Despite its achievements, the programme faced significant challenges. The border and border
regime were the most important barriers to cross-border interaction (ENI CBC Poland-Belarus-
Ukraine Programme, 2023). This applied to both the physical infrastructure and the procedures at
border crossings. The scientific literature further emphasises that the lack of modernisation of road
and rail infrastructure on the Ukrainian side limits the capacity of border crossings, which poses a
significant challenge to cross-border mobility.

Low satisfaction with institutional cooperation was particularly evident on the Polish
Belarusian border, although the potential for expanding cooperation between public authorities and
non-governmental organisations was also observed on the Polish Ukrainian border (Osikowicz,
2017). Cultural projects in the 2014-2020 PBU programme (e.g. Polish Belarusian borderland
culture meetings involving the municipality of Tuczna (Poland) and the villages of Damaczéw and
Klejniki (Belarus) served as "symbolic bridges" between communities. The neutrality of the cultural
issues addressed in the project, such as folklore and folk games, made it possible to avoid Polish
Belarusian tensions and build trust between local communities. It is worth mentioning, however,
that there were more activities of this type on the Polish Ukrainian border, where they effectively
helped to overcome historical grievances. On the other hand, the lack of projects concerning similar
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"neutral spaces" on the border with Belarus explains the low effectiveness of social cooperation —
administrative projects that did not involve local communities prevailed.

Border infrastructure, both physical and procedural, was therefore a critical factor in the
success or failure of the programme. Even with significant funding and clearly defined thematic
priorities, bottlenecks at the border itself could seriously limit the overall impact and effectiveness
of cooperation. The effectiveness of ‘soft’ projects, such as cultural exchanges or training, could be
undermined if fundamental infrastructure challenges were not adequately addressed. Beyond
physical barriers, socio-cultural barriers such as historical grievances, stereotypes and language
differences could hinder effective communication and trust-building. The combination of these two
types of barriers, exacerbated by geopolitical events, creates a complex network of obstacles.
Addressing ‘soft’ barriers (through trust-building) becomes more difficult, if not impossible, when
‘hard’ barriers (physical infrastructure, security regimes) are actively reinforced due to political
tensions. In such a situation, the physical border becomes a tangible reflection of deep political and
social divisions.

As in the case of the Poland-Russia Programme, cooperation with Belarus under the PBU
Programme 2014-2020 was suspended in March 2022. This decision was a direct response to the
Russian Federation's invasion of Ukraine, in which Belarus played a supporting role. The suspension
of payments to Belarusian partners was intended to protect the interests of Polish beneficiaries who
were implementing cross-border projects before the outbreak of the war. Poland, in cooperation with
the European Commission, actively sought solutions that would allow the planned activities on the
Polish side of the border to be completed without the further participation of entities from Belarus.

The immediate and comprehensive suspension of cooperation with Belarus signals a profound
and probably irreversible change in European Union policy. Although the 2014-2020 programme
was aimed at building ties, the geopolitical reality forced a sudden interruption of these activities.
This not only affected the projects being implemented at the time, but also fundamentally redefines
future engagement. The redirection of funds and a clear focus on Ukraine in the current
programming period (Interreg NEXT) demonstrates a clear strategic choice to consolidate
cooperation with democratic partners, effectively isolating Belarus from future EU-funded cross-
border initiatives. This has long-term consequences for the development trajectory of the border
regions of Poland and Belarus and for the nature of their future interactions.

The Bug River, which forms a natural border between Poland, Ukraine and Belarus, has been
the site of growing political tensions and a humanitarian crisis since 2022 (Dybcio & Litvina, 2025).
In response to the Belarusian government's support for illegal migration, Poland began construction
of'a 172-kilometre electronic barrier across the river in September 2024, prioritising border security
over environmental concerns (Dybcio & Litvina, 2025). The construction of the dam on the Bug
(2023-2024) violated four Natura 2000 protected areas, fragmenting the migration corridors of
animal species (State Council for Nature Conservation, 2025). The Interreg NEXT Poland-Ukraine
programme attempts to compensate for these losses through "green infrastructure" projects, but their
effectiveness is limited due to a lack of coordination with Belarus. This confirms the thesis that ETC
cannot be effective in conditions of unilateral action in the border area. This transformation of the
border from an area of cooperation (albeit difficult) to a place of active geopolitical confrontation
and militarisation represents a fundamental change in relations, moving from a ‘neighbourhood
policy’ to a ‘security border’.

The Interreg NEXT Poland-Ukraine 2021-2027 Programme is a direct continuation of the
Poland-Belarus-Ukraine 2014-2020 Programme. However, the key change in the new perspective
is the composition of the partners, which is a direct consequence of the changing geopolitical
context. The exclusion of Belarus from the programme reflects the strategic decisions taken after
the Russian Federation's invasion of Ukraine in 2022.

The overarching and new programme challenge is to support the reconstruction of Ukraine
after the end of Russian aggression (Interreg NEXT Poland-Ukraine Programme, 2024). This
transformation of the programme from a neighbourhood instrument to a tool for reconstruction and
solidarity is more than just an administrative change. It is a profound redefinition of the programme's
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purpose. Interreg NEXT is transforming from a general cross-border development tool into a direct
instrument for responding to crises, supporting post-conflict reconstruction and demonstrating the
solidarity of the European Union. This shift in priorities reflects the urgent and unprecedented needs
arising from the war, demonstrating the European Union's ability to adapt its funding mechanisms
to immediate geopolitical imperatives, moving beyond the traditional framework of regional
development towards crisis response and long-term stabilisation. The Interreg NEXT Poland-
Ukraine programme is an example of how the EGTC can act as a flexible crisis response instrument,
capable of rapidly reorienting its objectives and resources in response to dramatic geopolitical
changes.

Beyond the priority of rebuilding Ukraine, the Interreg NEXT Poland-Ukraine Programme
2021-2027 continues and develops cooperation in other key areas. These include environmental
protection, climate change adaptation, ensuring access to water and nature conservation. The
programme also aims to improve access to healthcare, promote the sustainable use of the tourist
attractions of the Polish Ukrainian border region, develop cooperation between administrations and
communities at various levels, improve the functioning and protection of the Polish Ukrainian
border, and increase cross-border mobility within the so-called Solidarity Corridors between the EU
and Ukraine.

The programme focuses on six main thematic priorities (Interreg NEXT Poland-Ukraine
Programme, 2024):

eEnvironment: including adaptation to climate change, disaster risk prevention, access to
water, sustainable water management, nature and biodiversity protection.

e Health: ensuring equal access to healthcare, supporting the resilience of healthcare systems.

eTourism: strengthening the role of culture and sustainable tourism in economic
development.

eCooperation: increasing the efficiency of public administration, building mutual trust
through people-to-people contacts.

eBorders: other actions for a safer and more secure Europe.

e Accessibility: developing and improving sustainable, climate-resilient, smart and
intermodal mobility.

The geographical coverage of the programme on the Polish side includes the Voivodships of
Podlaskie, Mazowieckie (only the subregions of Ostrolgka and Siedlce), Lubelskie and
Podkarpackie. On the Ukrainian side, it covers the regions of Volyn, Lviv, Zakarpattia, Rivne,
Ternopil and Ivano-Frankivsk.

The total area of the programme is 177,128 km?, of which 57% is located in Ukraine. This
geographical concentration, in contrast to the broader coverage of the previous PBU programme, is
a direct response to new challenges. Focusing exclusively on Poland and Ukraine, combined with
the clear objective of rebuilding Ukraine, allows for a more concentrated and potentially more
effective allocation of resources and efforts. This reflects a strategic decision to prioritise depth of
cooperation and direct support where it is most urgently needed, rather than spreading resources
across a wider, currently politically divided border area. Such concentration can lead to more
tangible and measurable results in the designated areas.

The budget for the Interreg NEXT Poland-Ukraine 2021-2027 Programme is EUR 262
million, of which EUR 235.9 million comes from the European Regional Development Fund
(ERDF). The maximum level of project co-financing is 90% of eligible costs (Interreg NEXT
Poland-Ukraine Programme, 2024).

The first call for proposals under the programme took place in mid-2023 and concerned the
priorities "Health" and "Environment". The Programme Monitoring Committee, as the key decision-
making body, approved the results of the call for proposals under the Health priority in 2023. Out
of 115 applications submitted, the Committee decided to fund 20 projects, while creating a reserve
list of 28 projects for possible contracting in the future. Due to the very high quality of the
applications submitted, the Monitoring Committee decided to transfer EUR 2.55 million from the
Cooperation priority (specific objective 6.2) to the Health priority. In addition, to enable the
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financing of a larger number of projects, the maximum level of co-financing was reduced from 90%
to 83%. The total amount of co-financing allocated to the "Health" priority was EUR 39.92 million.
The selection of projects under the Environment priority was planned for April 2024, also with a
budget increased by EUR 2.55 million (Interreg NEXT Poland-Ukraine Programme, 3rd Meeting
2023).

Figure. 2.
Coverage of the Interreg NEXT Poland-Ukraine Programme 2021-2027
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Source: https://pl-ua.eu/pl/pages/578 (accessed on 29 May 2025).

Work is also underway on the preparation of non-competitive projects.

The Monitoring Committee's decision to reallocate funds between priorities and reduce the
co-financing rate (from 90% to 83%) to finance a larger number of high-quality projects
demonstrates a significant degree of programme flexibility. This is a key adaptation mechanism,
particularly in the context of Ukraine's reconstruction, where needs are enormous and project quality
can vary. It allows the programme to maximise its impact by supporting a larger number of viable
initiatives, even if this means a slight reduction in the individual grant percentage. This suggests a
pragmatic approach to resource allocation, prioritising breadth of impact over depth of funding for
individual projects.

Table 3.
Selected data on the Poland-Ukraine Programme 2021-2027
Priority Value of funds contracted to beneficiaries [in Number of projects co-
EUR] financed
Environment 90.2 million 45
Health 53.3 million 24
Tourism 3.9 million 1
Cooperation 0 0
Borders 0 0
Availability 0 0

Source: Own study (European Parliament & Council of the European Union, 2021).

The Interreg NEXT Poland-Ukraine programme plays a strategic and key role in supporting
Ukraine's reconstruction, which is clearly highlighted as one of its main objectives. Its activities go
beyond the traditional framework of CBC, becoming an instrument of direct support in the face of
the effects of war. Programme activities, such as those covering health protection (e.g. expansion of
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hospital infrastructure and purchase of medical equipment), environmental protection, as well as
improving the functioning and protection of the Polish Ukrainian border and increasing cross-border
mobility within the Solidarity Corridors, directly contribute to the stabilisation and long-term
development of Ukraine.

An example of a specific project implemented under this programme is "Improving safety in
the border area between Poland and Ukraine in the field of rescue services". This project,
implemented by the City of Augustow as the main partner and the Main Branch of the State
Emergency Service of Ukraine in the Volyn Oblast, has a budget of over EUR 1.7 million. It includes
the purchase of specialised equipment for fire brigades, the organisation of training courses for
firefighters in Poland and Ukraine, as well as conferences and family picnics (City of Augustow,
2024). This is a concrete example of how the programme responds to urgent needs around security
and infrastructure.

The clear focus on the reconstruction of Ukraine and the inclusion of the "Solidarity
Corridors" (Ministry of Finance, 2022) also raises the status of the Interreg NEXT programme
beyond that of a typical CBC programme. It positions it as a strategic element and catalyst for
Ukraine's broader European integration. By addressing immediate post-conflict needs (health,
environment) while improving infrastructure and mobility, the programme lays the fundamental
groundwork for future economic and social ties, in line with the long-term vision of Ukraine's
potential membership of the European Union. This marks a transition from simple “neighbourly”
cooperation to a more deeply integrated, future-oriented partnership.

An analysis of three ETC programmes on the EU's eastern border (Poland-Russia 2014-2020,
Poland-Belarus-Ukraine 2014-2020, Interreg NEXT Poland-Ukraine 2021-2027) reveals both
elements of continuity and significant developments, particularly in response to the changing
geopolitical context. The following aspects were compared in this section:

Continuity of Evolution O(f Gehographlcéll Implementation
riorities security and change an mechanisms
p border priorities partnerships

All three programmes consistently focused on similar thematic areas, reflecting the
fundamental needs of border regions. Socio-economic development, environmental and cultural
heritage protection, and improving the accessibility of regions were constant elements. Some of the
objectives were present in both the 2014-2020 programmes and the new 2021-2027 perspective.
The continuity of thematic priorities across all programmes and periods indicates the enduring,
fundamental needs of border regions that transcend political changes. The table below presents the
priorities that were present in each of the programmes analysed.

Table 4.

Priorities present in the analysed programmes

Priorities POLAND-BELARUS- POLAND-RUSSIA POLAND-UKRAINE
UKRAINE 2014-2020 2014-2020 2021-2027

Security

Heritage

ASRR AN

Accessibility

Borders

ASRRNAN

Environment

Tourism

Cooperation

ANRRNENANEN

Health

Source: own study based on: Rybkowski et al., 2024a; Rybkowski et al. 2024b.

The 2014-2020 programmes included the priorities of Borders and Security. However, in the
case of the Poland-Russia Programme, there was a lack of projects submitted around Borders, which
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indicated difficulties in achieving this objective. In the Interreg NEXT 2021-2027 programme, the
priorities of Borders and Cooperation remain, but with a new, clear emphasis on improving
operations and protecting the Polish Ukrainian border, as well as increasing cross-border mobility
within the Solidarity Corridors. This change reflects the urgent security and logistical needs in the
context of the war in Ukraine.

All programmes are based on the fundamental principle of cross-border partnership, requiring
the participation of at least two beneficiaries from different countries. The new Interreg NEXT
perspective also introduces a more diversified approach to project types, covering strategic large
infrastructure projects, regular projects and small project funds, with the aim of optimising the
allocation of funds.

The most significant evolution is the transition from trilateral cooperation (Poland-Belarus-
Ukraine) and bilateral cooperation (Poland-Russia) to exclusively bilateral cooperation between
Poland and Ukraine in the new financial perspective. This is a direct consequence of the suspension
of cooperation with Russia and Belarus after 2022.

The suspension of cooperation with Russia and Belarus in 2022 and the subsequent
transformation of the Interreg NEXT programme to exclude them reveal the extreme sensitivity of
partnerships to geopolitical shocks. This means that while the problems in border regions remain
unchanged, the actors involved in solving them are highly dependent on the broader international
political climate. This highlights the critical distinction between the stability of regions'
development needs and the instability of political alliances. In this context, the border acts as a
barometer of geopolitical change, reflecting tensions and reorientations in international politics.

The key parameters of the individual programmes analysed are indicated below.

Table S.
Comparison of key parameters of the ETC programmes analysed
PARAMETER | POLAND-RUSSIA POLAND-BELARUS- POLAND-UKRAINE
2014-2020 UKRAINE 2014-2020 2021-2027
Programming 2014-2020 2014-2020 2021-2027
period
Total budget 62.3 million 183 million 262 million
(EUR)
Geographical . Poland . Poland (Podlaskie, | e Poland  (Podlaskie,
coverage (Pomeranian, = Warmian- | Mazowieckie — part, Lubelskie, | Mazowieckie - part, Lubelskie,
Masurian, Podlaskie) Podkarpackie) Podkarpackie)
. Russia . Ukraine (Lviv, Volyn, | e Ukraine (Lviv, Volyn,
(Kaliningrad Oblast) Zakarpattia, Rivne, Ternopil, | Zakarpattia, Rivne, Ternopil,
Ivano-Frankivsk) Ivano-Frankivsk)
. Belarus (Grodno, Brest,
Minsk, Gomel)
Main Heritage, = Environment, | Heritage, Accessibility, Security, | Environment, Health,
Thematic Accessibility, Borders Borders Tourism, Cooperation,
Objectives/Prio Borders, Accessibility
rities
Managing Ministry of Development, | Ministry of Funds and Regional | Ministry of Funds and
Authority then Ministry of Funds and | Policy of the Republic of Poland Regional Policy of the
Regional Policy of the Republic of Poland
Republic of Poland
Partnership At least 1 entity from | At least 2 entities from different | At least 1 entity from Ukraine
Russia and 1 entity from | countries: Poland, Belarus and/or | and 1 entity from Poland
Poland Ukraine
Status Suspended (from March | Suspended with Belarus | In progress
2022) (from 03.2022)

Source: Own work based on: Rybkowski et al., 2024a; Rybkowski et al. 2024b.

Experience gained from the implementation of ETC programmes on the eastern border of the
European Union allows for the identification of the main challenges and factors supporting effective
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CBC.

An assessment of the impact of ETC programmes in the 2014-2020 financial perspective on
the development of the regions covered by the support allows us to conclude that, despite the
existing barriers, cross-border initiatives have played a significant role in mitigating the social and
economic marginalisation of peripheral areas, particularly in the voivodships of Podlaskie,
Lubelskie and Warmian-Masurian, through investments in infrastructure, promotion of cultural
heritage and the development of tourism.of peripheral areas, particularly in the provinces of
Podlaskie, Lubelskie and Warmian-Masurian, through investments in infrastructure, promotion of
cultural heritage and stimulation of local entrepreneurship (Belica et al., 2024). This is confirmed
by the literature on the subject, which indicates that CBC is considered a key factor in the socio-
economic stabilisation of peripheral border areas (Studzinska & Bartnik, 2025). This is despite the
existence of several barriers, such as the negative impact of the border itself or, in the case of non-
EU partners, the limited decision-making capacity of local authorities. By supporting joint
initiatives, ETC programmes contribute to alleviating marginalisation and stimulating local
development (Studzinska & Bartnik, 2025).

Among the limitations to CBC are administrative barriers, differences in legal systems
between partners, and difficulties arising from the unstable geopolitical context, which have
partially hampered the full exploitation of the potential of these programmes (Belica et al., 2024).
An analysis of materials available on the website of the Ministry of Funds and Regional Policy and
European Commission reports confirms that investments in the modernisation of border crossings
under the Poland-Belarus-Ukraine 2014-2020 programme contributed to shorter clearance times,
which had a positive impact on trade and economic exchange, especially in the Lublin and
Podkarpackie regions (European Commission, 2022). In the case of the Poland-Russia programme,
the impact on regional development was limited by the suspension of cooperation after 2022, which
led to the interruption of projects and a decline in economic activity in the Warmian-Masurian
Voivodship, where the local economy was largely dependent on tourism and trade with the
Kaliningrad Oblast (Ministry of Funds and Regional Policy, 2023). Such sudden changes in funding
and partnerships highlighted the fragility of CBC in the face of geopolitical crises, forcing a rapid
strategic reorientation to protect the interests of Polish regions (Ministry of Funds and Regional
Policy, 2023).

However, the most significant constraint is the border itself, both in physical and procedural
terms, where the lack of modernisation of road and rail infrastructure, especially on the Ukrainian
side, significantly hinders cross-border mobility, affecting the effectiveness of projects requiring
intensive exchange of people and goods (Belica et al., 2024). Significant development disparities
between Polish regions and areas of Belarus and Ukraine complicate the harmonisation of activities,
leading to uneven benefits for partners, which is particularly evident in the varying levels of
entrepreneurial activity and research and development sector development (Belica et al., 2024).
Administrative inefficiency, resulting from differences in legal systems and organisational cultures,
and cognitive distances, i.e. differences in ways of thinking and approaches to management,
constitute structural barriers limiting the long-term effectiveness of cooperation (Belica et al., 2024).

In the case of Belarus, the formal nature of participation, based mainly on administrative
activities of regional authorities, reduced the flexibility and depth of cooperation (Belica et al.,
2024). Socio-cultural barriers, such as historical grievances, stereotypes and language differences,
further hampered trust-building and effective communication, especially in relations with Belarus
(Rybkowski et al., 2024b).

On the other hand, a factor conducive to cooperation is the institutionalised form of cross-
border partnerships, which facilitates the transfer of knowledge and good practices between regions
(Interreg NEXT Poland-Ukraine Programme, 2024). Financial support from the European Union,
provided by the European Regional Development Fund and the European Neighbourhood
Instrument, is a key motivation for beneficiaries, especially in regions struggling with
marginalization (European Commission, 2022). Shared cultural and historical values, especially in
Polish Ukrainian relations, support the building of lasting relationships, which in many cases have
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survived initial geopolitical tensions (Interreg NEXT Poland-Ukraine Programme, 2024). The
strong need to counteract the marginalisation of border regions further motivates local actors to
engage in cross-border projects, even in the face of administrative or political difficulties (Belica et
al., 2024).

The analysis indicates that the success of CBC depends on the balance between pragmatic
benefits and the ability to overcome structural and geopolitical barriers, with the suspension of
cooperation with Russia and Belarus after 2022 highlighting the boundary beyond which local
pragmatism gives way to macro-political decisions (Ministry of Funds and Regional Policy, 2023).

Conclusions. An analysis of ETC programmes on the eastern border of the European Union
allows us to formulate key conclusions for the future shaping of these initiatives.

Greater resilience of programmes to geopolitical shocks is essential, which requires the
inclusion of precise rapid response mechanisms, such as clauses allowing for the suspension of
cooperation with unstable partners, flexible reallocation of funds and redefinition of objectives in
response to sudden changes in the international environment (Ministry of Funds and Regional
Policy, 2023). The decision by the Ministry of Funds and Regional Policy to reallocate €43.24
million from the Poland-Russia programme to other Interreg programmes, such as Lithuania-
Poland, South Baltic and Poland-Slovakia, is an example of an effective approach that has allowed
cross-border activities to continue despite the breakdown of cooperation with Russia (Ministry of
Funds and Regional Policy, 2023).

Diversifying partnerships, with an emphasis on cooperation with countries with stable politics
and shared democratic values, reduces the risk of dependence on partners with unpredictable foreign
policies (European Commission, 2022).

Continuing investment in the modernisation of border infrastructure, such as border crossings,
roads and digital systems, remains the foundation for effective cross-border mobility and the success
of soft projects, such as cultural exchanges and training, as confirmed by reports pointing to
limitations resulting from inadequate infrastructure on the Polish Ukrainian border (Belica et al.,
2024).

The Interreg NEXT Poland-Ukraine 2021-2027 programme opens new opportunities for
deepening CBC, particularly in the context of Ukraine's reconstruction after the conflict with Russia.
The key direction is to continue supporting Ukraine's reconstruction in strategic areas such as
healthcare, critical infrastructure, environmental protection and social development, which is in line
with the priorities of the programme (Interreg NEXT Poland-Ukraine Programme, 2024). An
example is the project "Improving safety in the border area between Poland and Ukraine in the field
of rescue services", implemented by the City of Augustow and Ukrainian rescue services, which
includes the purchase of equipment and the organisation of training courses, responding to urgent
safety needs (Interreg NEXT Poland-Ukraine Programme, 2024).

Investments in Solidarity Corridors, including the development of transport infrastructure and
the digitisation of border procedures, are essential to increase cross-border mobility and Ukraine's
economic integration with the European Union, supporting the long-term vision of Ukraine's
potential EU membership (European Commission, 2022). Strengthening cooperation between
public administration and civil society organisations is key to overcoming socio-cultural barriers
and building mutual trust, which can be achieved through projects promoting people-to-people
contacts (Interreg NEXT Poland-Ukraine Programme, 2024). The programme should also support
initiatives related to climate change adaptation and biodiversity protection that respond to both local
needs and broader EU policy objectives for sustainable development (Interreg NEXT Poland-
Ukraine Programme, 2024).

Experience from the implementation of ETC programmes in the 2014-2020 and 2021-2027
perspectives shows that the success of these initiatives depends on their ability to adapt to a rapidly
changing geopolitical context. Flexibility in the management of funds and priorities, as
demonstrated in the case of the Interreg NEXT Poland-Ukraine programme, is essential to maintain
their relevance and effectiveness in the face of global challenges (Interreg NEXT Poland-Ukraine
Programme, 2024). In the context of the European Union's eastern border, where geopolitical
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instability remains a constant challenge, such an approach becomes an indispensable element of
effective cohesion and neighbourhood policy, enabling the achievement of development objectives
and supporting stabilisation and integration in the region (European Commission, 2022).

Funding: no external funding.

Conflict of Interest: the authors declare no conflict of interest regarding the publication of
this article.

Data Availability Statement: The data that support the findings of this study are openly
available in public domains. References to the specific datasets are provided in the article

References:

Belica B. et al. (2024). The impact of territorial cooperation programmes on Polish regions.
https://www.ewaluacja.gov.pl/strony/badania-i-analizy/wyniki-badan-ewaluacyjnych/badania-
ewaluacyjne/wplyw-programow-wspolpracy-terytorialnej-polityki-spojnosci-i-polityki-
sasiedztwa-na-rozwoj-polskich-regionow-w-perspektywie-2014-2020

City of Augustow. (2024). Interreg NEXT  Poland-Ukraine  2021-2027.
https://urzad.augustow.pl/content/interreg-next-polska-ukraina-2021-2027

Dybcio, M., & Litvina, N. (2025). (Un)natural border: The Bug River between politics and
ecology. Green European Journal. https://www.greeneuropeanjournal.eu/unnatural-border-bug-
river-politics-ecology/

ENI Cross-Border Cooperation Poland-Belarus-Ukraine Programme. (2023). Programme
document 2014-2020 (6th rev.).
https://www.pbu2020.eu/files/uploads/pages en/Programme%20documents/JOP/JOP_PBU14-
20_6th%20revision_07.11.2023%20after%20EC%20comments_clear.pdf

European Commission. (2022). Cross-border cooperation.
https://enlargement.ec.europa.eu/european-neighbourhood-policy/cross-border-cooperation _en

European Parliament & Council of the European Union. (2021). Regulation (EU) 2021/1059
on European territorial cooperation (Interreg). Official Journal of the European Union.

Formular of ENI CBC Poland-Russia Programme. (2014). Full application form.
https://bip.cpe.gov.pl/uploaded images/2928,pobierz.pdf

Interreg Europe. (2025). Regio-Silience: Final report.
https://www.interregeurope.eu/sites/default/files/2025-03/Regio-Silience%20-
%20final%?20report.pdf

Interreg NEXT Poland-Ukraine Programme. (2023). Minutes of the 3rd meeting of the
Monitoring Commiittee. https://pl-ua.eu/pl/o-programie/instytucje-programowe/komitet-
monitorujacy/#decyzje

Interreg NEXT Poland-Ukraine Programme. (2024). Interreg A NEXT Poland-Ukraine
programme  document (Version 3). https://pl-ua.eu/files/uploads/pages en/pbu2021-
2027/documents/JOP/V3/Interreg%20NEXT%20PL-
UA%?20Programme%20doc.%20v.%203 05.11.2024.pdf

Ministry of Finance. (2022). EU-Ukraine Solidarity Corridors.
https://www.gov.pl/web/finanse/pasy-solidarnosci-ue--ukraina

Ministry of Funds and Regional Policy. (2022b). Poland-Russia programme.
https://www.ewt.gov.pl/strony/o-programach/przeczytaj-o-programach/programy-europejskiego-
instrumentu-sasiedztwa/program-polska-rosja/

Ministry of Funds and Regional Policy. (2022c¢). Poland suspends cross-border cooperation
with Russia and Belarus. https://www.ewt.gov.pl/strony/wiadomosci/polska-zawiesila-wspolprace-
transgraniczna-z-rosja-i-bialorusia/

Ministry of Funds and Regional Policy. (2023). Changes in the budgets of Interreg 2021-2027
programmes. https://www.gov.pl/web/fundusze-regiony/zmiany-w-budzetach-programow-
interreg-2021-2027-z-udzialem-polski-po-zaprzestaniu-wspolpracy-z-rosja-i-bialorusia

Olejniczak K. et al. (2007). Assessment of the impact of the INTERREG IIIA/TACIS CBC

198


https://doi.org/10.17721/apmv.2026.166.1

ISSN (onnain): 2663-8959 | ISSN (opyk): 2308-6912

Poland-Belarus-Ukraine Programme. https://www.ewaluacja.gov.pl/strony/badania-i-
analizy/archiwum-2004-2015/impact-assessment-of-the-interreg-iii-atacis-cbc-poland-belarus-
ukraine-2004-2006-neighbourhood-programme-on-achieving-economic-social-and-territorial-
cohesion/

Onet.pl. (2023). There is a strategy for cooperation with regions in Ukraine and Belarus.
https://wiadomosci.onet.pl/lublin/jest-strategia-wspolpracy-z-obwodami-na-ukrainie-i-
bialorusi/zrjtlxl

Osikowicz, Z. (2017). Cross-border cooperation between Ukraine and Poland. Management
in Culture.

Poland-Russia Programme. (2014). Programme document 2014-2020.
https://www.ewt.gov.pl/strony/o-programach/dokumenty/projekt-programu-polska-rosja-jez-
polski/

Rybkowski A. et al. (2024a). Evaluation of the impact of the Cross-Border Cooperation
Programme Poland-Belarus-Ukraine 2014-2020 on the eligible area,
https://www.pbu2020.eu/files/uploads/pages_en/Ewaluacja%2014-20/Raport PBU EN.pdf

Rybkowski A. et al. (2024b). Ewaluacja wptywu Programu Wspoipracy Transgranicznej
Polska-Rosja 2014-2020 na obszar wsparcia,
https://www.ewaluacja.gov.pl/media/130995/RK_Polska Rosja.pdf

State Council for Nature Conservation. (2025). Opinion on the works to secure the state
border along the Bug River. https://prop.gov.pl/wp-content/uploads/2025/02/PROP-25-07 szkody-
Bug.pdf

Studzinska, D., & Bartnik, K. (2025). The role of cross-border cooperation programmes.
European Planning Studies.

Wieckowski, M. (2025). The contemporary Polish borders in a state of change. GeoJournal,
90.

Wolodin, D., & Wyporska, K. (2025). Twenty years of Poland-Ukraine cross-border
cooperation. Space - Society - Economy, 35.

Received: 10.01.26 / Revised: 24.01.26 / Accepted: 18.03.26 / Published:30.03.26

199



https://doi.org/10.17721/apmv.2026.166.1

VK 339.727.22:504.03:338.45
https://doi.org/10.17721/apmv.2026.166.1.200-216

GREEN OUTSOURCING IN GLOBAL VALUE CHAINS: FROM TRANSACTION COST
MINIMISATION TO ENVIRONMENTAL CAPABILITY RECOMBINATION

GEJEHUI» AYTCOPCHUHI VY TJIOBAJIBHUX JAHIIOTAX CTBOPEHHS
BAPTOCTI: BIJ MIHIMIBAIIII TPAHCAKIIMHUX BHUTPAT JO PEKOMBIHAIII
EKOJIOITYHUX MOKJIUBOCTE

Vasyl Namoniuk

PhD in Economics, Associate Professor, Head of the Chair of International Finance, Educational and Scientific Institute
of International Relations, Taras Shevchenko National University of Kyiv,

e-mail: vasyl.namoniuk@knu.ua

ORCID ID: https://orcid.org/0000-0002-9454-6658

Arina Maliuha

PhD Student, Institute of International Relations, Taras Shevchenko National University of Kyiv

e-mail: amaliuha@knu.ua

ORCID ID: https://orcid.org/0009-0002-5134-253X

Bacuiabs Hamonrok
KaHIuIaT €KOHOMIYHUX HayK, ZOLEHT, 3aBijyBad kadeapu mikHaponHux (iHaHciB HaByambHO-HayKOBOTO iHCTUTYTY
MbKHapoaHuX BinHocuH KHiBChKOro HallioHaJ bHOTO yHiBepcuTeTy iMeHi Tapaca IlleBuenka,

e-mail: vasyl.namoniuk@knu.ua;

ORCID ID: https://orcid.org/0000-0002-9454-6658

Apina Maiiora

acmipanTka, HapuarsHO-HayKOBOTO iIHCTHTYTY MDXKHAPOIHUX BiTHOCHH KHiBCEKOTO HAITIOHAIEHOTO YHIBEPCHTETY iMEHI
Tapaca [lleBuenka,

e-mail: amaliuha@knu.ua

ORCID ID: https://orcid.org/0009-0002-5134-253X

Abstract. The governance of outsourcing decisions in multinational enterprises has been
theorised extensively through transaction cost economics, property rights theory, and the resource-
based view. However, these frameworks, developed largely without reference to environmental
constraints, provide insufficient guidance for firms navigating the demands of supply chain
decarbonisation, scope 3 emissions accountability, and green value chain transformation. This
article identifies a fundamental theoretical gap and proposes a conceptual extension to address it.

The concept of ecological asset specificity, the degree of mutual dependency created through
Jjoint environmental investment and regulatory interdependence between supply chain partners, as
a distinct governance variable absent from Williamson's original typology were introduced. It is
argued that this omission has practical consequences: firms that have made significant co-
investments in supplier environmental capability face governance risks, including environmental
asset stranding and regulatory exposure, that existing contractual frameworks cannot adequately
anticipate or mitigate.

Drawing on Gereffi, Humphrey, and Sturgeon's global value chain governance typology, it is
demonstrated that modular governance architectures, though widely adopted for their flexibility
advantages, create structural disincentives for the relational investment that genuine environmental
capability development requires. Relational governance, by contrast, provides the organisational
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conditions under which innovation offsets of the kind described by Porter and van der Linde can be
realised at the supply chain level.

The article culminates in a reconceptualisation of green outsourcing as a form of
environmental capability recombination — a strategic practice through which MNEs assemble and
develop environmental resources across organisational and national boundaries. This framing,
grounded in Verbeke's internalisation theory, repositions outsourcing from a cost arbitrage
instrument to a platform for sustainability-driven competitive advantage. Theoretical and
managerial implications are discussed, and directions for future empirical research are identified.

Keywords: green outsourcing; ecological asset specificity; global value chains;
environmental capability recombination; transaction cost economics, outsourcing governance;
supply chain decarbonisation; multinational enterprises; relational governance, sustainable supply
chain management

Anomauin. TeopemuyHe OCMUCIIEHHSA AYMCOPCUH208UX piuleHb 0a2amoHaAyiOHANbHUX
nIONPUEMCME MPAOUYITIHO CNUPAEMbCA HA eKOHOMIKY MPAHCAKYIUHUX SUMpam, meopir npas
811ACHOCMI ma pecypcHo-opienmosanuil nioxio. Oonax yi konyenyii, chpopmosani nepesadicrHo 6e3
VPaxy8anHs eKON02IYHUX 0OMediceHb, He 3abe3neyyroms 00CMAmHubOi meopemuyHoi 0CHO8U Ol
KOMNAHIU, WO CMUKAIOMbCA 3 UKIUKAMU 0eKapOOHI3ayii 1anyto2ie nocmadauHs, ooniKy UKudie
mMpemvoeo piGHs. ma eKoao2i3ayii 2100albHUX JaHYI02I8 CMEOpeHHs eapmocmi. Y cmammi
ioenmughikosano GyHOAMeHmanibHy MeopemuyHy npoeaiury ma 3anponoHo8aHO KOHYenmydaibHe
PO3wUpentss O ii YCYHeHHsl.

Beeoeno nonamms exonoziunoi cneyughiunocmi akmueie — cmynets 63a€Mo3aneHCHOCI, Wo
BUHUKAE BHACTIOOK CNITbHUX €KON02IYHUX [HeCMUYitl ma pe2yIamopHOi 83AEMO3ANENHCHOCT MIdC
napmuepamu Nno JAHYIO2Y NOCMAYAHHA — SK OKpeMoi 3MIHHOI YNpaeniHHs, 6i0CymHbOI 8
opueinanvhii munonocii Bineamcona. Cmeepodxcyemvbcs, wo ysa npo2aiunHa Mae npakmuyHi
HACMIOKU: KOMNAHIL, w0 30IUCHUIU 3HAYHI CNIIbHI [HEecmuyii 6 eKOoNo2IYHULL NOMeHYIAl
NOCMAa4anibHUKIE, CMUKAIOMbCA 3 YNPAGAIHCOKUMU PUSUKAMU, BKIIOYAIOYU 3HEYIHEHHA eKOJIO2IYHUX
aKmuegie ma pe2yiAMmOpHI PU3UKU, AKI YUHHI KOHMPAKMHI MEXAHISMU HEe CNPOMOICHI HANEHCHUM
YyuHOM nepeddauumu abo MiHiMizyeamu.

Cnupaiouucy Ha mMunonocito ynpaeninHs 2nobanvhumu nanyrozamu eapmocmi Iepeghahi,
Tamgpi ma Cmeposicona, 008edeHo, wo MoOOYIbHI apXimeKkmypu YNpasiinHs, NoOnpu ixHi nepegacu
8 YACMUHI ZHYYKOCMI, (OpMYIOmb CMPYKMYPHI AHMUCMUMYAU Ol PeNayitiHux iHeecmuyill,
HeOoOXIOHUX O/ PO36UMKY PealbHUX eKOL02IYHUX Modcausocmel. Penayitine ynpaeninusa, nagnaxu,
3abe3neyye opeauizayiini ymosu 0ns peanizayii iHHogayiliHo2o ogcemy, onucanozo Ilopmepom i
ean Oep Jlinoe, Ha pieHi 1aHy02a NOCMAYAHHL.

Y cmammi 3anpononosano nepeocmucienus 3e1eH020 aymcopcunzy K oopmu pekomoinayii
EKOJLO2IUHUX MONCIUBOCIEN — CMpame2iuHoi npakmuku, 3a donomozoio saxoi BHII ¢hopmyroms ma
PO36UBAIOMb €KON02IYHI pecypcu uepe3 OpeanizayiiHi ma HayioHanvHi Kopoouu. Lleti nioxio,
3acHoeaHull Ha meopii inmepHanizayii Bepbexe, peno3uyionye aymcopcune 8i0 iHCMpPYMeHmy
apbimpasicy eumpam 00 niamgopmu 018 00CACHEHHSI KOHKYPEHMHUX nepesaz Ha OCHOBI CMano2o
PO36UMKY.

Kniouogi cnoea: senenuili aymcopcune; eKoni02iuHa cneyupiyHicmo axmusis;, 2100a1vHi
JAHYI02U  CMBOPEHHs.  8APMOCMI; PEeKOMOIHAYISL  eKONO2IYHUX — MONCIUBOCHEU,  eKOHOMIKA
MPAHCaKyiuHux eumpam, YNpPAeNiHHA AYMCOPCUH2OM, OeKapOOHi3ayis Nanylocié NoCmadaHHs,
Oa2amonayioHanbHi NiONPUEMCMBA, perayitine YAPAGILIHHA, YNPAGIIHHA CMAIUMU JAHYIO2AMU
NOCMAa4anHs
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Introduction. There is something quietly paradoxical about the way outsourcing is still
theorised. Decades of scholarship (from Coase’s foundational question about why firms exist at all,
through Williamson’s meticulous anatomy of transactional hazards, to the sprawling literature on
global value chains) has produced a remarkably coherent picture of how multinational enterprises
(MNEs) decide what to make and what to buy. This traditional understanding of the firm as an
alternative to the market mechanism remains a cornerstone of international business studies
(Buckley & Casson, 1976). The logic is elegant: firms internalise activities when the costs of market
exchange outweigh the costs of internal coordination, and they externalise when the reverse holds.
What this picture largely omits, however, is the environment — not as backdrop, but as a genuinely
transformative variable in the governance of cross-border production. This omission was perhaps
forgivable in 1937, or even in 1985. It is considerably harder to justify today.

The intensification of climate-related regulation, the mainstreaming of ESG frameworks
within institutional investment, and the growing consumer and civil society pressure on supply chain
transparency have collectively altered the conditions under which outsourcing decisions are made.
Modern corporations are now evaluated not just on financial performance, but as “corporate
citizens” responsible for their impact across global networks (Crane & Matten, 2016). Firms no
longer choose suppliers solely on the basis of cost, capability, or contractual risk. Increasingly, they
must weigh the environmental profile of their partners, the carbon intensity of logistics corridors,
the regulatory exposure associated with particular jurisdictions, and the reputational consequences
of being upstream from a pollution scandal. This necessitates a shift towards integrating social and
environmental responsibility into the core of international business strategy (Kolk, 2016). The make-
or-buy decision, in other words, has acquired an ecological dimension that existing theory has not
yet adequately absorbed.

This article argues that what is needed is not a wholesale replacement of the transactional cost
framework or its descendants, but a deliberate extension — one that introduces the concept of
ecological asset specificity as a distinct governance variable, and that reframes outsourcing not
merely as a mechanism for cost arbitrage, but as a potential instrument for the recombination of
environmental capabilities across global value chains. By focusing on the creation of “sustainable
value”, firms can align their environmental efforts with long-term competitive differentiation (Hart
& Milstein, 2003). The concept of green outsourcing, as developed here, is intended to occupy
precisely this theoretical space: between the classical logic of make-or-buy and the emerging
imperatives of sustainable production.

The article aims to develop a conceptual extension of classical outsourcing theories by
introducing the notion of ecological asset specificity and reconceptualising green outsourcing as a
strategic instrument for environmental capability recombination within the global value chains of
multinational enterprises.

Literature review. Any serious engagement with outsourcing theory must begin with Ronald
Coase, not out of ritual deference, but because his 1937 question, why does the firm exist if the price
mechanism can coordinate economic activity, remains the most productive starting point for
thinking about organisational boundaries. This fundamental inquiry was later expanded into the
theory of the multinational enterprise, positing that firms exist to exploit advantages across borders
that markets cannot efficiently coordinate (Hymer, 1976). Coase’s answer, that firms emerge when
internal coordination is cheaper than market exchange, introduced the concept of transaction costs
into economics and, by extension, into the study of international business (Coase, 1937). The
decision to outsource, at its most basic level, is a decision about which side of that cost equation a
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particular activity falls on.

However, Coase’s original framework was remarkably spare. Transaction costs were
conceived primarily in terms of search, negotiation, and enforcement — the frictions involved in
using the price mechanism. What the framework did not anticipate was the degree to which
externalities (costs imposed on parties outside the transaction) would eventually become
internalised through regulation, litigation, and reputational pressure, and would thereby re-enter the
calculus of the firm. In our current state of “World 3.0”, global integration is incomplete, and firms
must navigate the complex realities of semi-globalized markets (Ghemawat, 2011). Environmental
costs are the most consequential example of this dynamic. When a firm outsources manufacturing
to a supplier with weak environmental controls, the pollution generated is, in classical Coasian
terms, an externality — it falls outside the transaction. In the contemporary regulatory environment,
however, this externalisation is increasingly incomplete. Geographic and administrative distances
between partners can no longer be used to obscure environmental impacts (Ghemawat, 2001).
Supply chain due diligence legislation, carbon border adjustment mechanisms, and mandatory scope
3 emissions reporting are progressively forcing firms to account for the environmental conduct of
their suppliers as if it were their own. The transaction, in effect, has expanded.

Oliver Williamson built the most influential predictive model on Coasian foundations,
identifying the key variables that determine whether market exchange or internal hierarchy is the
more efficient governance structure for a given transaction (Williamson, 1985). The choice of
governance is often guided by the need to combine ownership-specific assets with location-specific
advantages through internalisation (Dunning, 1980). The three principal dimensions of
Williamson’s framework (asset specificity, uncertainty, and transaction frequency) remain
analytically powerful, and the logic they generate is well established: high asset specificity raises
the risk of opportunism and thus favours internalisation; low specificity and high standardisation
favour market governance; intermediate cases produce hybrid arrangements of various kinds.
Furthermore, because many MNEs operate primarily on a regional rather than a global scale, these
governance choices are often embedded in regional production networks (Rugman, 2005).

Asset specificity is the most consequential of these variables. Williamson distinguished
several types: site specificity, physical asset specificity, human asset specificity, dedicated assets,
each capturing a different way in which resources become locked into particular transactional
relationships, creating dependency and the attendant risk of hold-up. What Williamson’s taxonomy
does not include, however, is what might be called ecological asset specificity: the degree to which
a firm’s environmental capabilities, certifications, or compliance infrastructure are adapted to
particular partners, processes, or regulatory contexts. This lack of theoretical accounting is
problematic in “emerging markets”, where institutional voids require firms to build their own
systems of governance and compliance (Khanna & Palepu, 2010).

Consider a firm that has invested in a supplier’s capacity to meet specific emissions standards,
funded the transition to renewable energy in that supplier’s facilities, or co-developed proprietary
waste reduction technologies within a supply chain relationship. These investments exhibit all the
hallmarks of asset specificity. They are relationship-specific, difficult to redeploy, and create
genuine mutual dependency. Yet they fall outside Williamson’s original categories. This exclusion
overlooks the fact that internationalization is a process of gradual knowledge development and
increasing commitment to sustainable practices (Johanson & Vahine, 1977). The practical
consequence of this omission is significant. Firms that have developed deep environmental
relationships with their supply chain partners face governance challenges that the transaction cost
framework, as originally formulated, cannot adequately characterise. MNEs from emerging
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economies, for instance, may use international expansion as a "springboard" to acquire the green
capabilities they lack at home (Luo & Tung, 2007).

The risk is not merely opportunism in the conventional sense, but something more structurally
complex: the possibility that environmental investments made within an outsourcing relationship
will be stranded if the relationship breaks down, or that a partner’s environmental non-compliance
will create regulatory or reputational exposure that cannot be contractually anticipated or fully
mitigated. To mitigate these risks, modern firms may require a “Chief External Officer” to manage
the interface between the firm and its complex external environment (Doh et al., 2014). These are
transactional hazards of a new kind, and they require theoretical accommodation. The new
internalisation theory emphasizes that managing such cross-border relationships is a dynamic
capability central to corporate success (Verbeke & Kano, 2015).

Grossman and Hart’s (1986) property rights theory introduced a further dimension to the
make-or-buy question: the allocation of residual control rights. Where Williamson focused on the
costs of writing and enforcing contracts, Grossman and Hart began from the observation that all
contracts are necessarily incomplete (no agreement can anticipate every contingency) and that the
ownership of assets determines who holds decision-making authority in the gaps. Ownership, on
this view, is not merely a legal formality but a governance mechanism that shapes incentives and,
consequently, investment behaviour. For outsourcing theory, this insight translates into a
fundamental trade-off. When a firm retains ownership of an activity, it retains control but also bears
the full cost of coordination. When it outsources, it surrenders some degree of control in exchange
for the supplier’s incentive to invest and innovate. Grossman and Hart’s framework implies that the
optimal allocation of ownership rights depends on whose investments are more critical to the value
of the relationship.

The environmental dimension introduces a new layer of complexity here. Environmental
compliance and the development of green capabilities require specific investments — in technology,
processes, and organisational routines. They are difficult to specify contractually and whose value
is highly sensitive to regulatory change. A supplier that invests in low-carbon manufacturing
capacity does so partly in anticipation of future regulatory requirements; the value of that investment
depends on policy trajectories that neither party fully controls. In this context, the allocation of
residual control rights over environmental assets becomes a non-trivial governance question. Who
bears the risk of a carbon tax that renders a particular production process uneconomical? Who
captures the value of green certifications that enhance the buyer’s market position? These are
precisely the kinds of questions that arise in the gaps of incomplete contracts, and Grossman and
Hart’s framework provides useful analytical tools for thinking about them, even if it does not, in its
original form, engage with environmental specifics. Furthermore, as the global order shifts, these
contractual gaps are increasingly filled by evolving ethical principles and institutional pressures that
redefine the responsibilities of multinational corporations (Kirste, 2024).

Barney’s (1991) resource-based view redirected attention from the transaction to the firm,
arguing that sustainable competitive advantage derives from resources that are valuable, rare,
inimitable, and non-substitutable (the VRIN criteria). Applied to outsourcing, RBV generates a
familiar prescription: retain activities that involve VRIN resources, outsource those that do not. The
firm’s strategic logic, on this account, is one of focusing internal effort on the sources of
differentiation and purchasing everything else from whoever can supply it most efficiently. This
logic is not wrong, but it is incomplete in ways that the environmental transition has made
increasingly visible. The RBV framework treats environmental capabilities primarily as a potential
source of competitive advantage — a view that Porter and van der Linde (1995) developed with
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considerable sophistication, arguing that stringent environmental regulation can stimulate
innovation offsets that enhance rather than erode competitiveness.

What the framework does less well, however, is account for the interdependence of
environmental capabilities across organisational boundaries. Green competitive advantage, in
practice, is rarely the product of a single firm’s internal resources; it is typically embedded in supply
chain relationships, in shared standards and verification systems, in the accumulated trust and joint
investment of long-term partnerships. A firm cannot simply decide to outsource its way to
environmental sustainability any more than it can outsource its way to technological leadership —
the capability is partly relational, and the make-or-buy decision must be made with that relational
character in mind. This is the theoretical gap that the present article seeks to address. Transaction
cost economics, property rights theory, and the resource-based view each illuminate important
aspects of the outsourcing decision, but none of them provides an adequate framework for the
environmental governance challenges that contemporary MNEs face. What is needed is an
integrative approach — one that retains the analytical rigour of these traditions while extending them
to incorporate ecological asset specificity, the governance of incomplete environmental contracts,
and the relational foundations of green capability development. Such an approach is essential for
addressing the dual challenges of climate change and sustainable development within the framework
of global value chains (Kolk & Pinkse, 2012). The next sections develop this approach in the context
of global value chain governance. Recent scholarship has already begun to use the global value
chain framework to specifically tackle and analyse global environmental crises (De Marchi &
Gereffi, 2023).

Main results of the research. The framework developed by Gerefti, Humphrey, and Sturgeon
(2005) remains one of the most productive conceptual tools available for analysing how outsourcing
relationships are structured across national boundaries. Their five-fold typology (market, modular,
relational, captive, and hierarchy) was originally constructed around three determinants: the
complexity of transactions, the ability to codify them, and the capabilities of the supplier base. As
global trade evolves, these contours of capitalism continue to redefine how lead firms and suppliers
interact (Gereffi, 2018). What is striking, in retrospect, is how directly these determinants map onto
the governance challenges posed by environmental compliance and how little the original
framework engaged with this correspondence.

We consider the complexity first. Environmental governance introduces a particular kind of
transactional complexity that differs qualitatively from the technical complexity that Gereffi and
colleagues had in mind. When a buyer firm seeks to impose emissions standards, deforestation
commitments, or chemical use restrictions on a supplier, it is not simply specifying a product
attribute, it is attempting to influence a production process that may be embedded in local regulatory
contexts, energy systems, and labour practices that the buyer neither controls nor fully understands.
The information asymmetries involved are substantial. The modular governance structure, in which
suppliers produce to the buyer's specifications using their own general-purpose equipment and
capabilities, is, in principle, well suited to the diffusion of environmental standards, because the
codifiability of technical specifications is precisely what makes modular relationships function.

If a buyer can write a clear, verifiable environmental standard into its supplier code of conduct,
and if third-party auditing can provide credible verification, then the modular logic should apply:
the supplier either meets the standard or loses the contract. In practice, however, this model has
proven considerably less effective than its theoretical promise suggests. The proliferation of
sustainability audits across global supply chains has generated extensive evidence of their
limitations — audits are episodic, they are often gamed, and they create incentives for superficial
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compliance rather than genuine capability development (Kolk et al, 2017). The codification
problem, it turns out, is harder than it looks when the object being codified is not a dimensional
tolerance, but a process outcome embedded in a complex organisational and regulatory
environment. This is further complicated by the global trends in climate change litigation, which
create new legal pressures for firms to provide substantive, rather than just procedural, evidence of
environmental due diligence (Setzer & Higham, 2021).

Relational governance, by contrast, offers a different set of possibilities. In relational value
chain relationships, coordination is achieved not through codified specifications alone, but through
mutual dependence, reputation, and the accumulated trust of repeated interaction. This form of
governance is increasingly seen as a vital mechanism for multinational enterprises to contribute to
the Sustainable Development Goals (SDGs) by fostering deeper, more inclusive partnerships (Kolk,
Kourula, & Pisani, 2017). Dyer and Singh (1998) argued that relational rents, the returns generated
by inter-firm collaboration that could not be achieved by either party acting independently, arise
from relation-specific assets, knowledge-sharing routines, complementary capabilities, and
effective governance mechanisms. These are precisely the conditions under which meaningful
environmental capability development becomes possible. By aligning corporate sustainability with
inclusive development, MNEs can ensure that environmental gains do not come at the expense of
social equity in host countries (Kourula, Pisani, & Kolk, 2017). A buyer that invests in a supplier’s
environmental management system, co-funds the transition to renewable energy in that supplier’s
facilities or embeds its own engineers in the supplier’s process improvement teams is doing
something categorically different from a buyer that ticks compliance boxes through annual audits.
It is building a shared environmental capability — one that is, in Barney’s (1991) terms, genuinely
difficult to imitate because it is embedded in the specific history and trust of the relationship. The
captive governance structure, in which small or less capable suppliers are dependent on a single
dominant buyer, raises a different set of environmental governance questions. On one hand, the
power asymmetry in captive relationships gives buyers considerable leverage to impose
environmental requirements on suppliers who have few alternatives. On the other hand, the same
asymmetry that makes compliance demands enforceable also tends to suppress the supplier
innovation that genuine environmental improvement requires.

A supplier that is structurally dependent on a single buyer has limited incentive to invest in
environmental capabilities that exceed that buyer’s requirements, because the returns to such
investment cannot be captured across a diversified customer base. The result is a compliance-
without-capability dynamic that is pervasive in labour-intensive global supply chains and that
represents, arguably, the most significant structural obstacle to the greening of global value chains.
Addressing these obstacles requires MNEs to take on greater responsibilities for governance and
human rights across their entire value network (Zagelmeyer, 2020). Sturgeon’s (2002) account of
modularity in value chains provides an important complement to the Geretfi governance typology.
To understand these dynamics, it is critical to distinguish between value chains, which focus on
value creation, and production networks, which represent the physical and organisational linkages
between firms (Sturgeon, 2001).

Sturgeon argued that the modularisation of production, the decomposition of complex
activities into standardised, independently developable components, enables firms to externalise
manufacturing without losing coordination at the system level. The strategic logic is compelling:
modularity reduces the coordination costs of outsourcing, accelerates innovation by allowing
parallel development across the supply network, and creates the flexibility to switch suppliers in
response to cost or quality changes. From an environmental perspective, however, modularity is a
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double-edged instrument. The same flexibility that allows a firm to re-source production rapidly in
response to a cost shock also allows it to exit environmental commitments with limited friction. This
structural tension highlights that the environmental impact of MNEs is not just a byproduct of
production, but a direct consequence of how their global networks are governed (Steenbergen &
Saurav, 2023).

If a supplier relationship is genuinely modular, if the buyer can switch to an alternative
supplier at low cost because interfaces are standardised and relationship-specific investments are
minimal, then the buyer has limited incentive to invest in that supplier’ environmental development,
and the supplier has limited incentive to exceed compliance minima. Modularity, in other words,
can systematically undermine the relational conditions under which serious environmental
capability building becomes possible. This tension is not merely theoretical. It manifested acutely
during the COVID-19 pandemic, when the fragility of tightly optimised modular supply chains
became visible (4dkinbolajo, O., 2024). Firms that had prioritised flexibility and cost efficiency over
depth of relationship found themselves unable to influence supplier behaviour when circumstances
demanded rapid adaptation. The environmental parallel is instructive: firms that have treated their
supply chains as modular assemblies of interchangeable components are discovering that the
transition to lower-carbon production requires precisely the kind of deep, relationship-specific
investment that modularity was designed to avoid. The architecture of the value chain, it turns out,
is not neutral with respect to environmental outcomes.

The conceptual history of outsourcing in the international business literature is, at one level,
a story of progressive sophistication — from the simple cost logic of early transaction cost economics
to the relational rents of Dyer and Singh (1998), the modularity arguments of Sturgeon (2002), and
Verbeke’s (2013) reconceptualisation of internalisation as a dynamic capability. However, beneath
this sophistication, the dominant metaphor has remained remarkably consistent: outsourcing as
arbitrage. The firm identifies a differential — in labour costs, in expertise, in regulatory conditions,
and exploits it by relocating an activity to wherever the differential is most favourable.

The green transition challenges this metaphor at a fundamental level. Environmental
capability is not, in most cases, a fixed attribute of a location or a supplier that a firm can simply
appropriate through a contractual relationship. It is, rather, a capability that must be actively
developed — through investment, through knowledge transfer, through the kind of sustained
organisational learning that requires genuine commitment from both parties. This commitment must
also address the broader social dimensions of sustainability, ensuring that environmental initiatives
do not overlook critical issues such as child labour or ethical working conditions in complex supply
chains (Engelbertink & Kolk, 2021).

A firm cannot outsource to a green supplier if no such supplier exists. In many industries and
many geographies, no such supplier yet exists at the scale or capability level required. The strategic
logic of green outsourcing is therefore not primarily one of arbitrage but of recombination — the
deliberate assembly and re-configuration of environmental capabilities across organisational and
national boundaries to generate sustainability outcomes that no single firm could achieve
independently. This recombination process is fundamentally shaped by the “competitive advantage
of nations”, as the institutional and resource-based quality of the host country determines the
baseline for supplier environmental performance (Porter, 1990). This distinction carries significant
theoretical weight. Verbeke (2013) introduced the concept of recombination capabilities in a
different but related context, arguing that the capacity to combine firm-specific advantages with
location-specific advantages from multiple national environments is a defining characteristic of the
successful contemporary MNE. The argument developed here extends this logic: green outsourcing,
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properly conceived, is a form of environmental capability recombination — a strategic practice
through which MNEs assemble, develop, and deploy environmental resources across their value
chains in ways that create both competitive and sustainability value.

Porter and van der Linde’s (1995) seminal argument about the relationship between
environmental regulation and competitive advantage provides an important theoretical anchor for
the concept of green outsourcing. Their central claim, that well-designed environmental regulation
can trigger innovation offsets that more than compensate for compliance costs, challenged the
prevailing assumption that environmental protection and economic competitiveness exist in
fundamental tension. Firms that responded to regulatory pressure by genuinely rethinking their
resource use, rather than simply installing end-of-pipe controls, discovered efficiency gains, product
improvements, and new market opportunities that their less innovative competitors had not
anticipated. What Porter and van der Linde described at the level of the firm has a direct analogue
at the level of the supply chain. When a dominant buyer firm (an MNE with the leverage and the
incentive to drive environmental improvement through its supply network) imposes meaningful
environmental requirements on its suppliers and provides the technical and financial support to meet
them, it can trigger precisely the kind of innovation dynamic that Porter and van der Linde identified.

The key word here is meaningful: requirements that are genuinely demanding, that push
suppliers beyond current practice, and that are accompanied by sufficient investment and time
horizon to make adaptation feasible. The five characteristics of effective environmental standards
that Porter and van der Linde identified: flexibility in means, stringency in ends, realistic transition
periods, a focus on resource productivity rather than pollution control, and first-mover positioning,
apply with equal force to the design of supply chain environmental programmes.

This has direct implications for the make-or-buy decision. A firm that treats environmental
compliance as a procurement criterion, screening suppliers against a minimum standard and
switching to alternatives when they fail, is likely to generate compliance behaviour rather than
capability development. A firm that treats green outsourcing as a long-term capability investment,
accepting the higher coordination costs of relational governance in exchange for the deeper
environmental transformation that only relational governance can sustain, is engaged in something
strategically different. The choice between these approaches is, at its core, a governance choice that
maps directly onto the Gereffi typology: modular governance can enforce compliance; relational
governance can build capability.

Kolk and Pinkse’s (2008) taxonomy of corporate climate strategies provides a useful empirical
grounding for the more abstract arguments developed above. Their six-fold classification — cautious
planners, emerging planners, internal explorers, vertical explorers, horizontal explorers, and
emission traders, captures the range of strategic postures that MNEs have actually adopted in
response to climate pressure, and each posture implies a different relationship between
internalisation and outsourcing as instruments of environmental strategy. The vertical explorers are
most directly relevant here. These are firms that focus their environmental efforts on their supply
chains (upstream toward raw material suppliers, downstream toward customers) because their own
direct emissions are relatively low while the emissions embedded in their supply chains are
substantial. For a vertical explorer, green outsourcing is not a peripheral concern but the central
mechanism of environmental strategy. The governance challenges described in the previous section,
how to move beyond compliance auditing toward genuine capability development, how to structure
relational investments that yield innovation offsets, how to allocate residual control rights over
environmental assets, are, for vertical explorers, first-order strategic questions.

What Kolk and Pinkse’s taxonomy also reveals, however, is the degree to which most firms
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have not yet made this transition. The majority of their sample fell into categories that combine
modest ambitions with limited supply chain engagement. The implication is not simply that firms
are failing to live up to their environmental rhetoric, though that is often true, but that the strategic
frameworks available to managers do not yet provide adequate guidance for the governance of green
value chains. Transaction cost economics tells them to minimise transactional hazards; the resource-
based view tells them to protect core competencies; the global value chain literature tells them about
governance structures. None of these frameworks, taken individually, tells them how to design an
outsourcing architecture that simultaneously delivers environmental capability development,
competitive differentiation, and transactional efficiency. The concept of green outsourcing, as
developed in this article, is an attempt to begin filling that gap.

Verbeke’s (2013) concept of deep internalisation, the retention of high-value activities within
the firm, combined with the selective externalisation of others through carefully designed
outsourcing arrangements, offers perhaps the most useful integrative framework available for
thinking about green outsourcing at the level of the MNE. Verbeke’s argument is that the boundary
between internalisation and outsourcing should not be drawn on the basis of cost alone, or even on
the basis of asset specificity in the Williamsonian sense, but based on a holistic assessment of how
the configuration of internal and external activities shapes the firm’s overall capacity to create and
capture value. Applied to environmental strategy, this logic generates a clear implication: MNEs
should internalise the environmental capabilities that are most central to their competitive
differentiation and most difficult to develop through arm’s-length relationships, and should
outsource environmental functions where external partners can develop and maintain the required
capabilities more effectively than internal teams, provided that the governance of those outsourcing
relationships is designed to ensure genuine capability development rather than mere compliance.
The distinction, to return to the central argument of this article, is between outsourcing as
environmental arbitrage and outsourcing as environmental recombination. The former is a
procurement decision; the latter is a strategic one, and it requires a correspondingly more
sophisticated governance architecture.

The argument developed across the preceding sections can be stated with some precision: the
classical make-or-buy framework, and its various theoretical elaborations, provides an insufficient
basis for governing outsourcing decisions in an era defined by environmental constraint. This is not
a trivial observation. Transaction cost economics, the property rights approach, and the resource-
based view have each made genuine and lasting contributions to the understanding of organisational
boundaries — contributions that retain their analytical value and that this article has no interest in
discarding. The claim, rather, is one of incompleteness. These frameworks were constructed to
explain how firms minimise governance costs and protect competitive assets in conditions of market
imperfection. They were not constructed to explain how firms build, transfer, and recombine
environmental capabilities across the complex, multi-tiered networks that constitute contemporary
global value chains.

Table 1.
Theoretical frameworks and their environmental governance implications
Framework Primary governance logic Environmental variables Extension required for green
in original formulation outsourcing
Transaction Minimise costs of market | Absent Ecological asset specificity
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cost economics | exchange; internalise when | Externalities treated as | Joint environmental investments
(Coase, 1937, | internal coordination is | outside the transaction; no | create mutual dependency and

Williamson, cheaper. Asset specificity, | environmental cost | hold-up risk not captured by
1985) uncertainty, and frequency | category. existing specificity typology.
determine governance
structure.
Property rights | Allocate residual control rights | Absent Environmental residual control
theory to the party whose investment | Environmental assets not | Allocation of ownership over
(Grossman & | most affects joint value. | conceptualised; no | green certifications, carbon
Hart, 1986) Ownership determines | treatment of regulatory | assets, and co-developed
incentives under incomplete | contingencies in residual | environmental 1P under
contracts. control allocation. regulatory uncertainty.
Resource- Internalise VRIN resources | Partial Interdependent green capability
based view that underpin competitive | Environmental capability | Recognition that environmental
(Barney, 1991) | advantage; outsource non-core | can qualify as VRIN but | competitive advantage is often
activities. framework does not address | embedded in supply chain
its relational or cross- | relationships, not solely in firm-
boundary character. internal resources.
Relational Generate  relational  rents | Partial Green relational rents
view through relation-specific | Trust and joint investment | Relational governance as the
(Dyer & Singh, | assets, knowledge sharing, | logic applicable to | necessary condition for
1998) complementary resources, and | environmental co- | environmental capability
effective governance. development  but  not | building beyond compliance;
explicitly ~ applied  to | shared environmental investment
sustainability outcomes. as rent-generating mechanism.
GVC Governance form determined | Significant gap Environmental governance
governance by transaction complexity, | The framework does not | matrix
typology codifiability, and supplier | address environmental | Modular governance enables
(Gereffi, capability. Five types: market, | complexity or ecological | compliance; relational
Humphrey & | modular, relational, captive, | codifiability as | governance enables capability
Sturgeon, hierarchy. determinants of | development. Environmental
2005) governance. complexity and ecological asset
specificity as additional

governance determinants.

The concept of ecological asset specificity, introduced in this article, is intended to perform a
precise bridging function. By extending Williamson’s (1985) typology to include a category of asset
specificity defined not by technical or physical lock-in but by environmental co-investment and
regulatory interdependence, it becomes possible to apply the governance logic of transaction cost
economics to environmental relationships without abandoning the framework’s analytical structure.
The implication is not merely theoretical: it suggests that firms and their supply chain partners who
have made joint investments in environmental capability: shared emissions monitoring systems, co-
developed green production processes, jointly funded renewable energy transitions, face a genuine
hold-up problem that existing contract design has not yet learned to address. The stranding of
environmental investments when supply chain relationships dissolve is a real and growing source
of value destruction, and it deserves the same theoretical attention as physical and human asset
specificity.

The recombination framing, drawn from Verbeke’s (2013) treatment of dynamic capabilities
and extended here to the environmental domain, adds a further dimension. Recombination is not
merely about protecting existing environmental assets from opportunistic appropriation; it is about
actively assembling environmental capabilities from multiple organisational and geographical
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sources to generate sustainability outcomes that exceed what any single firm could achieve alone.
This is, in essence, what the most sophisticated green supply chain programmes attempt to do. And
it is why the governance architecture of such programmes matters so profoundly. The difference
between a compliance audit and a genuine capability-building partnership is not merely a difference
of ambition; it is a difference of governance form, and governance form determines what kinds of
environmental value can be created.

One of the more uncomfortable implications of the analysis concerns the widely celebrated
principle of modular supply chain design. Modularity, the decomposition of production into
standardised, independently developable components, has been presented in the international
business literature primarily as a source of strategic flexibility and innovation velocity (Sturgeon,
2002). From an environmental governance perspective, however, modularity creates a structural
disincentive for the kind of relational investment that deep environmental capability development
requires. If the defining feature of a modular relationship is that partners are interchangeable, that
switching costs are low and interfaces are standardised, then neither buyer, nor supplier has adequate
incentive to make the long-term, relationship-specific environmental investments that genuine
sustainability transformation demands.

This tension has practical implications that extend well beyond the theoretical register. The
firms most deeply committed to supply chain decarbonisation, those engaged with science-based
targets initiatives, scope 3 emissions reduction programmes, and supplier capability development at
scale, are, almost without exception, firms that have moved away from modular toward relational
governance in strategically critical supply chain segments. Apple’s deep-tier supplier engagement
on renewable energy, Unilever’s long-term commodity supplier partnerships on agricultural
sustainability, and IKEA’s co-investment in supplier energy efficiency all reflect a similar
underlying logic: that environmental transformation requires governance depth, and governance
depth requires a degree of relational commitment that modularity systematically precludes.

The implication for theory is that the environmental transition may be forcing a partial reversal
of the modularisation trend that characterised global value chain development in the 1990s and
2000s. Firms that built their supply chains on the flexibility logic of modularity now face the
environmental governance logic of relationality. And the two are not easily reconciled. Navigating
this tension is, arguably, one of the defining strategic challenges of the current period for MNEs
engaged in global production.

The governance architecture of green outsourcing is not a neutral procurement matter, and
treating it as such is one of the more consequential mistakes MNEs currently make at scale. Firms
that route environmental ambition through compliance audits are not simply choosing an imperfect
instrument. They are choosing a governance form that structurally forecloses the deeper supplier
engagement that decarbonisation actually requires. The harder implication is this: relational
governance costs more in time, coordination, and the loss of the switching flexibility that modular
supply chains were built to preserve. MNEs that want genuine environmental capability
development in their supply chains need to decide, segment by segment, whether they are willing
to pay that cost and most existing strategic frameworks do not explicitly force that decision.

Second, the allocation of residual control rights over environmental assets, the question that
Grossman and Hart’s (1986) framework raises but does not resolve in the environmental context,
deserves far more careful contractual attention than it currently receives. Joint environmental
investments of the kind described above create genuine questions about ownership: who captures
the value of a green certification earned through shared investment? Who bears the cost if a
regulatory change strands an environmental asset? Who controls the intellectual property generated
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by joint process innovation? Standard supplier contracts do not adequately address these questions,
and the gap between what firms invest in environmental supply chain relationships and what their
contracts protect is a significant, underappreciated governance risk.

Third, and perhaps most fundamentally, the concept of green outsourcing as environmental
capability recombination suggests that MNEs should be thinking about their supply chains not
merely as cost structures to be optimised or risk exposures to be managed, but as platforms for the
assembly and development of environmental capabilities that can generate competitive advantage
in a progressively decarbonising global economy. This is a different strategic logic from anything
that classical outsourcing theory anticipated, and it requires a correspondingly different set of

managerial frameworks and governance tools.

Table 2.

Green outsourcing decision framework: governance form and environmental strategy by

corporate climate type

Corporate Recommended Outsourcing configuration Primary
climate strategy | governance form Key governance Make-or-buy logic environmental
type instruments outcome
Cautious Market Minimum Buy on cost; | Risk reduction;
planners environmental clauses | environmental avoidance of
Monitoring only; in supplier contracts; | criteria as threshold, | reputational exposure
no concrete periodic compliance | not selection driver from  non-compliant
action questionnaires suppliers
Emerging Modular Supplier codes of | Buy standardised; | Compliance
planners conduct; third-party | environmental attainment; audit-
Emissions targets certification compliance as | based verification of
set; no requirements; annual | codified supplier environmental
implementation ESG audits specification performance
Internal explorers Hierarchy Internalisation of | Make where | Scope 1 and 2
Strong  internal energy-intensive emissions are | emissions reduction;
focus; energy processes; selective | concentrated;  buy | direct energy
efficiency outsourcing of low- | where environmental | efficiency gains in
emission  peripheral | impact is negligible | controlled operations
activities
Vertical Relational Co-investment in | Buy from committed | Scope 3 emissions
explorers supplier partners; governance | reduction;
Supply chain environmental depth traded for | environmental
environmental capability; joint | flexibility; capability
focus emissions monitoring; | ecological asset | recombination across
long-term partnership | specificity high the  value  chain;
contracts; shared innovation offsets
green R&D
Horizontal Modular Relational | Green product | Buy green capability | New market entry
explorers licensing; from adjacent- | through environmental
Cross-market environmental joint | market specialists; | differentiation; green
environmental ventures; outsourcing | build where | revenue stream
opportunity to green-specialist | proprietary development
partners in adjacent | environmental
markets advantage is sought
Emission traders Captive Market Emissions trading | Buy emissions | Net emissions position
Carbon market agreements; offset | reductions management;
participation; project outsourcing; | externally; regulatory compliance
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offset focus carbon credit | internalise  trading | through market
procurement from | strategy and carbon | mechanisms rather
captive or spot-market | accounting than operational
suppliers transformation

Source: (Kolk & Pinkse, 2008)

Conclusions. The governance of outsourcing decisions in multinational enterprises has long
been theorised through frameworks whose explanatory power, while considerable, was not designed
for the environmental conditions that now define the competitive and regulatory landscape.
Transaction cost economics, the resource-based view, and global value chain governance each
illuminate important dimensions of the make-or-buy calculus, yet none of them was constructed
with supply chain decarbonisation, scope 3 accountability, or the co-investment dynamics of green
capability development in mind. The result is a structural mismatch between the theoretical tools
available to practitioners and scholars and the governance challenges they are asked to address.

This article has attempted to close part of that gap by introducing ecological asset specificity
as a distinct governance variable and by situating green outsourcing within a recombination
capability framework derived from internalization theory. The argument has not been that existing
frameworks are wrong. It has been that they are, in the current moment, incomplete, and that their
incompleteness has costs that show up not in theoretical discussions but in the governance decisions
of firms that have committed to environmental transformation without adequate conceptual
scaffolding.

The article’s central contributions can be summarised in three propositions. First, ecological
asset specificity constitutes a distinct and theoretically significant category within the Williamsonian
framework, characterised by mutual dependency arising from joint environmental investment and
the regulatory interdependence of supply chain partners operating in overlapping or linked
compliance environments. Second, the governance form of outsourcing relationships is not neutral
with respect to environmental outcomes: modular governance can enforce compliance, but it cannot
sustain capability development, while relational governance, with its attendant costs of coordination
and commitment, is the necessary condition for the kind of deep environmental transformation that
genuine supply chain decarbonisation requires. Third, green outsourcing is most productively
understood not as a variant of cost arbitrage but as a form of environmental capability recombination
— a strategic practice through which MNEs assemble, develop, and deploy environmental resources
across organisational and national boundaries to generate sustainability outcomes that no single
actor could achieve independently.

These propositions do not supersede the classical frameworks they extend. Coase’s (1937)
insight about the nature of the firm, Williamson’s (1985) transactional logic, Barney’s (1991)
resource architecture, and Verbeke’s (2013) recombination capability all remain analytically
indispensable. This article argues that they are insufficient, taken individually or collectively, to
address the environmental governance challenges the contemporary period has placed before
multinational enterprises. Extending them — carefully, with attention to what each framework
actually explains and where each leaves explanatory gaps — is the most productive available path
toward a theory of outsourcing adequate to the demands of the green transition.
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The monograph by Yevheniia Tykhomyrova and Alona Tykhomyrova, Information Disorder:
The Political and Psychological Dimension of Climate Change, is a thorough interdisciplinary
scholarly work deserving special attention from both the Ukrainian and international academic
communities. The study reveals one of the key phenomena of our time — information disorder,
which, amid digitalization, media platformization, and the intensification of global political
conflicts, becomes a systemic factor influencing the formation, course, and content of climate
discourse. Given that addressing climate change has become one of the critical issues in
international politics, upon which global security, economic development, and societal resilience
depend, the investigation of the interrelations between climate disinformation, psychological
vulnerability, and political processes is highly relevant.

The monograph is distinguished by a high level of conceptual clarity and theoretical depth.
The authors systematize existing approaches to the study of information disorder and propose an
updated analytical framework for examining climate disinformation, drawing on the latest political,
psychological, and communication research. Of particular value is the fact that the study
consistently integrates perspectives on the structure of climate discourse, which in the global
scholarly field is still investigated largely in a fragmented manner and within the boundaries of
individual disciplines.

The first chapter of the monograph «Information chaos regarding climate change:
interpretation and related concepts» is devoted to the conceptual and theoretical foundations of the
study of information disorder. The authors provide a detailed analysis of established definitions of
disinformation, misinformation, and malinformation, while emphasizing that within climate
discourse these categories acquire specific characteristics. One of the chapter’s key achievements is
a thorough comparison of the leading contemporary paradigms for interpreting climate change.
Y. Tykhomyrova and A.Tykhomyrova comprehensively explain how the Anthropocene paradigm
shapes the notion of humanity’s collective responsibility by drawing attention to global processes
of industrialization and technological development. Within the Capitalocene framework, the
analysis focuses on the systemic logic of capitalist development, which creates opportunities for
political lobbying, economic interests, and information interventions. The third paradigm, Natural
Climate Variability, is examined in detail as an ideological resource that is systematically employed
by denialists to contest the anthropogenic factor. The authors demonstrate how the interaction of
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these three approaches generates a conflict between scientific knowledge and informational
distortions, thereby creating the preconditions for the spread of climate disinformation in the global
information space.

The second chapter of the monograph «The landscape of misinformation about climate
change: the denialist perspective» is devoted to the examination of the landscape of climate
disinformation, the structure of its production, and the mechanisms of its dissemination. Climate
disinformation is conceptualized as a structured, goal-oriented, and systematically organized
instrument of influence, the production of which involves both state and non-state actors, including
corporations, political parties, networked communities, informal groups, media institutions, and
technological platforms. The authors provide a systematic classification of the actors engaged in the
creation of manipulative climate-related messages. The chapter offers a thorough analysis of how
states may exploit climate-related issues for geopolitical positioning, the reinforcement of their own
ideological doctrines, or the formation of distorted perceptions of climate impacts in other countries.
At the same time, significant attention is paid to non-state structures, such as business groups,
industrial corporations, think tanks, networks of digital trolls, and pseudo-environmental
organizations. The study emphasizes that denialist narratives are often supported by the interests of
major industrial sectors, particularly energy companies, which have strong economic incentives to
block or slow down environmental reforms. Y. Tykhomyrova and A.Tykhomyrova provide a detailed
account of the mechanisms of financing and coordination of denialist campaigns, emphasizing that
these campaigns are predominantly not spontaneous, but institutionally organized.

The third chapter «A proactive approach to combating climate change misinformation»
examines the psychological foundations of information perception and the mechanisms that
determine audiences’ vulnerability to climate disinformation. The authors demonstrate a profound
command of political psychology, enabling them to integrate cognitive models with the analysis of
climate narratives. They substantiate how cognitive biases—such as confirmation bias, motivated
reasoning, the availability heuristic, and the backfire effect—influence the audience’s capacity to
accept or reject scientifically grounded information. An important component of the chapter is the
analysis of the role of emotions, including fear, anxiety, anger, and apathy. Notably, psychological
models are not presented in isolation but are embedded within a political context, which allows
climate disinformation to be viewed as a dynamic process that is simultaneously informational,
political, and psychological in nature. Y.Tykhomyrova and A. Tykhomyrova convincingly
demonstrate that emotional responses may both amplify susceptibility to manipulation and,
conversely, stimulate constructive mobilization, depending on how communicators and political
actors shape their narratives.

Particular attention is given to the analysis of psychological «inoculation» models and
prebunking, which have become widely adopted in contemporary research on countering
disinformation. The authors convincingly demonstrate that preventive strategies aimed at building
resilience to manipulative influences produce significantly stronger effects than reactive methods of
debunking. In this regard, the monograph constitutes an important intellectual resource for
professionals working in the fields of strategic communications, media literacy, and climate policy.

An important achievement of the study is the typology of strategies for countering climate
disinformation proposed in the fourth chapter of the monograph «Strategies for dispelling and
refuting climate misinformation». This typology encompasses the individual level (critical thinking,
psychological resilience), the institutional level (media strategies, political regulation, scientific
communication), and the technological level (algorithmic content labeling, artificial intelligence for
disinformation detection), as well as educational practices, cultural strategies, digital literacy,
technological solutions, and psychological models of resistance. Y.Tykhomyrova and
A.Tykhomyrova emphasize that none of these approaches is sufficient in isolation and that only
their comprehensive integration can create the conditions necessary for reducing the impact of
manipulative content. The study further underscores the fundamental importance of cross-sectoral
cooperation, in particular the synergy among the state, the academic community, civil society, and
business, in countering climate disinformation.
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The style of presentation is marked by academic clarity, and the structure is designed to ensure
a coherent progression from abstract concepts to applied strategies. At the same time, the study
possesses substantial practical value: the proposed recommendations may be applied in the activities
of public authorities, journalists, think tanks, environmental organizations, and international
agencies for the development of national communication strategies in the field of climate policy,
including within the Ukrainian context.

It should be noted that the monograph opens up avenues for further research. Promising
directions include expanding the analysis of international institutions combating disinformation,
deepening the study of the economic interests of denialist corporations, and incorporating new
empirical data on the impact of disinformation on Ukrainian society in the context of war.

In conclusion, the monograph by Y. Tykhomyrova and A. Tykhomyrova, Information
Disorder: The Political and Psychological Dimension of Climate Change, represents a high-quality
interdisciplinary study that makes a significant contribution to the development of both Ukrainian
and international scholarship in the fields of climate policy and communications, information
security, and political psychology. It is distinguished by the depth of its analysis, originality,
relevance, and practical significance. This publication is recommended for use in educational,
research, analytical, and practical activities by a wide range of specialists working in international
relations, climate policy, strategic communications, disinformation counteraction, and information
resilience.
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