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Abstract. The article provides a comprehensive and systematic analysis of the evolution, main
instruments, and effectiveness of the Russian Federation's hybrid influence operations in Germany
from 2014 to 2026, as well as the countermeasures developed by Germany and its European Union
and NATO partners. Germany, as the largest economy in the EU, a crucial supporter of Ukraine, and
a key actor in sanctions policy, is a primary target of Russia's coordinated multi-domain pressure.
The study is methodologically based on a combination of chronological, typological, and network
analysis, tracing the transition from long-term structural influence (such as energy dependence and
political-business contacts before 2022) to highly aggressive, operationally dense hybrid warfare
following the full-scale invasion of Ukraine. The authors identify and classify the main instruments
of Russian hybrid activity across the informational, cyber, economic, intelligence, and physical
domains. Particular attention is devoted to foreign information manipulation and interference (FIMI)
ecosystems, such as cloned media campaigns (Doppelgdnger), pro-Russian media platforms (Voice
of Europe), and synthetic deepfake content (Storm 1516), which stoke social polarization, anti-
sanctions fatigue, and fear of war escalation. In the cyber and physical spheres, the paper examines
high-frequency cyber espionage by APT28, infrastructure sabotage, and the strategic recruitment of
low-cost "disposable" agents to disrupt military supply chains. The article concludes with practical
policy recommendations, emphasizing the need for robust institutional coordination, auditable
public-private data-sharing, mandatory cybersecurity standards for political organizations, and
infrastructural surveillance in logistics to protect Germany's democratic resilience and national
security.

Keywords: hybrid influence, FIMI, cyber operations, sabotage, Russia, Germany, APT2S,
disinformation, energy coercion, security policy.

Anomauia. Y cmammi 30iliCHeHO KOMNIEKCHUL, CUCMEMHUL aHANI3 e8OoUll, KI0Y08UX
iHcmpymenmie ma epexkmusHocmi onepayii 2iopuonoco enausy Pociticoxoi @edepayii 6 Himeuuuni
y nepioo 3 2014 no 2026 poku, a maxodc oyiHeHO 3axo0u Npomuodii, NPOBAVIHCEHI HIMEYbKUM
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ypsioom, incmumyyiamu €sponeticokoeo Corw3y ma napmuepamu no HATO. Himeuuuna, sx
Hatibinbwa ekonomika €C, 00uH i3 nPosioHUX OOHOPIE BiliCbK0BOI ma ¢hinancosoi donomozu Yxpaini
ma YeHmpanibHuti cy0'eKm CAHKYIUHOI NONIMUKY, BUCMYNAE NePUIOYepe080i0 MIUEHHIO O
KOOPOUHOBAH020 6a2amo0OMeHH020 MUCKY 3 60Ky Mockeu. Memooonociuny ocHO8Y 00CHiOHCeHHs
no6y008aHO HA NOEOHAHHI XPOHOLO2IYHO20, MUNOLO2IYHO20 MA MePeHce8020 aHaNi3y, Wo 003601UNL0
npocmedcumuy  iICmopudHuil nepexio 8i0 006820CMpPOKOBO20 CMPYKMYPHO20 MUCKY (eHepeemuuna
3aedHCHICmb, 100i3M ma noximuxo-oiznecosi kowmaxmu 00 2022 poxy) 00 6i0OKpumo 80podicoi,
onepayiino HacuueHoi 2iopudHoi iliHU NiCAs NOYAMKY NO8HOMAculmadbHoz2o emopehenus Pocii 6
Yrpainy. Asmopu ioenmugixyroms ma Kiacughixyroms 0CHOBHI IHCIMPYMEHMU POCIUCLKOT 2iOpUOHOT
aKmMueHOCmi 8 IHopmayitinil, KibepHemuuHill, eKOHOMIUHIL, PO38IOYEAIbHIL ma izuunil chepax.
Ocobnugy yeazy npuoileHo exkocucmemam IHO3eMHO20 6MpY4aHHsA 6 IHgopmayitny cgepy ma
mauninynosanns  (FIMI), 30kpema xamnauism KloHosanux mediapecypcie (Doppelginger),
npopociiicokum medianiamgpopmanm (Voice of Europe) ma wimyuno 3eeneposarnomy konmenmy (Storm
1516), sKi cnpsamogani Ha pO3NANIOBAHHS COYIANLHOI NONAPU3AYIl, AHMUCAHKYIUHOI 6momu ma
cmpaxy nepeo eckanayieto 6iuHu. Y xibepHemuuHili ma OuepciuHil NIOWUHAX O0O0CHIOHCEHO
BUCOKOIHMEHCUBHE WNUSYHCMB0 3 00Ky yepynogsanuss APT28, cnpobu cabomaoicy 06'ckmie
Kpumuunoi ingppacmpykmypu ma cmpamezito 6epOy8anHs Oeulesux «00HOPA308UX» A2eHMI8 uepes
Inmepnem 0 ONOKY8AHHA  BIUCLKOBO-NPOMUCLOBUX JAaHytocie nocmauanus. Cghopmynbosaro
NpaKmuuHi pekomeHoayii 051 NONIMUKIB, HACOIOULYIOHUU HA HEOOXIOHOCMI NOCUNEHHS KOOPOUHAYIT
MidC cneycuyxcoamu, po3pooOKU NpO30pUx 3AKOHOOAGYUX PAMOK OJisl OOMIHY OAHUMU MIdC
0EepPIACABHUM A NPUBAMHUM CEKMOPAMU, BNPOBAONCEHHS 0008'I3K06UX cmaHOapmie Kibepbesnexu
0151 noaimuyHux napmiu ma ¢QoHOI8, a MAKONC 3axucmy Ja02iCMuyHol IHppacmpykmypu 6io
2ibpuonoeco cabomaoicy 3 boky P®.
Kntouoei cnosa: 2iopuonuii enaue, FIMI (inozemne empyuanns 6 inghopmayiiny cgepy ma
Mauinynosants), Kibeponepayii, cabomaoswc, Pocis, Himeuuuna, APT2S8, Oesingopmayis,
eHepeemuyHull npumyc, 6e3neKo8a NONIMmuKa.

Introdcution. The transformation of hybrid threats in Europe, particularly after the escalation
of the Russo-Ukrainian war in 2022, has significantly altered the nature of external influence on
democratic states. Germany, as one of the central political, economic, and security actors within the
European Union, has become a primary target of Russian hybrid operations. The relevance of this
study is oOycnoBiena the increasing complexity, adaptability, and multi-domain nature of these
operations, which combine information warfare, cyber intrusions, economic leverage, and covert
sabotage activities.

Hybrid influence is no longer limited to traditional propaganda or espionage. Instead, it operates
as an integrated system of coordinated actions aimed at destabilizing political systems, shaping public
opinion, and undermining institutional trust. The German case is particularly illustrative due to its
historical energy dependence, political weight in EU decision-making, and role in supporting
Ukraine.

The aim of this study is to systematically analyze the evolution, instruments, and effectiveness
of Russian hybrid influence in Germany between 2014 and 2026, as well as to evaluate the
countermeasures implemented by Germany, the EU, and their partners.

The objectives of the study include:

- to conceptualize hybrid influence within the contemporary security framework

- to identify and classify the main instruments of Russian hybrid activity in Germany

- to analyze key incidents and their operational logic
to assess the effectiveness of hybrid influence tools across different domains
to evaluate countermeasures and propose policy recommendations

Main results of the research. Hybrid influence in the context of Russian activity against
Germany should be understood not as a single method of pressure, but as a coordinated system of
political, informational, cyber, economic, intelligence and physical instruments used to affect the
internal stability and foreign policy choices of a target state. In the German case, this influence has
been especially significant because Germany combines several strategic characteristics that make it
valuable for Russian pressure: it is the largest economy in the European Union, one of the key
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supporters of Ukraine, an important NATO member, a central actor in EU sanctions policy, and
historically one of the European states most exposed to Russian energy dependence. Therefore, hybrid
influence against Germany has not been accidental or episodic. It has developed as a long-term
strategic practice aimed at weakening Germany’s political will, fragmenting public opinion,
complicating support for Ukraine, and creating distrust toward democratic institutions.

The concept of hybrid influence includes both open and covert instruments. Open instruments
may include public diplomacy, media messaging, political narratives, energy policy, lobbying and
cultural communication. Covert or semi-covert instruments may include cyber intrusions, intelligence
operations, proxy networks, disinformation campaigns, sabotage preparation, illicit financing and
recruitment of low-level agents. The specific danger of hybrid influence lies in the fact that these
instruments rarely operate separately. A cyberattack can support a disinformation campaign. A
disinformation campaign can prepare the public environment for political pressure. Energy
dependence can amplify fear-based narratives. Sabotage can be accompanied by online manipulation
intended to confuse responsibility or shift blame. This integrated character makes hybrid influence
difficult to identify, attribute and counteract.

Figure 1
The analytical Scheme of Russian Hybrid Influence in Germany (2014-2026)
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Russian hybrid influence operates as an interconnected system in which actors use multiple
instruments through various channels to target key sectors of German society and institutions,
ultimately aiming to achieve strategic outcomes that serve the interests of the Russian Federation.

The methodological logic of the study is based on the combination of chronological, typological
and network analysis. Chronological analysis makes it possible to trace the transition from long-term
structural influence before 2022 to more aggressive and operationally intensive hybrid activity after
Russia’s full-scale invasion of Ukraine. Typological analysis allows the classification of instruments
into informational, cyber, economic, intelligence and physical domains. Network analysis helps
identify how different actors, platforms and operational channels are connected. The evaluation of
countermeasures makes it possible to determine which responses are more effective and which remain
limited by legal, institutional or technological constraints.

The evolution of Russian hybrid influence in Germany can be divided into two broad phases.
The first phase, from 2014 to 2021, was dominated by structural influence, especially energy
dependence, political and business contacts, media narratives, disinformation and selective cyber
operations. During this period, Russian influence relied on long-term vulnerabilities within the
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German political and economic environment. The most important structural vulnerability was energy
dependence. In 2021, Russian gas accounted for approximately 55 percent of Germany’s gas imports,
which created not only an economic dependency but also a political and psychological vulnerability
during debates on sanctions, energy security and relations with Moscow.

The second phase began after 2022 and is characterized by a more openly hostile and
operationally dense form of hybrid influence. Russia’s full-scale war against Ukraine changed the
strategic environment. Germany became not only a political opponent of Russia’s aggression but also
a logistical, military, economic and diplomatic supporter of Ukraine. As a result, the focus of hybrid
operations shifted toward undermining Germany’s support for Ukraine, intimidating political elites,
influencing elections, disrupting military and industrial supply chains, and creating insecurity among
the population. During this phase, cyber operations, FIMI campaigns, sabotage planning, espionage

and recruitment of disposable agents became more visible.

Table 1
Evolution of Russian Hybrid Influence Instruments in Germany

Period Dominant Main targets Operational Examples of Strategic
instruments characteristics | manifestation objective
2014- | Disinformation, | Public Use of | Lisa case, | Testing
2016 | media opinion, emotionally Bundestag influence
amplification, | migrant charged cyberattack channels,
diplomatic communities, | narratives, rapid | attributed later | undermining
pressure, early | political amplification to APT28 trust,
cyber activity debate, through Russian- identifying
democratic language media, vulnerabilities
institutions exploitation  of
social divisions
2017- | Energy Energy Long-term Nord Stream 2 | Preserving
2021 leverage, policy, structural debates, political
lobbying, cyber | political pressure, continued leverage  and
espionage, parties, influence concern  over | reducing
information business through Russian resistance  to
influence networks, economic disinformation, | Russian
public debate | interdependence, | APT28-linked | interests
selective use of | cyber activity
cyber tools
2022- | Energy German Crisis Energy shock | Weakening
2023 | coercion, government, | exploitation, fear | after reduction | support for
sanctions society, narratives, of Russian | Ukraine  and
circumvention | energy pressure through | supplies, anti- | increasing
attempts, market, energy insecurity | sanctions domestic
intensified Ukraine and inflation narratives pressure on
propaganda, support German
intelligence infrastructure authorities
activity
2024- | Cyber Political High-frequency | APT28 Destabilization,
2026 | operations, parties, operations, use of | campaign disruption  of
FIMI, sabotage | logistics, proxies, online | against  SPD | support for
planning, critical recruitment, and other | Ukraine,
recruitment of | infrastructure, | technical targets, erosion of
low-level elections, sophistication, disposable democratic
agents, military plausible agents, Storm | resilience
deepfake support chains | deniability 1516, parcel-
campaigns related
sabotage
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Disinformation and foreign information manipulation and interference represent one of the
most adaptive and persistent components of Russian hybrid influence. Modern disinformation is not
limited to the distribution of false claims. It functions as an ecosystem in which narratives, platforms,
artificial amplification, pseudo-media and political actors reinforce one another. The European
External Action Service identifies FIMI as a major security threat and emphasizes the use of bots,
manipulated behavior, Al-generated content and coordinated influence infrastructure.

In Germany, Russian disinformation has repeatedly targeted emotionally sensitive issues such
as migration, economic insecurity, distrust of elites, fear of war escalation, fatigue from support for
Ukraine and skepticism toward NATO. The purpose of such campaigns is not always to persuade the
entire population of one fixed narrative. More often, the goal is to create confusion, produce emotional
exhaustion, intensify polarization and undermine confidence in reliable information sources. This is
why disinformation should be understood not only as false content but also as a method of cognitive
overload.

The Lisa case remains an important example because it demonstrated how a local incident
could be transformed into a political and diplomatic crisis. The operational logic was relatively simple
but effective: a local criminal allegation was amplified by Russian media, emotionally framed as
evidence of state failure, spread among Russian-speaking communities, and then used to create
pressure on German institutions. Later campaigns became more technologically complex.
Doppelgénger relied on cloned websites and imitation of legitimate media brands. Voice of Europe
showed how influence could be directed toward political and electoral environments. Storm 1516
demonstrated the increasing role of pseudo-investigative formats, fabricated sources and deepfake-
style manipulation. Germany and France have been identified among countries regularly targeted by
localized campaigns in the EEAS FIMI threat reporting.

Table 2
Main Types of Disinformation and FIMI Instruments Used Against Germany
Instrument | Mechanism Target Intended effect Typical Level of
of operation audience indicators risk
Cloned media | Copying the | General Confusion Similar domain | High
websites design  and | public, between reliable | names, copied
style of | politically and false | layouts,
legitimate active users, | information, emotionally
media outlets | undecided erosion of trust in | manipulative
and voters journalism headlines
publishing
manipulated
content
Bot Coordinated | Social media | Creating the | Repetitive Medium-
amplification | artificial users, illusion of mass | wording, high
spread of | journalists, opinion and | synchronized
posts, political social pressure posting,
hashtags and | communities suspicious
comments account behavior
Pseudo- Presentation | Politically Delegitimization | Anonymous High
investigative | of fabricated | skeptical of Ukraine, | sources,
platforms materials as | audiences, NATO, EU or | unverifiable
journalistic anti- German documents,
investigation | establishment | institutions selective
groups emotional
framing
Deepfake and | Use of | Broad public, | Emotional shock, | Visual or audio | High
Al-generated | synthetic especially reputational inconsistencies,
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content voices, during damage,  rapid | lack of original
images or | elections  or | viral spread source, rapid
video crises cross-platform
fragments spread
Russian- Framing Diaspora Mobilization, Repetition of | Medium
language events for | groups, alienation from | Kremlin
media Russian- migrant German narratives,
narratives speaking communities | institutions, victimization
communities identity-based framing
in Germany polarization
Political Use of media | Voters, party | Electoral Selective High
influence outlets or | supporters, influence and | interviews, one-
media platforms ideological normalization of | sided framing,
connected to | groups pro-Russian links to
pro-Russian positions sanctioned
political networks
narratives

The policy response should therefore move from reactive crisis management to permanent
resilience. First, Germany needs stronger institutional coordination between intelligence services,
police, cyber agencies, ministries and private operators. Hybrid threats cross institutional boundaries,
while democratic systems often separate responsibilities for legal reasons. This separation is
necessary for the rule of law, but it should not create operational blind spots. Clear legal frameworks,
auditable data-sharing mechanisms and parliamentary oversight can help balance security and
legality.

Second, counter-recruitment must become a stable part of national security communication.
The disposable-agent model depends on ignorance, financial vulnerability and online manipulation.
Therefore, prevention should focus not only on punishment but also on early warning, public
education and anonymous reporting channels. The message should be clear: small tasks offered online
may be part of a foreign intelligence operation and can lead to serious criminal liability.

Third, cybersecurity for political parties, foundations and election-related institutions should be
treated as a national security priority. Political organizations are attractive targets because they often
possess sensitive information but may lack the resources of state agencies. Minimum cybersecurity
standards, independent audits, secure communication practices and crisis response plans should
become mandatory for actors involved in democratic competition.

Fourth, anti-FIMI policy should focus less on individual false statements and more on
infrastructure. Removing one false post is insufficient if the same network controls dozens of
domains, advertising channels, bot accounts and proxy media assets. Effective response requires
mapping the entire influence supply chain: domain registration, hosting, payment flows, content
farms, amplification networks and political intermediaries.

Fifth, critical infrastructure protection must include logistics, aviation, railways, military supply
routes, energy assets and communication nodes. The parcel-related sabotage cases show that hybrid
threats can exploit ordinary commercial infrastructure. Therefore, cooperation with private logistics
companies is essential. Detection of suspicious packages, GPS trackers, incendiary devices or unusual
routing patterns should become part of a broader security protocol.

Conclusions. The analysis demonstrates that Russian hybrid influence in Germany has evolved
from long-term structural pressure into a more complex and operationally aggressive system. Before
2022, the strongest instruments were energy dependence, political influence, disinformation and
selective cyber activity. After 2022, the operational center of gravity shifted toward cyber campaigns,
FIMI ecosystems, sabotage preparation and recruitment of disposable agents. This does not mean that
older instruments disappeared. Rather, they were integrated into a broader hybrid architecture.

The German case shows that hybrid influence is most dangerous when different instruments
reinforce one another. Disinformation weakens trust. Cyber operations collect data and enable further
pressure. Energy narratives exploit economic fear. Sabotage creates insecurity. Disposable agents
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lower the cost of covert action. Together, these tools create an environment in which democratic
decision-making becomes more vulnerable to manipulation and disruption.

Germany and the EU have achieved important progress, especially in energy diversification,
cyber attribution and sanctions policy. Yet the threat remains adaptive. The next stage of counter-
hybrid policy must focus on networks, not only incidents; infrastructure, not only content; prevention,
not only punishment; and resilience, not only reaction. Only such an integrated approach can reduce
the effectiveness of Russian hybrid influence and protect democratic stability in Germany and Europe.
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