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Abstract. The rapid development and application of artificial intelligence raise fundamental
questions for both International Human Rights Law and International Humanitarian Law,
particularly regarding accountability, transparency, human control, the protection of fundamental
rights, and the principles governing the conduct of warfare. The global regulatory mechanism for Al
remains fragmented and underdeveloped, creating legal uncertainty and potential accountability
gaps. The purpose of this article is to analyze the main risks Al poses to human rights and to the rules
governing armed conflicts, and to consider the main regulatory frameworks in these spheres from an
international legal standpoint.

The authors conclude that there is no single universal treaty governing the protection of human
rights in the era of AL At the universal level, the risks and benefits of Al for human rights have been
the subject of reports by various UN bodies, including the Human Rights Council, the Office of the
High Commissioner for Human Rights, and UNESCO. The UN General Assembly, UNESCO, and
other universal international organizations adopted relevant resolutions and recommendations, but
these instruments constitute soft law and do not have binding force. The first legally binding document
in the sphere of Al and human rights — the Framework Convention on Artificial Intelligence, Human
Rights, Democracy and the Rule of Law — is a regional treaty and has several drawbacks. Although
the European Court of Human Rights has dealt with cases related to data protection and digital
technologies that may violate the right to privacy, it has not had the opportunity to analyze the direct
effects of AI on human rights in those cases. The Artificial Intelligence Act adopted by the European
Union is not an instrument specifically addressing human rights. On the other hand, this Regulation
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imposes obligations (including sanctions) on Al providers and establishes the structure of
implementing and control bodies at the EU and national levels of Member States, which ensure the
provision of a safe and ethically healthy environment, thereby creating the preconditions for the
protection of human rights.

Lethal autonomous weapon systems that can select and attack targets without human intervention
pose serious challenges for International Humanitarian Law. The use of LAWS may breach its main
principles: distinction, military necessity, proportionality, precautions in attack, and humanity. The
author concludes that there is no single universal treaty governing the conduct of warfare in the era
of AL. The UN General Assembly adopted a special resolution on this matter; the Group of
Governmental Experts on Emerging Technologies in the Area of Lethal Autonomous Weapons Systems
within the Convention on Certain Conventional Weapons adopted a set of eleven guiding principles,
but they constitute soft law and do not have binding force for states. Meanwhile, some organizations
called for a new international treaty that would set out specific prohibitions and restrictions on LAWS.
1t is a matter for future negotiations between states and within international organizations on whether
to adopt a new legally binding instrument on such weapons and, if so, in what form. In any case, the
current legal framework — conventions and protocols, which are the main sources of International
Humanitarian Law — is not enough to govern new weapons developed through Al technologies.

Keywords: artificial intelligence, international law, human rights, lethal autonomous weapon
systems, international human rights law, international humanitarian law.

Anomauin. Cmpivka po3pobka ma BUKOPUCAHHA WMYYHO20 [HMeNeKmy HnopyuLye
@yHOamenmanvHi NUMAanHs K 0Jisk MIJICHAPOOHO20 NPABA NPAaes T0OUHU, MAK I OJis MINCHAPOOHO20
2YMAHIMApHO20 Npasa, 30Kpema ujo0o 8i0n08i0aibHOCMI, NPO30POCH, THOOCLKO20 KOHMPOIO Md
3aXUCY OCHOBONONONCHUX NPAB, A MAKOHC NPUHYUNIB, WO Pe2yIIoI0mb 6e0eHH s Gilinu. 1 1obanbHull
mexanizm peayntosanns y cepi LI sanuwaemocsa hpacmenmosanum i HeOOCMAMHLO PO3BUHEHUM,
Wo CmMBOPIE NPABO8Y HEGU3HAYEHICMb [ NOMEHYIUHI NPoAluUHU Y NPUMSACHEHHI 00
gionogioanvrocmi. Memoio yiei cmammi € ananiz ocHo8HUx pu3uxie, saxi LI cmanoeums 01 npas
JIOOUHU Ma Ol HOPM, WO pe2yaiolomb 30pOUHI KOH@LIKMU, a MAKOMC PO3NAHYMU K008I
pe2yiamopHi pamKu y yux cghepax 3 mouxu 30py MidiCHapooOH020 npasa.

Asmopu 00x00smb BUCHOBKY, WO He ICHYE €OUHO20 YHIBEPCANbHO20 002080pY, AKUU OU
peayntosas 3axucm npas atoounu 8 enoxy LI Ha ynieepcanornomy pieni pusuxu ma nepesazu LI ons
npas 1to0uHu 6yau npeomemom oonosgioei piznux opeanie OOH, 3oxkpema Paou OOH 3 npas ntoounu,
VYnpaeninua Bepxosnozo komicapa OOH 3 npas nioounu ma FOHECKO. ['enepanvna Acambnes
OOH, KOHECKO ma inwi yHigepcanvbHi MINCHAPOOHI OpeaHizayii 8iON0siOHI pe30noyil i
pekomeHOayill, 0OHAK Yi IHCMPYMEeHmMU MAaioms Xapakmep «M K020 npasay i He € pUOUdHO
0008 ’si3x06umu. Ilepwuti opuouuno 0606 ’a3kosuti 0ookymenm y cehepi LI ma npas noounu —
Pamkosa xonsenyis npo wmyunuil inmenexm, npasa 1o0uHuU, 0eMOKpamiio ma 6epxo8eHcmeo npasd
— € pecioHANbHUM 002080pOM I Mae HU3Ky Hedonikie. Xoua €eponelicokuil cy0 3 npas a0OUHU
po32180a8 cnpasu, No8’sa3aui i3 3axucmom OaHux i yupposumu MexHOLO2IAMU, SIKI MOXCYMb
nopyulysamu npaso HA NPUBAMHICMb, GIH He MA8 MONCIUBOCMI NpoaHanizyeamu 6e3nocepeouii
enaus L1 na npasa noounu y yux cnpaeax. Axm €sponeticokoeo Coro3y npo wmyuHuil inmenexkm He
€ IHCMPYMEHMOM, CHeyiaibHO CAPSAMOBAHUM HA 3axucm npasé noounu. 3 iHuio2o 00Ky, yet
Peznamenm noxnaoaec 0606’a3xu (6K110YHO i3 CAHKYIAMU) HA NOCMAYATLHUKIE CUCMEM WMYYHO20
iHmeneKmy ma 6CMAHOBNIOE CMPYKMYpPY Opeawie imniemenmayii it xoumpono Ha pisni €C i
HayiOHANIbHOMY DI6HI 0epicas-yienis, sAKi 3abe3neuyioms CMEOpeHHs 0e3neuyHo20 mda emudHo
300pP0B020O Cepedosua, MuUM CamMum opmyrdu nepedymosu 0jis 3axXucmy npaes Jo0uHuU.

Jlemanvhi aemoHoMHI cucmemu 030pO€EHHs, 30amHi 0OUpamu ma ypajxcamu yiii 6e3 6mpyuanus
JIIOOUHU, CIMAHOBIAMb CEPUO3HT BUKTIUKU OIS MIHCHAPOOHO20 SYMAHIMAapHo20 npasa. Bukopucmanns
MAKUX CUCmem Modice NOPYULy8amu 1020 OCHOBHI NPUHYUNU: PO3PI3HEHHS, 8illCbKO8OI HeobXiOHOoCMI,
NPONOPYILIHOCMI, 3ACMOCYB8AHHS 3AN0DIICHUX 3AX00i8 Ni0 uac Hanaoy ma eymanmocmi. Aemop
00X00UMb GUCHOBKY, WO He ICHYE EOUHO20 YHIBEPCANbHO20 002080DY, AKULL OU pe2ynio8as 6e0eHH:s.
gitinu 6 enoxy LI I'enepanvna Acamobnes OOH yxeanuna cneyiaibhy pe30aioyito 3 yb02o NUMAHHI,
I'pyna ypsaoosux excnepmié 3 HOGIMHIX MEXHONO02iU y cghepi NemanrbHUX a8MOHOMHUX CUCTIEM
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030poenns 8 pamkax Kousenyii npo neswi uou 36uuaiinoi 30poi yxeanuia 0OUHAOYsAmv KepigHux
NPUHYUNIB, OOHAK BOHU MAIOMb XAPAKMeEP «M SIKO20 Npaga» i He € IPUOUYHO 0008 A3K08UMU O
oepoicas. Boonouac oeski opeanizayii 3axkiuxanu 00 YKIA0EHHs HOB020 MINCHAPOOHO20 002080DY,
AKUll OU BCMAHOBNINBA8 KOHKPEMHI 3a00pOHU Ma 00MedNCeHHs w000 Mmakoi HO8IMHbOI 30poi.
Ilumanns npo me, uu 6yoe yxeaneHo HOBUL OPUOUYHO 0008 A3KOBU MINCHAPOOHUL THCMPYMEHM
Wo0o NemanbHuUx a8MOHOMHUX CUCMeM O030PO€EHHA I 6 AKIU hopmi, € npeomemom MatOymHix
nepe2o8opie Midic 0epiHcasamu ma 8 MeNcax MINCHAPOOHUX opeaHizayill. Y 0yO0b-aKomy pasi YuHHA
npagosa 6a3a — KOHBEHYII mMa NPOMOKONU, SKI € OCHOBHUMU ONHCEPeNaMU MIHCHAPOOHO20
2YMAHIMAapHO20 Npasa, — € HeOOCMAMHBLOIO OIS Pe2yII08AHHI HOBUX BUOI8 030POEHL, PO3POOIEHUX i3
BUKOPUCMAHHAM MEXHOJI02TU WMYYHO20 IHMeleKm).

Knrwouoei cnosa: wmyunuii inmenekm, MidDCHAPOOHe NpABO, Npasa JOOUHU, JIeMAlbHI
ABMOHOMHI cucmemu 030POEHb, MINCHAPOOHE NPABO NpaAs NHOUHU, MINCHAPOOHE 2YyMAaHimapHe
npaeo.

Introduction. The rapid integration of artificial intelligence (hereinafter — Al) into military, law
enforcement, administrative, and surveillance systems is profoundly transforming the way power is
exercised by states and non-state actors. These technological developments raise fundamental
questions for both International Human Rights Law and International Humanitarian Law, particularly
regarding accountability, transparency, human control, and the protection of fundamental rights and
the principles governing the conduct of warfare. As Al systems increasingly influence decisions
affecting life, liberty, privacy, and bodily integrity, existing legal frameworks are being tested in
unprecedented ways. The relevance of this topic is further underscored by the growing use of Al in
armed conflict, including in targeting, intelligence analysis, autonomous and semi-autonomous
weapons systems, and information operations. These developments challenge core International
Humanitarian Law principles, such as distinction, proportionality, and precaution, while also raising
concerns under International Human Rights Law regarding the right to life, due process, non-
discrimination, and the right to effective remedies. The interaction between these two branches of
modern International Law in Al-enabled contexts, therefore, requires renewed doctrinal and practical
analysis.

Moreover, the global regulatory mechanism for Al remains fragmented and underdeveloped,
creating legal uncertainty and potential accountability gaps. Scholarly examination of how existing
international legal norms apply to Al technologies is essential to ensure that technological innovation
does not outpace legal safeguards. This topic is thus highly relevant to advancing legal certainty,
protecting human dignity, and developing responsible governance frameworks for Al in both
peacetime and armed conflict.

The purpose of the study. The purpose of this article is to analyze the main risks Al poses to
human rights and the rules governing armed conflicts, and to consider the main regulatory
frameworks in these spheres from an international legal standpoint.

Literature review. To conduct thorough research on the stated problem, we used the papers of
various foreign authors. There are some scientific works dedicated to the issue of the regulation of Al
by International Human Rights Law (Balcerzak M., Druzin B., Boute A., Ramsden M., Dulka A.,
Fowowe A.l., Gellers J.C., Gunkel D., Leslie D., Burr Ch., Aitken Mh., Cowls J., Katell M., Briggs
M., McGregor L., Murray D., Ng V., Morawska E.H., Tu X., de Castro e Silva B., Craig, P., De Burca,
G., Hogan, L., Lasek-Markey, M.) as well as by International Humanitarian and Criminal Law
(Badhan D., Jagota R., Davison N., Humble K., Nasu H., Ojha Y., Perrin B., Szpak A.). We used these
works in the current paper to outline the main issues regarding the relationships between Al
technologies and International Law in the spheres of human rights and armed conflicts. Unlike the
majority of scientific research on these topics, we analysed the full spectrum of major problems
related to the regulation of Al technologies under International Human Rights Law, International
Humanitarian Law, and International Criminal Law.

Main results of the research. The first area of concern is the effect of Al technologies on human
rights. The protection of human rights and human dignity in the face of technological innovations
pertains to the so-called ‘fourth generation’ of human rights (Gellers, & Gunkel, 2023). Although Al
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offers numerous benefits for humans and their rights, it also poses significant risks. Here, we provide
just a few such examples. First, there may be cases where a system is filled with biased information,
leading to algorithmic discrimination that affects certain vulnerable groups. In addition, when
forecasting is carried out using Al, the relevant algorithms may fail to account for discriminatory
factors (such as gender, age, and ethnicity) and thus may reinforce existing injustices or create new
ones (Leslie et al., 2021). Second, the gathering, handling, evaluation, and application of users’
biometric, behavioural, and genetic information may lead to the risk of constant and intrusive
monitoring, creating serious dangers for privacy and data protection, as the highly sensitive and
individualized data involved may allow individuals’ most private aspects to be disclosed, misused, or
otherwise exploited (7u, & de Castro e Silva, 2025). Third, the rapid integration of artificial
intelligence into criminal justice systems across numerous countries, particularly through tools
designed to evaluate risk and predict the probability of criminal activity by individuals or in specific
locations, offers notable operational benefits while simultaneously raising serious concerns about
potential infringements on personal freedom and the right to individual liberty (Fowowe, 2021). Also,
judicial decisions supported or informed by Al may negatively affect the judiciary’s rulemaking and
decisional independence (Leslie et al., 2021, p. 15).

Due to the potential risks and possible harm to human rights and even some threat to the whole
humankind posed by Al, some scholars argue that there is an international legal obligation on states
under the right to life within international human rights law to proactively take regulatory action to
mitigate the potential existential risk of Al, based on the precautionary principle (Druzin, Boute, &
Ramsden, 2025). The principle holds that, in situations with the potential for significant harm, even
in the absence of full scientific certainty, preventive measures should not be postponed if delayed
action may result in irreversible consequences (Druzin, Boute, & Ramsden, 2025). Such measures
may include, inter alia: (1) adoption of ex ante regulation, when states may introduce binding legal
frameworks that regulate Al systems before their deployment, especially if such systems may pose a
certain risk for human rights in some sensitive areas; (2) adoption of moratoria or bans, when risks to
human rights are particularly serious or irreversible; (3) elaboration of Human Rights Impact
Assessment mechanism which are usually enforced before the deployment of Al; (4) creation of
independent oversight bodies to audit the impacts of Al on human rights and intervene where risks
emerge; (5) development of the accountability schems and remedies which help the victims of human
rights violations to access to complaint mechanisms, judicial or administrative remedies, and enforce
their right to challenge Al-based decisions.

Other authors, like Dulka A., proposed some frameworks to regulate Al in relation to human
rights, namely: (1) areas where Al can be used with little concern; (2) areas where Al can be used
with appropriate measures of caution and constraint; (3) high risk areas where the major costs might
still be outweighed by the potential benefits; and (4) areas where the use of Al is never appropriate
and must be prohibited by national and international law (Dulka, 2023). In this last sense, there must
be some ‘red lines’ which can’t be overcome, and law is to become a safeguard in relation to such
prohibited spheres which infringe fundamental human rights and undermine the very concept of
human dignity. For example, a state may prohibit decisions made exclusively on the basis of an
algorithm, without the possibility of human intervention (McGregor, Murray, & Ng, 2019, p. 337).

Under international human rights law, states are required to establish preventive legal and
institutional structures, ensure supervision and control, impose responsibility for violations, and
guarantee effective remedies, while also — through the doctrine of due diligence — obliging public
authorities to shield individuals and communities from rights-related harms caused not only by state
conduct but also by private actors, including commercial entities (McGregor, Murray, & Ng, 2019,
p. 311-312). This rule applies to all activities within a state's jurisdiction or under its control related
to the use of AL

At the universal level, the risks and benefits of Al for human rights have been the subject of
reports by various UN bodies, including the Human Rights Council, the Office of the High
Commissioner for Human Rights, and UNESCO (Balcerzak, 2024, p. 7-15). The UN General
Assembly Resolution A/78/L..49 “‘Seizing the opportunities of safe, secure and trustworthy artificial
intelligence systems for sustainable development’ (2024) emphasizes that human rights and
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fundamental freedoms must be respected, protected and promoted throughout the life cycle of
artificial intelligence systems, and calls upon all Member States and other stakeholders to refrain from
or cease the use of artificial intelligence systems that are impossible to operate in compliance with
international human rights law (The UN General Assembly. Resolution A/78/L.49). UNESCO
Recommendation on the Ethics of Artificial Intelligence (2021) refers to some basic fundamental
values of the International Human Rights Law, namely safety, non-discrimination, sustainability, right
to privacy and data protection, transparency, etc. (UNESCO. Recommendation). Some monitoring
treaty bodies of the UN system issued a number of general comments, e.g., General Recommendation
No. 36 (2020) of the Committee on the Elimination of Racial Discrimination on preventing and
combating racial profiling by law enforcement officials, which refers to the risk of algorithmic biases
(Balcerzak, 2024, p. 16).

One of the first legally binding documents in the sphere of Al and human rights — the Framework
Convention on Artificial Intelligence, Human Rights, Democracy and the Rule of Law — was adopted
in 2024 within the Council of Europe. Negotiators considered several options for such a regional
instrument: from a new additional protocol to the European Convention on Human Rights, or
amending other Council of Europe treaties (like the Budapest Convention on Cybercrime or Revised
Convention for Data Protection) to a non-binding legal act (Leslie, et al., 2021, p. 27-29). The
Framework Convention relies on other human rights documents, which are of a general nature
(the Universal Declaration of Human Rights, and the European Convention on Human Rights) as well
as more specific ones (like the Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data and its protocols). The Convention outlines general obligations of states,
including the protection of human rights, the integrity of democratic processes, and respect for the
rule of law. It also stipulates specific principles governing activities throughout the lifecycle of
artificial intelligence systems.

This Convention, unlike the EU Artificial Intelligence Act, primarily applies to the public sector.
The application of its rules to the private sector is within the discretion of states. Another prominent
feature of the instrument is that matters relating to national defence fall outside its scope. The
exclusion of ‘national defence or national security’ is justified based on Article 1(d) of the Statute of
the Council of Europe, according to which, ‘[m]atters relating to national defence do not fall within
the competence of the Council of Europe’ (Morawska, 2024, p. 41). We should note that, according
to the case law of the European Court of Human Rights (hereinafter — ECHR), a state may restrict
certain human rights on grounds of national security, but it must strike a fair balance between the two;
furthermore, its margin of appreciation will be very limited in this case.

The ECHR has dealt with a number of cases related to data protection and digital technologies
that may violate the right to privacy, but most do not concern Al as such. For example, Glukhin v.
Russia (2023) concerned the use of facial recognition technology and mass video surveillance by the
Russian authorities (European Court of Human Rights, 2025, p. 10). Though such systems often rely
on algorithmic and Al-based processing, however, the Court did not analyse Al as a separate legal
category. It ruled that the state had breached the rights to respect for private life and to freedom of
assembly. In other cases, the Court addressed algorithmic, automated, and data-driven technologies,
particularly in the contexts of surveillance, biometric identification, and large-scale data processing:
S. and Marper v. the United Kingdom (2008), Catt v. the United Kingdom (2019), Breyer v. Germany
(2020), Big Brother Watch and Others v. the United Kingdom (2021). Thus, the ECHR has not had
the opportunity to analyze the effects of Al on human rights in its case law directly.

The Artificial Intelligence Act adopted by the European Union in 2024 is not an instrument
specifically addressing human rights, though it refers to ensuring a high level of fundamental rights
as enshrined in the Charter of Fundamental Rights of the European Union, including the right to
human dignity, respect for private and family life, protection of personal data, freedom of expression
and information, freedom of assembly and of association, the right to non-discrimination, the right to
education, consumer protection, workers’ rights, the rights of persons with disabilities, gender
equality, intellectual property rights, the right to an effective remedy and to a fair trial, the right of
defence and the presumption of innocence, the right to good administration and the rights of children
(Regulation (EU)). It acknowledges that Al may pose risks and infringe fundamental rights protected
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by Union law (Regulation (EU)). The Act provides that any regulatory framework for Al must be
developed in accordance with EU values, the fundamental rights and freedoms, and that Al
technology should be human-centric (Regulation (EU)). The Act is considered complementary to
other EU legislation on data protection, consumer protection, fundamental rights, employment,
protection of workers, and product safety (Regulation (EU)).

Despite the fact that EU Artificial Intelligence Act has met with a number of critical reactions
both from the side of academia, as well as from the side of NGOs (mostly due its rife loopholes), it
is necessary to bear in mind that it is a first attempt to regulate the operation of the Al and to limit its
intervention into the different spheres, including the field of human rights. Hogan L. stresses: “As the
first legislative framework globally to impose outright prohibitions on the specific Al applications
deemed incompatible with fundamental rights and EU values, it establishes a significant precedent”
(Hogan, 2024, p. 10). The Act classifies the risk under certain categories (unacceptable risk, high risk,
limited risk, and minimal risk) and determines the level of the posed threats, including those that are
related to fundamental rights. The Regulation states expressis verbis that its norms are not applicable
for Al systems used for military and national security purposes or pure scientific research and
development (Art. 2.3 and Art. 2.6) (Regulation (EU)).

To the advantages of this instrument undoubtedly belongs the fact that it establishes its own
institutional structure of different bodies on the European and national level of the Member States,
which should support the implementation and enforcement of the provisions of the Act. The
mentioned implementation and control mechanism is supplemented by substantial penalties, which
ensure that the provisions of the Regulation will not be “toothless” and that the norms of the Act will
be duly respected. The same refers to the chosen legal form of this instrument, which was adopted as
a regulation, in other words, as an act, which under its own nature should be binding in its entirety
and directly applicable in all Member States of the Union (Craig, & De Burca, p. 139-140).

In contrast to this Regulation, another relevant EU document, European Declaration on Digital
Rights and Principles for the Digital Decade (2023) (European Declaration) is focused exclusively
on the area of fundamental rights, which stems from the digital transformation, including the usage
of Artificial Intelligence. Especially Article 8 states that: “Artificial intelligence should serve as a tool
for people, with the ultimate aim of increasing human well-being” and formulates the principle that
during the usage of Al it is necessary to: “e) providing for safeguards and taking appropriate action,
including by promoting trustworthy standards, to ensure that artificial intelligence and digital systems
are, at all times, safe and used in full respect for fundamental rights; f) taking measures to ensure that
research in artificial intelligence respects the highest ethical standards and relevant EU law” (Art. 9)
(European Declaration).

Despite the fact that this document, as a political declaration, currently has no legal effect, it
nevertheless has great potential and capacity to become, in the future, a nucleus for a binding
catalogue of Digital Rights and thus to follow the destiny of the Charter of Fundamental Rights of
the EU. If so, some of the improvements are necessary, including the widening of the list of digital
rights (Siskovd, 2024, p. 59) and the introduction of its own control and enforcement mechanisms. In
all the cases, it can serve as one of the sources of inspiration for the global regulation of human rights
in the age of Artificial Intelligence.

Another area of concern is the application of so-called lethal autonomous weapon systems
(hereinafter —- LAWS) developed with the help of Al in armed conflicts. There are several definitions
of the LAWS provided by expert reports, scientific literature, and documents of international
organizations. For example, Davison N. stipulates that an autonomous weapon system is ‘any weapon
system with autonomy in its critical functions — that is, a weapon system that can select (search for,
detect, identify, track or select) and attack (use force against, neutralize, damage or destroy) targets
without human intervention’ (Davison, 2017, p. 5). In its position paper, the International Committee
of the Red Cross argues that ‘Autonomous weapon systems select and apply force to targets without
human intervention. After initial activation or launch by a person, an autonomous weapon system
self-initiates or triggers a strike in response to information from the environment received through
sensors and on the basis of a generalized “target profile”. This means that the user does not choose,
or even know, the specific target(s) and the precise timing and/or location of the resulting


https://doi.org/10.17721/apmv.2026.166.1.49-59

ISSN (omnaiin): 2663-8959 | ISSN (zpyx): 2308-6912

application(s) of force’ (ICRC position). Some authors differentiate between remotely operated and
autonomous unmanned vehicles: remotely operated vehicles, as such, usually do not pose challenges
for International Law; by contrast, autonomous weapons raise particular difficulties when it comes to
making nuanced, context-dependent judgments (Ojha, 2025, p. 39).

LAWS pose serious challenges for both International Human Rights Law and International
Humanitarian Law. The scientific literature highlights the following key risks. First, autonomous
weapons are likely unable to properly determine a person’s status (combatant, civilian, hors de
combat), to classify an object as civilian or military, to assess whether an ‘attack’ at a given moment
is necessary to achieve a military advantage, and whether such an advantage outweighs the damage
inflicted in the course of the attack on civilians and civilian objects. Thus, the use of LAWS may
breach the main principles of International Humanitarian Law: distinction, military necessity,
proportionality, precautions in attack, and humanity. Second, there is uncertainty about who will be
responsible — individuals or the state — for violations of International Humanitarian Law resulting
from the improper use of LAWS. Third, there is always the possibility of the misuse of the LAWS by
terrorists, the integration of LAWS into weapons of mass destruction delivery systems, or
unauthorized interference with algorithms or command-and-control systems. That’s why additional
mechanisms of International Criminal law must be applied in order to combat relevant crimes.

A certain level of human control and involvement in the operation of autonomous weapons is
essential for attributing individual criminal responsibility for war crimes and for determining the
international responsibility of states for internationally wrongful acts. Key components of human
control encompass, among other factors, the foreseeability and dependability of the weapons system
in its intended operational context; the capacity for human operators to intervene at all stages of the
system’s lifecycle, including development, activation, and actual use; sufficient knowledge and
information regarding the weapon’s capabilities and the environment in which it is deployed; and
accountability for actions performed by the autonomous system. Human control must be present
during every stage of the application of LAWS: during its development, deployment, and use.

Some authors argue that if a lethal autonomous weapons system perpetrates a war crime, for
example, launching an indiscriminate attack within the meaning of Article 8(2)(b)(iv) of the Rome
Statute, the question of criminal attribution becomes highly contested (Badhan, & Jagota, 2025, p.
84-85). Responsibility may potentially rest with various actors, including the software developer who
created the algorithm, the military commander who authorized or deployed the system, or the
manufacturer involved in its production (Badhan, & Jagota, 2025, p. 84-85). Individuals who design
or deploy LAWS may lack the knowledge or intent for criminal responsibility where the system
independently selects and engages targets after activation; however, responsibility would clearly arise
where a programmer deliberately codes the system to operate contrary to International Humanitarian
Law or where a commander deploys a weapon that is inherently incapable of lawful use in the given
operational context. It must be noted that, under the Policy on Cyber-Enabled Crimes of the Rome
Statute (2025), the Office of the Prosecutor considers that any decision to deploy or use Al
technologies must comply with existing obligations under International Humanitarian Law and
International Human Rights Law (Office of the Prosecutor, 2025, p. 15).

Under the general rules of international law on state responsibility, a state may incur
responsibility for the breaches of International Humanitarian Law committed by its armed forces
through the use of autonomous weapon systems. Besides, under Article 36 of the Additional Protocol
I to the Geneva Conventions, ‘in the study, development, acquisition or adoption of a new weapon,
means or method of warfare, a High Contracting Party is under an obligation to determine whether
its employment would, in some or all circumstances, be prohibited by this Protocol or by any other
rule of international law applicable to the High Contracting Party’ (Protocol Additional). Thus, a state
will be held responsible if an LAWS is deployed without having undergone sufficient testing or legal
review in advance. Nonetheless, some authors underline the problem of the possibility of applying
this provision to weapons developed with Al. For example, Nasu H. stipulates that given the dual-use
nature of Al technology, many applications of Al may not qualify as ‘weapons’ or ‘means of warfare’
for the purpose of this legal review obligation (Nasu, 2019, p. 11).

Bearing the above mentioned difficulties in mind, different scholars have proposed alternative
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approaches to accountability for LAWS: (1) a strict liability model, under which states or
manufacturers would be held accountable for failures or malfunctions of such systems, without
requiring proof of intent; (2) a distributed responsibility framework that allocates legal
responsibility among multiple participants according to their involvement at different stages of the
autonomous weapons system’s lifecycle (Badhan, & Jagota, 2025, p. 85).

It must be noted that under the current framework of International Humanitarian Law, the use of
some LAWS is to be prohibited completely, namely in situations where such systems cannot meet
core requirements of customary and treaty rules of International Humanitarian Law, such as
distinction, proportionality, and precaution; where their design renders them inherently indiscriminate
or likely to inflict superfluous injury or unnecessary suffering; or where they are directed against
civilians or civilian objects (Perrin, 2025). Prohibition must also be imposed where their effects
cannot be reasonably predicted or controlled, where they operate without sufficient human oversight
or judgment in light of the specific context, or where their deployment is intended or foreseeably
leads to widespread, long-term, and severe damage to the natural environment (Perrin, 2025).

In December 2024, the UN General Assembly adopted resolution A/RES/79/62 called ‘Lethal
autonomous weapons systems’, which encouraged states and international organizations to participate
in the work of the Group of Governmental Experts on Emerging Technologies in the Area of Lethal
Autonomous Weapons Systems (The UN General Assembly. Resolution A/RES/79/62). This
resolution refers to the initiative being realized within the Convention on Certain Conventional
Weapons. At an informal meeting of the High Contracting Parties to the Convention in 2013, the
Group of Governmental Experts was granted an open-ended mandate to develop an operational and
normative framework governing the use of emerging technologies in LAWS (Humble, 2023). This
process ultimately led, in 2019, to the Group’s set of eleven guiding principles addressing the
development, deployment, and use of such systems (Humble, 2023).

The principles reaffirm the full applicability of International Humanitarian Law to all weapons
and stress the necessity of maintaining meaningful human responsibility and control throughout the
entire life cycle of such systems. They emphasize states’ obligations to ensure accountability, conduct
legal reviews of new weapons, and integrate risk assessment, security, and safeguard measures into
the development and deployment of new weapons, including LAWS. The principles caution against
anthropomorphizing autonomous systems and underscore the need to balance military necessity with
humanitarian considerations. It should be emphasized in this regard that weapons are merely material
tools and lack legal personality or independent agency; International Humanitarian Law assigns rights
and duties to states and individuals, not to technological systems; accordingly, describing LAWS
using concepts such as ‘autonomy’, ‘intelligence’, ‘self-awareness’, or ‘decision-making’ risks
creating a misleading impression about their actual nature and capacities (Szpak, 2024, p. 290).

Meanwhile, the United Nations Secretary-General and the President of the International
Committee of the Red Cross called for a new international treaty that would set out specific
prohibitions and restrictions on LAWS (Perrin, 2025). Many states proposed a moratorium on the use
of all LAWS or a ban on their use; however, the Group of Governmental Experts indicates a need to
adopt regulations that determine the rules under which LAWS may be legally used, rather than
imposing a ban (Szpak, 2024, p. 292). It is a matter for future negotiations between states and within
international organizations to decide whether to adopt a new legally binding instrument on LAWS
and in what form (for example, as a separate convention or an additional protocol to the Convention
on Certain Conventional Weapons).

Conclusions. Al offers numerous benefits for humans and their rights; meanwhile, it also poses
significant risks. Due to the potential risks and possible harm to human rights (such as the right to
privacy, fair trial, freedom from discrimination, etc.) and even some threat to the whole humankind
posed by Al, some scholars argue that there is an international legal obligation on states under the
right to life within international human rights law to proactively take regulatory action to mitigate the
potential existential risk of Al based on the precautionary principle. In any case, there must be some
‘red lines’ which can’t be overcome, and the law is to become a safeguard in relation to such
prohibited spheres which infringe fundamental human rights and undermine the very concept of
human dignity. Under International Human Rights Law, states are required to establish preventive
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legal and institutional structures, ensure supervision and control, impose responsibility for violations,
and guarantee effective remedies for any harm inflicted by the use of Al technologies.

There is no single universal treaty governing the protection of human rights in the era of Al. At
the universal level, the risks and benefits of Al for human rights have been the subject of reports by
various UN bodies, including the Human Rights Council, the Office of the High Commissioner for
Human Rights, and UNESCO. The UN General Assembly, UNESCO, and other universal
international organizations adopted some resolutions and recommendations, but these instruments
constitute soft law and do not have binding force. The first legally binding document in the sphere
of Al and human rights — the Framework Convention on Artificial Intelligence, Human Rights,
Democracy and the Rule of Law — is a regional treaty and has several drawbacks, namely, it primarily
applies to the public sector and doesn’t address the matters relating to national defence. Although the
European Court of Human Rights has dealt with cases related to data protection and digital
technologies that may violate the right to privacy, it has not had the opportunity to analyze the direct
effects of Al on human rights in those cases.

The Artificial Intelligence Act adopted by the European Union belongs to secondary legislation
of the EU and is not an instrument specifically addressing human rights. On the other hand, this
Regulation imposes obligations (including sanctions) on Al providers and establishes the structure of
implementing and control bodies at the EU and national levels of Member States, which ensure the
provision of a safe and ethically healthy environment, thereby creating the preconditions for the
protection of human rights. As such, its norms could partly serve as a certain model for the global
regulation of these matters. Another EU document, the European Declaration on Digital Rights and
Principles (2023), is focused directly on the human rights area; nevertheless, due to its non-binding
character, it cannot protect the rights of individuals but could be used as a source of inspiration for
the regulation of these issues at the level of International Law.

Lethal autonomous weapon systems that can select and attack targets without human intervention
pose serious challenges for International Humanitarian Law. The use of LAWS may breach its main
principles: distinction, military necessity, proportionality, precautions in attack, and humanity. A
certain level of human control and involvement in the operation of autonomous weapons is essential
for attributing individual criminal responsibility for war crimes and for determining the international
responsibility of states for internationally wrongful acts. Responsibility may potentially rest with
various actors, including the software developer who created the algorithm, the military commander
who authorized or deployed the system, the manufacturer involved in its production, and the state
itself. Under the general rules of international law on state responsibility, a state may incur
responsibility for the breaches of International Humanitarian Law committed by its armed forces
through the use of autonomous weapon systems, as well as for the use of LAWS deployed without
having undergone sufficient testing or legal review in advance. Under the current framework of
International Humanitarian Law, the use of some LAWS is to be prohibited completely, namely in
situations where such systems cannot meet core requirements of customary and treaty rules of
International Humanitarian Law.

There is no single universal treaty governing the conduct of warfare in the era of Al. The UN
General Assembly adopted a special resolution on this matter; the Group of Governmental Experts
on Emerging Technologies in the Area of Lethal Autonomous Weapons Systems within the
Convention on Certain Conventional Weapons adopted a set of eleven guiding principles, but they
constitute soft law and do not have binding force for states. Meanwhile, the United Nations Secretary-
General and the President of the International Committee of the Red Cross called for a new
international treaty setting out specific prohibitions and restrictions on LAWS. It is a matter for future
negotiations between states and within international organizations to decide whether to adopt a new
legally binding instrument on LAWS and in what form (for example, as a separate convention or an
additional protocol to the Convention on Certain Conventional Weapons). In any case, the current
legal framework — conventions and protocols, which are the main sources of International
Humanitarian Law — is not sufficient to govern new weapons developed through Al technologies, and
the new globally recognized rules, including the effective control mechanism, must be urgently
elaborated. This appeal is extremely pressing, especially in the light of Russian aggression against
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Ukraine and the deterioration of the entire political and security climate in the world.
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