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Abstract. Currently, society is evolving into information one, which, on the one hand,
simplifies the interaction between participants in public relations, and on the other hand, increases
the risk of human rights violations, when using information and communication technologies.
Changing the structure and scope of information transfer requires both the subjects of social
relations, which have a personal interest in ensuring the highest possible level of security of
transmitted data, and the state as a whole as a guarantor of the stability of the legal field of public
relations. It is obvious that national security largely depends on information security, and in the
course of technical progress, this dependence is only growing. Information, acting as an economic
and social guarantee of stability of existence and development of society and the state, is the object
of close attention and influence of the state. The introduction of e- document management and the
creation of interconnected information resources have made information vulnerable to outside
interference.

The choice is made by the individual user of information-and-communication technologies,
by civil society as a whole (for example, by opposing or supporting certain state policies in the
information sphere) and by public authorities, as they decide on lawmaking and implementation of
relevant norms. Each state is constantly balancing between the principles of respect for human and
civil rights and freedoms, integration into the international community, the need to ensure
economic growth and national security. However, no domestic policy should outweigh the need for
international cooperation in the fight against crime, which should be based on the principles of
openness, mutual assistance, development of new forms of cooperation. It seems that international
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cooperation in the fight against cybercrime should be carried out with the participation of all
countries.

The legal basis of the regime of preservation of information in international law includes the
following components: basic principles of human rights protection; the procedure for cross-border
circulation of information; protection of confidential information; the status of international bodies
implementing a unified legal policy in the field of information protection and its implementation.

It seems that international cooperation in the fight against cybercrime must be carried out
with the participation of all countries. At the same time, based on a generalized analysis of the legal
framework of international, European and national legislation of the EU countries, a certain
approach to the implementation of international cooperation in combating cybercrime is proposed:
improving the legal framework for international cooperation, harmonized implementation of
developed legal norms into national legislation, improving approaches to information exchange.

Key words: cybersecurity, cybercrime, international cooperation, international information
law.

Anomauin. Huni 8i00ysacmuvcs egonioyis cycniibcmea 8 inghopmayiiine, wjo, 3 001020 O0KY,
Cnpowye 83A€EMO0II0 MIdIC YUACHUKAMU CYCRITbHUX 6IOHOCUH, A 3 [HWO20 OOKY, NIOBUWYE DUZUK
NopyuwieHHs1 npas M00UHU Ni0 YAC BUKOPUCMAHHS THOOPMAYIUHO-KOMYHIKAYIIHUX MeXHOAO02IlL.
3mina cmpykmypu ma obcsey nepedaui ingopmayii umazae Kk 6i0 camux cy6'ekmie coyianbHux
BIOHOCUH, AKI MArOmMb 0codOucmuill iHmepec y 3a0e3neyeHHi MAKCUMATbHO MONCIUBO2O DIGHS
Oesnexku 0aHux, wo nepeoaromuvcs, max i 8i0 depicasu 6 Yilomy 5K 6i0 eapanma cmadiibHOCmi
npaeogo2o NoJisa  CYCRINbHUX BIOHOCUH, 3a0e3neuenHs 6e3neunoco NowUpeHHs iHpopmayii.
OuesudHo, wjo HayioHanbHa be3nexka 3HAYHO MIpoio 3alexcums 6i0 3abe3neyeHHs inpopmayitinoi
be3nexu, i 8 X00i MeXHIUHO20 Npozpecy Ys 3anexcHicms auue spocmae. Ingopmayis, eucmynarouu
8 AKOCMI eKOHOMIYHOI ma coyianvHoi eapanmii cmabilbHOCMI ICHY8AHHA MA PO3GUMKY
cycninbcmea ma oepacasu, € 0b'ekmom nunbHOi yeacu ma enausy 3 O0Ky Oepoicasu. Beedenms
eIeKMPOHHO20 OOKYMEHMOo00icy ma CMmEOpPeHHs 63AEMONO08 A3aHUX IHopMayiliHux pecypcis
3pobunu inghopmayito 0ocums 8pazIuor0 0isi 6MPYUAHHSA 3306HI.

Bubip 30iticnioe sk okpemuii Kopucmysay iH@POPMAYitiHO-KOMYHIKAYIUHUX MeEXHON02il, MaK
i cycninbcmeo 6 yilomy (Hanpukiad UCMYNAOYU NPOMU YU RIOMPUMYIOUU NEe8HY HNOAIMUKY
oeporcasu 6 ingopmayitinil cghepi), ma opeanu nyoRiUHOI 61a0U, AK NPUUMAIOMb PIUEHHS U000
3AKOHOMBOPYOCMI MA  8NPOBAOIHCEHHSL 8I0N0BIOHUX HOpM. Koowcna Oeporcasa nocmitino banancye
MIJIC NPUHYUNAMU OOMPUMAHHA Npas i c80O00 NOOUHU MaA 2POMAOAHUHA, [HmMezpayicio y
MIJICHAPOOHE  CNiBMOBAPUCMBO, HEOOXIOHICMIO 3a0e3neyenHs eKOHOMIYHO20 3POCMAHHA ma
HayionanvHoi Oe3nexu. OOHAK, HCOOHA SHYMPIUHA NOAIMUKA He NOBUHHA nepesadcamu nompeou
MINHCHAPOOHO20 Ccnispobimuuymea y bopomvoIi 3i 3104UHAMU, SKe MAE OYOYBAMUCL HA NPUHYUNAX
8IOKpUmMoCmi, 83aEMO00NOMO2U, AKMUBHOCII Y po3pooOyi HO8UX Gopm 63aemodii. Ak eudaemuvcs,
MIdHCHApPOOHe CniBpPOOIMHUYMEo y 60pomuvOi 3 KiOep31ouuHHICMIO HeoOXIOHO 30ilcCHI08amu HA
OCHO81 yuacmi 6Cix KpaiH.

IIpasosi ocnosu pescumy 30epexcenus iHopmayii y MidcHapoOHe NPaso 6KIIOYAIOMb MAKI
1020 CKNA008i: 0a308i NPUHYUNU, NOPAOOK MPAHCKOPOOHHO20 00i2y iHgopmayii; 3axucm
KOH@IOeHYitiHOI iH(hopmayii; cmamyc MIHCHAPOOHUX OP2aHiB, W0 30IUCHIOIOMb GUPOOIEHHS EOUHOT
npagosoi nonimuku y cehepi 3axucmy ingopmayii ma ii peanizayiro. Buxoodauu 3 y3acanvHeroz2o
aHanizy HOpMAmueHoO-npageosoi 0a3u AK MIHCHAPOOHO20, €e8PONEeicbKO20 Ma HAYIOHATLHO2O0
3axkonooascmea Kpain €C, nponoHyemvcs neeuuti nioxio 00 peanizayii  MiHCHAPOOHO20
cnispobimuuymea y cghepi bopomvbu 3 Kibep3nouunamu, wo nepeddbavac ckoopouHo8aHicmo Oill
YCIX 0eparcas maKum Hanpsamam K yOOCKOHANEHHSA Npao8oi OCHOBU 83AEMOOIi ma iMniemeHmayis
BUPODNIEHUX HOPM Y HAYIOHAIbHE 3aKOHOOABCMB0, NOKPAUeHHS NiOX00i8 00 0OMIHY iHGhopmayiero.

Knrouoei cnosa: xibepbesnexa, KibepnpecmynHicms MI*CHAPOOHA CRIBGNPAYSL, MINCHAPOOHE
ingpopmayitine npaso.
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AHHoTauus. B HacTosmiee BpeMsi MPOUCXOAMUT IBOJIIOLUS OOIIECTBA B MHPOPMALMOHHOE,
YTO, C OJIHOM CTOpPOHBI, YNPOINAET B3aUMOJECHUCTBUE MEXIY YyYaCTHHUKAMHU OOIIECTBEHHBIX
OTHOIICHHH, a C IPYTOif CTOPOHBI, MOBBIIIAET PUCK HAPYLICHUS MIPAB YeJIOBEKA MIPU UCTIOIb30BAHUH
MH(OPMALIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTUH. V3MeHeHne CTPYKTypbl U oObeMa mepeaauu
uHpopmManuu TpedyeT Kak OT CaMHUX CYOBEKTOB COLMAIBHBIX OTHOIICHUH, MMEIOIIUX JTHYHBIN
UHTEpec B 00ecneueHn MaKCHUMalbHO BO3MOXKHOTO YPOBHS 0€3011aCHOCTHU NEpeIaBaeMbIX JaHHBIX,
TaK ¥ OT TOCyJapCTBa B LIEJIOM KakK OT rapaHTa CTaOMIBHOCTH IMPABOBOTO IOJIA OOIIECTBEHHBIX
OTHOIIEHUH, obecrnieueHusi Oe3zomacHoro pacnpoctpaHeHuss uHpopmauuud. OueBUIHO, UYTO
HaIlMOHabHAs ~ O€30MacHOCTh B 3HAYMTEIBHOH  CTEMEHM  3aBUCHT OT  OOecredyeHus
nH(OpPMALIMOHHONW O€30MacCHOCTH U B XOJIé TEXHHYECKOr0 Iporpecca 3Ta 3aBUCUMOCTb TOJBKO
pacter. HWudopmamms, BbICTynas B KadecTBE JKOHOMHUYECKOWM U COIMAIBHOW TapaHTHH
CTaOWJIBHOCTH CYIIECTBOBAHUS M Pa3BUTHS oOOLIECTBA M TOCYAapCTBa, SBISETCS OOBEKTOM
MPUCTAIILHOTO BHUMAHUS U BIMSHUS rOCyaapcTBa. BBeaeHne 3JeKTPOHHOTO JOKYMEHTO000pOoTa U
CO3/IaHH€ B3aMMOCBS3aHHBIX HH()OPMAIMOHHBIX PECYpCOB CAeNald HH(OPMALUIO TOCTATOYHO
ySA3BUMOH JIJIs1 BMELIATEIbCTBA U3BHE.

Bri6op OCYIIECTBIISICT Kak OTJIENbHBII 0JIb30BAaTENb nH(}OpPMAaLMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTH, TaK W OOIIECTBO B IEJIOM (HAIPHMEp, BBICTYIAs MPOTUB MU
MOAJIEPKUBasl OINpPEAETCHHYI0 TOJUTHKY TocynapcTBa B HHGOpPMAIMOHHON cdepe), U opraHbl
nyOJIMYHON  BIIACTH, Kak MNPUHUMAIOT pEmeHHss O 3aKOHOTBOPYECTBE M BHEIPECHUU
COOTBETCTBYIOIIUX HOpM. Kaxjoe rocynapcTBo MOCTOSIHHO OallaHCHUPYET MEXIy NpUHLUIAMU
coOmoeHnst mpaB W CcBOOOX dYeNOBEKa W TpakIaHWHA, WHTETPalMel B MEXIYHAPOIHOE
COO0O0I1IECTBO, HEOOXOAMMOCTBIO 00ECTIEYeHHSI IKOHOMUYECKOTO pocTa U 6e3omnacHocTd. OHAKO HU
OJTHa BHYTPEHHSS IOJIMTHKA HE JOJDKHA MpeodianaTh HaJ HEOOXOTMMOCTHIO MEXTYHAPOIHOTO
COTpYOHUYECTBA B OOpHOE C MPECTYIUICHUSMHU, KOTOPOE JOJDKHO CTPOUTHCS Ha MPUHIIUIIAX
OTKPBITOCTH, B3aWMOIIOMOIIH, AKTHBHOCTH B pa3paboTKe HOBBIX (opMm B3ammojeiictBusa. Kax
MPEJICTABISCTCS, MEXAYHApPOJHOE COTPYAHHUYECTBO 1O ©Ooppbe ¢ KuOepmpecTyImHOCThIO
HE00XO0AMMO OCYIIECTBIIATH HA OCHOBE Y4aCTHs BCEX CTPaH.

[TpaBoBbIE OCHOBBHI peKMMa XpaHeHHs WHGOPMAIMU B MEXIYHAPOJIHOM IpaBe BKIIOYAIOT
CIIEAYIOIINE €r0 COCTAaBJISIOIIME: 0a30BbIE NPHUHIMIIBL, MOPSJOK TPAHCTPAHHYHOTO OOpaIieHus
uHpopManuy; 3aluTa KOH(PHICHUIUANbHON WH(POpPMAIMU; CTaTyC MEXKIyHApOJIHBIX OPraHOB,
OCYIIECTBISIONINX BBIPA0OTKY €IWHOW TPABOBOM MOJUTHKU B cepe 3ammThl HHPOPMAIIUU U ee
peammzanuu. Mcxoas w3 000OOLIEHHOTO — aHaidM3a  HOPMAaTHBHO-TIPaBOBOM  0a3bl  Kak
MEXIyHApPOJAHOTO, E€BPOIEHCKOro, TaKk ¥ HAIMOHAIBHOTO 3aKoHojaaTenbcTBa crpaH  EC,
IpeJularaeTcsi ONpeeleHHbIM MOAX0 K pealn3alui MEeXIyHapoJAHOTO COTpYAHHUYECTBa B cdepe
00pBOBI ¢ KUOEPHPECTYIUICHUSIMH, MPEIyCMATPUBAIOIINN CKOOPIMHHUPOBAHHOCTh JCUCTBUI BCEX
rocylapcTB MO TaKUM HampaBlIeHUSM KaK YCOBEPIICHCTBOBAHHME TIPAaBOBOMl  OCHOBBI
B3aMMOJICHCTBHS, TAPMOHU3UPOBAHHAS WMIUIEMEHTAIMsl BBIPAOOTaHHBIX HOPM B HAIMOHAIHHOE
3aKOHOJIaTENIbCTBO, YJIYUIIEHHE MOAX0/I0B K 00MeHy nHpopManuen.

Knrwoueevle cnosa:  xubepbesonacHocmv,  KUOEpNpecmynHocms,  MeHCOYHAPOOHOE
COMPYOHUUECMBO, MENCOYHAPOOHOE UHDOPMAYUOHHOE NPABO.

Introduction. Currently, society is evolving into information one, which, on the one hand,
simplifies the interaction between participants in public relations, and on the other hand, increases
the risk of human rights violations, when using information and communication technologies.
Changing the structure and scope of information transfer requires both the subjects of social
relations, which have a personal interest in ensuring the highest possible level of security of
transmitted data, and the state as a whole as a guarantor of the stability of the legal field of public
relations. It is obvious that national security largely depends on information security, and in the
course of technical progress, this dependence is only growing. Information, acting as an economic
and social guarantee of stability of existence and development of society and the state, is the object
of close attention and influence of the state. The introduction of e- document management and the
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creation of interconnected information resources have made information vulnerable to outside
interference.

The purpose of research. The purpose of this article is, based on a generalized analysis of
the legal framework of international, European and national legislation of the EU countries, to
propose a certain approach to the implementation of international cooperation in combating
cybercrime.

Literature review. In recent years, Ukrainian scientists in the sphere of IT technologies,
sociology, economy, and law have been paying significant attention to the issue of cybersecurity.
Mostly, the issue of cybersecurity is studied from the point of view of computer sciences (applied
aspect): Furashev V., (2012), in legal sciences much attention is paid to national regulation of this
issue in Ukraine: the theoretical basis of cyber-relations (Gnatiuk S., 2013), information, and cyber-
security (subject, object, relations, etc.): works of Lipkan V., (2017), Sopilko 1.,(2016), Dovgan O.,
(2018) studying of provisions of Ukrainian law in the sphere of information and security,
cybersecurity from point of view of criminal law and administrative law (i.e. Doronin I., 2017;
Diorditsa 1., 2017), cybersecurity as a strategy of national information law order (i.e. Tkachuk N.,
2019; Gutsaliuk M., 2019; Halinska K., 2016), etc.

Research results. At present, the postindustrial society is being transformed into an
information society, which, on the one hand, simplifies the interaction between participants in
public relations, and, on the other hand, increases the risk of violating confidentiality. Changing the
structure and volume of information transferred requires both the subjects of social relations, who
have a personal interest in ensuring the highest possible level of security of the transmitted data, and
the state, as a guarantor of the public relations stability, to build clear architecture for the safe
dissemination of information.

Obviously, national security depends to a large extent on ensuring information security, and
this dependence only grows in the course of technological progress. Information, acting as an
economic and social guarantee of the stability of the existence and development of society and the
state, is the object of close attention and influence of the state authorities. The introduction of full-
fledged electronic document circulation and the creation of interoperable information resources
made information matter sufficiently vulnerable to outside interference. The legal basis of the
regime of confidentiality of information in international law includes the following components:
basic principles in the field of privacy; the procedure for cross-border turnover of confidential
information; protection of confidential information; the status of international bodies engaged in the
development of a unified legal policy in the field of privacy and its implementation. Based on a
generalized analysis of the regulatory framework of both international and national legislation and
current views on this problem, the new approach towards the implementation of international
cooperation in the field of combating cybercrime can be proposed. Such an approach should imply
greater coordination of actions of all states, at least in two directions: improving the legal basis for
interaction and implementation of the developed norms into national legislation, completing the
organizational basis for the exchange of information.

Each state is constantly balancing between the principles of observance of rights and
freedoms of a person and a citizen, integration into the international community, and from another
side - the need to ensure economic growth and national security, including restrictions of human
and civil rights and freedoms, the establishment of restrictions on entrepreneurial activity,
protection of its own interests in the international arena.

It appears that international cooperation in the fight against cybercrime needs to be
implemented based on the participation of all countries, which is predetermined both by the
property of the information itself as an object of encroachment and by the nature of committed
crimes. As noted by the international expert on harmonization of legislation in the field of
cybercrime, Stein Schjolberg, “cyberspace, as the fifth common space, after terrestrial, sea, air and
space, requires coordination, cooperation and special legal measures at the international level”
[Schjolberg S., 2010].
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In the modern world, information is the most important component of the development of
society. The transformation of a postindustrial society into an information society means that
information becomes global, becomes significant both for a person and for the state and society as a
whole, everyone can seek, receive, transmit, produce and disseminate information by any legal way,
there are no boundaries for its flow. At the moment information is recognized as one of the most
important values, accordingly, its protection is no less important activity than its receipt and
transmission, therefore, in a “digitalized society at the beginning of the 21*-century sphere of risk is
changing” [Sindhu K.K., Kombade R., 2012]. The widespread use of information processing
facilities by computers with software that makes it relatively easy to modify, copy and destroy
information increases the vulnerability of the information space.

It is very important to understand the global nature of the cybercrime problem. So, already
now, cyberattacks paralyze the work of not only private structures, but also state bodies, in the
world, there is no state that is enough protected from this kind of attack. As potential sources of
cyber threats, are considered not as such not only hackers or their groups, but also whole states,
terrorist and criminal groups.

Symantec Security, global cyber security service, says “every second 12 people are being
cyberattacked around the world, and annually in the world, there are about 556 million cybercrimes,
the damage from which is more than $ 100 billion".

Cybercrime can violate the interests of both the state and the individual. Undoubtedly, the
features of the functioning of information systems, primarily the Internet, “require that the solution
cybersecurity issues were addressed joint efforts of various actors - public and private” [Huey L.,
2013], however, it is the state that is only capable of effectively carrying out a full-scale
counteraction committing cybercrimes.

There are examples in the world of fairly effective systems for countering cybercrimes.
Currently, leading countries of the world are actively expanding and creating in the armed forces
and special services the units, which should ensure the development of offensive capabilities in
cyberspace.

For example, in the USA, along with the already functioning National Cyber Security
Center, as part of The Armed Forces has been formed the Unified Cyber Command (Unified U.S.
Cyber Command), which in a global scale should coordinate the efforts of all structures of the
Pentagon during the conduct of military actions, provide appropriate support civil federal
institutions, and also interact with similar departments of other countries. At the same time, these
organizations are partly controlled departments, since the supreme controlling structure is the
National Security Council with special committees, whose area of responsibility includes the
implementation of an information strategy, including the fight against cybercrime. In the UK
cyberweapon programs are implemented - they will ensure the ability of the authorities to withstand
the growing threats from cyberspace. Australia has established an Email Security Coordination
Group (ESCG). The main task of this group is to create a secure and reliable electronic operational
space for both the public and private sectors. Cybercrime countermeasures are not limited to the
activity of individual states, but also their blocs, in particular NATO. The strategic NATO concept
for the first time included a provision on cyberspace as a new area of the military activities of the
alliance.

In other words, in the fight against cross-border crimes, which include a significant part of
cybercrimes, a special role is assigned to states: only when there is well-coordinated work of law
enforcement agencies of different countries, then it becomes possible to reduce the number of
offenses committed in this area.

International cooperation is carried out in several directions and presupposes, first of all, the
creation of regulations and the development of general recommendations, as well as the
introduction of effective models of organizational interaction between states.

Legal regulation of issues of struggle against cybercrime is the basis of the entire system of
countering cybercrime. The complexity of the development of international instruments is further
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complicated by the fact that existing laws are difficult to apply when it comes to not localizable
attacks on a planetary scale, the evidence of which is scattered and virtual.

The international community in various levels has developed a number of acts that are
significant for the fight against cybercrime, with a special role played by regional acts, since the
worldwide document is currently quite difficult to elaborate.

At the same time one can note the attempts of states to spread the norms of global
international treaties on cybercrime issues or attempts to conclude new treaties. For example, so
both in cyberspace along with individual persons organized criminal groups can act, there is a
possibility of application of international treaties aimed at combating organized crime to them - in
particular, the UN Convention against transnational organized crime of November 15, 2000. In
addition, the concept of the UN Convention on ensuring international information security [UN
Convention, 2000], presented to the international community in November 2011 at the Conference
on Cyberspace in London; it includes a preamble, 23 articles combined into the main part, and final
provisions.

It is important that in Art. 4 of the aforesaid Convention there are stipulated main threats to
the international peace and security in the information space, of which 11 ones are basic and 4 — are
additional. Basic ones include: 1) the use of information technology and means of storing and
transferring information to engage in hostile activity and acts of aggression; 2) purposefully
destructive behavior in the information space aimed against critically important structures of the
government of another State; 3) the illegal use of the information resources of another government
without the permission of that government, in the information space where those resources are
located; 4) actions in the information space aimed at undermining the political, economic, and
social system of another government, and psychological campaigns carried out against the
population of a State with the intent of destabilizing society; 5) the use of the international
information space by governmental and non-governmental structures, organizations, groups, and
individuals for terrorist, extremist, or other criminal purposes; 6) the dissemination of information
across national borders, in a manner counter to the principles and norms of international law, as
well as the national legislation of the government involved; 7) the use of an information
infrastructure to disseminate information intended to inflame national, ethnic, or religious conflict,
racist and xenophobic written materials, images or any other type of presenting ideas or theories
that promote, enable, or incite hatred, discrimination, or violence against any individual or group, if
the supporting reasons are based on race, skin color, national or ethnic origin, or religion; 8) the
manipulation of the flow of information in the information space of other governments,
disinformation or the concealment of information with the goal of adversely affecting the
psychological or spiritual state of society, or eroding traditional cultural, moral, ethical, and
aesthetic values; 9) the use, carried out in the information space, of information and communication
technology and means to the detriment of fundamental human rights and freedoms; 10) the denial of
access to new information and communication technologies, the creation of a state of technological
dependence in the sphere of informatization, to the detriment of another State; 11) information
expansion, gaining control over the national information resources of another State.

Additional factors, increasing the danger of the aforementioned threats, are: 1) difficulty in
identifying the source of hostile actions, especially taking into account the growing activity of
individuals, groups, and organizations, including criminal organizations, which provide
intermediary services, carrying out activities in the name of others; 2) the potential danger of the
inclusion of undeclared destructive capabilities in information and communication technology; 3)
the difference in the levels of information and communication technologies in use, and in their
security, in different States (“digital inequality”); 4) the difference in national legislation and
practices as regards the formation of a secure and quickly restorable information infrastructure.

However, again we have to admit that in the concept the principles of the draft convention
there is not spelled out in detail plan of international cooperation in the fight against cybercrimes,
except for actions against terrorists. The inclusion into the concept of the Convention Ch. 5
“International cooperation in the field of international information security " is a positive sign, but
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measures of international cooperation in this area seem to be clearly insufficient for the effective
functioning of the system of international security since they only assume “exchange best practices
on the prevention, legal investigation, and the liquidation of consequences of crimes, including
those related to terrorism, involving the information space", “consultations on the issues of
activities in the information space, which can cause the concern of the participating States, and
cooperation regarding the settlement conflict situations of a military nature ". At the same time,
these forms do not take into account the need for operational interaction of law enforcement bodies
on a wide range of issues.

Thus, the provisions of the concept of the UN Convention on the provision of international
information security are of a sufficiently compromise nature and are oriented primarily to prevent
information wars and terrorism.

It should be noted, that majority of the specialized acts for the fight against cybercrimes
constitute acts of the European Union, which has one of the most developed in the world
information security systems. So, in October 1999 during the Tampere Meeting of the European
Council, it was decided on the advisability of including crimes in the field of high technologies
(high-tech crime) among crimes for which it is necessary to develop a common European approach
in terms of criminalization and sanctions. In 2001, the European Commission submitted a special
Message “Creating a secure information society through increasing the security of information
infrastructure and combating crime with using computer tools™ [Communication, 2001], which
contained proposals for legal and organizational nature to combat cybercrime in the European
Union.

The Budapest Convention on Cybercrime is of fundamental importance both for the
European Union and for the entire world community, governing global control measures with
cybercrime, which was adopted by the Council of Europe in 2001 [Convention on Cybercrime,
2001].

In the preamble to the Convention, the States — Parties outlined the purpose of its adoption:
the development, as a priority, of a common policy in the field of criminal law, focused on
protecting society from cybercrime, including through appropriate legislative acts and strengthening
of international cooperation; deterring actions against the confidentiality, integrity, and availability
of computer systems and networks and computer information, as well as against abuse of such
systems, networks, and information, by ensuring that such acts are criminalized and granting
powers sufficient to the effective fight against these crimes by helping to identify and by the
investigation and prosecution of such criminal offenses, both domestically and internationally and
by developing agreements on operational and reliable international cooperation.

The Cybercrime Convention calls for action to be taken by the participating States and at the
international level. At the national level, the development of primarily material criminal law to be
taken: development in national criminal codes norms on offenses against confidentiality, integrity
and availability of computer systems, crimes, related to networks and information, related to the use
of computer tools, data content, in violation of copyright and related right; establishment of criminal
liability of legal entities, which, however, contradicts the concepts of criminal responsibility in a
number of countries.

Thus, in the Convention on Cybercrime, cybercrimes are classified as follows: 1) offenses
against the confidentiality, integrity, and availability of computer data and systems: illegal access;
illegal interception; data interference; system interference; misuse of devices; 2) computer-related
offenses: computer-related forgery; computer-related fraud; 3) content-related offenses - offenses
related to child pornography; 4) offenses related to infringements of copyright and related rights.

Additional Protocol to the Convention on cybercrime includes a list of the following types
of crimes: 1) dissemination of racist and xenophobic material through computer systems; 2) racist
and xenophobic motivated threat; 3) racist and xenophobic motivated insult; 4) denial, gross
minimization, approval or justification of genocide or crimes against humanity). [Additional
Protocol, 2003]
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The Convention also presupposes the development of criminal procedure legislation, for
example, the need to legally secure the operational security of accumulated computer data, the
procedure for conducting a search and seizure of stored computer data. The Convention focuses on
international cooperation (chapter 3).

The general principles of international cooperation are: general principles of mutual
assistance; the possibility of cross-border access to stored computer data from the corresponding
consent or to publicly available data, mutual assistance in connection with the evaluation of stored
electronic data, mutual legal assistance to collect data on streams in real-time; network creation
24/7). Despite the presence in the considered sphere of other international acts, The Convention is
the only recognized international treaty, containing the norms of material and procedural rights to
counter cybercrime and protect freedom, security and human rights on the Internet. The provisions
of the Convention provide the basis for the interaction of states, however, as noted by the Bulgarian
researcher R. Georgieva, “The Convention does not guarantee the safety of the virtual space. Of
great importance, it will be to have its coordination with the domestic legislation of each country”
[Georgieva R., 2001].

Within the framework of the European Union, a number of programs that contribute to the
fight against cybercrime, are being developed. In particular, the Stokholm Program recommends
preparing an internal security strategy for the EU to improve the protection of citizens and to
combat organized crime and terrorism. At the regional level, in addition to the Convention on
Cybercrime, the Agreement on Cooperation of the Member States of the Commonwealth of
Independent States in Combating Crimes in the Sphere of Computer Information was adopted of
June 1, 2001. Basic idea of these documents is the definition of uniform compositions of computer
crimes that states must include in their national legislation, as well as the development of measures
to combat them. The treaties under consideration fulfill a very important role: they establish the
foundations of the jurisdiction of states in criminal matters on the Internet and the rules of
international cooperation, ensuring the consistency of the states in the fight against computer
crimes.

In general, these treaties provide for a system of interrelated international and national
measures to combat computer crimes. It is important to note, that the interaction of states in the
fight against cybercrimes requires a generalization of the legal norms of various states when
regulating the actions of the parties in the process of such struggle. In particular, the NATO Center
of Best Practices in Computer Security published the “Tallinn Manual on the International Law
Applicable to Cyber Warfare”. The main tasks are supposed to “adapt the existing legal norms in
relation to armed conflicts under the specifics of hostile activity in the virtual space”, and an
attempt to develop definitions of basic concepts in the field of computer security [Tallin Manual,
2012].

The second form of cooperation between states in the fight against cybercrime is the
creation of specialized bodies. Because an information security state is associated with its
sovereignty, then the creation of a single body that would coordinate the interaction of states to
combat cybercrime, is difficult, however, subsidiary bodies are created, guided by uniform
performance standards, generalizing the practice of different countries on issues of combating
cybercrimes. Of great importance in the interaction of the states - members of the European Union
is the activity of Europol and Eurojust, which are directly involved in the fight against cybercrime
in the European Union.

Eurojust carries out coordination of law enforcement bodies of various states on the
investigation of cybercrimes, assists in the investigation on the request of the relevant public
authority of the member states of the European Union, provides law enforcement agencies from
these countries information on ongoing investigations on cybercriminals [Eurojust casework in
2015, 2016].

Eurojust's mandate also extends to initiating criminal investigations or putting forward a
proposal to initiate an investigation to the law enforcement authorities of the EU member states and
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subsequent coordination of ongoing investigations. In addition to these bodies, possessing
jurisdictional competence in this area, the European Union creates also subsidiary bodies.

Also, on January 18, 2013, European Center on Combatting Cybercrime was officially
opened in the Hague. Its goals are the creation of the data collection and processing of data on
cybercrimes, the expertise of Internet threat assessments, development and implementation of
advanced methods of prevention and investigation of cybercrimes, preparation of new personnel,
assistance to law enforcement and the judiciary, as well as coordination of joint actions of
stakeholders, aimed at improving the level of security in European cyberspace.

The military interaction of states also requires a solution to the issue of their cooperation in
the field of organizational support for the struggle against cybercrime. Thus, in 2008, at the
initiative of Estonia, a Center of NATO Best Practices was established in Tallinn, acting as a
research and educational center and dealing with the development of key directions of coalition
capabilities in cyberspace. Also, in 2013, NATO completed its unified cyber threat response
system, which includes two Cyber Threat Response Centers (Brussels and Mons). Besides, steps are
being taken to test the effectiveness of the already established cyber-attack mitigation system, for
example, there are trainings been annually held: "Cybercoalition™, "Shield ball".

In other words, the current trend of international counteraction to cybercrime is the
expansion of the sphere of the interaction of states. Such methods as operational cooperation of law
enforcement agencies in the fight against cybercrime (Interpol, Europol, Eurojust), creation and use
of a unified database on cybercriminals, committed and planned cybercrimes (primarily working in
24/7 mode) turned into reality.

Insofar as the introduction of normative acts of both national and international character is
an insufficient step towards solving the problem of combating cybercrime, in this case, we need
special knowledge in the field of information technology and software. A single global act
governing the procedure for countering cybercrimes has not been developed, but the international
community within the framework of the regional cooperation takes measures to regulate
legislatively the actions of subjects in cyberspace, to combat cybercrime.

If we speak about legal features of countering cyberterrorism in foreign law in the context of
the development of the modern information space, it was noted that such principles of IT
technologies as openness and general accessibility are widely used by terrorist organizations for
their criminal purposes.

An analysis of foreign legislation suggests that in most countries of the world there is no
special corpus delicti - cyber terrorism. At the same time, the reference to the use of IT technologies
in the spread of ideas of terrorism is fixed as an aggravating circumstance. One can come to the
conclusion, that there is no consensus in legal doctrine regarding including cyber-terrorism into
criminal law at national level. Two types of cyber-terrorism can be determined, proceeding from
types of actions taken: hybrid and pure one. In the first case, it is the use of the Internet for terrorist
activities: propaganda, recruiting supporters, training them, radicalizing society, collecting funds,
obtaining data, communicating, planning real terrorist attacks. In the second case, these are direct
attacks on cyberinfrastructure in order to achieve political, religious and ideological goals.

More and more industrial facilities are operated from remote computers, more and more
information bases are systematized thanks to cloud programs. Simultaneously, the global network
allows you to get easy access to a large audience in the absence of censorship, thanks to which the
dissemination of information takes on qualitatively different forms. It is believed that Barry Collin
(an employee of the Institute for Security and Intelligence, California, USA) back in 1980, when
only several computers of the U.S. Department of Defense have been linked together through a
network ARPANET was the first researcher who for the first time mentioned “cyberterrorism” [B.
Collin, 1996]. Among the first attempts to use the Internet for illegal purposes were actions, made
by the group “Tamil Tigers”, which in 1998 “bombed” with electronic letters the official
institutions of Sri Lanka, calling themselves "black Internet tigers" in them. Around the same time,
sect “Aum Shinrikyo” (the data was obtained during searches at the headquarters of the
organization) was developing the possibility of intercepting control of nuclear facilities.
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For the first time about “digital Pearl Harbor "was written in 1995 [J. Lewis, 2003]. America
seemed a defenseless victim even facing the most insignificant computer actions [Weimann G.,
2005]. “Such a whipping up of hysteria had been going on for ten years, right up to the time when
G. Weimann in 2004 designed it step by step in the near future” [Weimann G., 2004].

Analysis of foreign criminal legislation also shows reluctance to introduce cyber terrorism
into national legal systems, which should not be considered as a kind of “conspiracy of silence”. In
some countries, there is only mention of the use of telecommunication systems in terrorist purposes,
which in most cases can be considered as an additional aggravating circumstance.

For example, Art. 421-1 Criminal Code of France, providing for the concept of an act of
terrorism, only complements that it will also apply to criminal acts in the field of informatics in case
of identifying their target focus. Herewith reference is made to Book Il of the Criminal Code,
establishing criminal liability for crimes in the sphere of computer information. After the
appearance of special electronic journals and sites promoting terrorist actions, Art. 421-2-5-2,
which introduced criminal liability for distribution of messages on the Internet, images, other
informational actions, including the display of deliberate attacks for life with a demonstration of
commitment to terrorist ideology was included.

Italian criminal legislation has its own specifics. So, in addition to special acts of terrorism
in the Criminal Code of Italy, there is a general rule (Art. 280), which makes it possible to refer to
terrorists practically any offense provided for by the Code, if it is was committed for that purpose.
Attention to cyber terrorism in Italy can be traced to Art. 270-quinquies of its Criminal Code,
establishing responsibility for terrorist training. In 2005 this article was introduced in the Criminal
Code of Italy, but in 2015 received an important addition - the punishment increases when teaching
with the use of IT technologies.

Thus, in some foreign countries, we can see attempts to apply measures of criminal law
enforcement with the aim of countering cyber-terrorism, however, it seems that in its current form,
this kind of regulation speaks rather about the problem statement than about its possible decision.

Much skepticism about the very phenomenon - cyber terrorism - is present in the United
States and Western Europe. Many researchers point out that at the moment there are no reliable data
on the real possibilities of terrorist organizations infiltrating into remote control systems and
damaging critically important infrastructure facilities.

In the scientific literature, there are references to annual USA national intelligence reports,
containing the assessment of cybersecurity of the country. For example, in the introductory part
Dennis Blair's 2010 report there is present an overall assessment of cybersecurity, highlighting the
prospects for the development of cybercrime. Only a passing mention is made of the ability of
criminals to interfere with remote access to critical facilities and infrastructure. At the same time,
forms of countering cyber terrorism are associated with the concept of "America's enemy" without
deciphering it. Further, where the basic characteristics of threats are given on the part of the main
terrorist organizations, there is no mention of the cyber capabilities of criminals. However, in
relation to Al-Qaeda there is made the remark about its preparation a large-scale action against the
United States in order to inflict the greatest damage to the country's economy [D. Blair, 2010].

To a large extent, public opinion about the significance of the cyber terrorism threat in the
United States is formed by the reports of the country's national intelligence service.

In 2011, James Clapper, Head of the Service, does not mention cyber terrorism as a threat at
all, presenting a general outline of the development of crimes in the field of computer information.
[Statement for the Record on the Worldwide Threat Assessment, 2011]

In 2012, the Head of National Intelligence points to the global spread of smartphones and
the development of cloud technologies for organizing information as a risk factor. But even in this
case, the term "cyber terrorism” is not used.[Statement on global Security, 2012] The close
interaction of state authorities and the private sector in the field of computer information are
indicated as an effective preventive measure.
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A 2014 report ranked cyberspace as the number one global threat and identified Russia as a
country of concern for US cyber policy and network security [Statement on Global Security, 2014]
The report clearly identifies this factor as a threat to America's interests and values.

In the 2017 report, Russia is already identified as the main threat to the US cybersecurity.
The main focus is on accusing Russia of influencing the 2016 elections (it is emphasized that such
actions could be carried out only with the consent of senior officials). Russian hackers are said to
have carried out “devastating” cyberattacks on critical US infrastructure [Statement on Global
Security, 2017]. Such forecasts are made with the aim of forming a certain public opinion for the
subsequent substantiation of additional restrictions imposed on Internet communication, the
introduction of special forms of regulation of communication technologies, and the expansion of the
powers of national special services.

R. Knake in 2017, presenting recommendations to the Trump administration, explicitly
advises considering cyberattacks as “an armed attack entailing a military response” [R. Knake,
2017]

Expert of Council on Foreign Relations, Robert Knake, cites the following statistics: out of
more than 63 thousand cases of terrorism in 2000-2010 yy, none are associated with cyber
terrorism. Al-Qaeda has never been able to carry out cyberattacks to US facilities that could lead
even to minor damage [R. Knake, 2010]. By the way, R. Knake in his expert assessments always
speaks with restraint about cyber terrorism. Already in 2015 this expert supported international
efforts on the prevention of computer crime, welcoming proposals to introduce compulsory national
responsibility states from whose territory were committed malicious cyberattacks [R. Knake, 2015].
The state should form a national legal framework so that internet service providers were required to
monitor malicious traffic and close access to it. However, at the same time, he indicated that the
proposal should be supported primarily by the United States.

The definition of cyber terrorism, presented by foreign experts in 2017 for Tunisia [M.
Zerzri, 2017], looks interesting with the aim of applying it in the activities of state authorities and
the country's special services. It highlights the following features:

o —is performed through cyberspace by individuals, groups or organizations directly
influenced by terrorist movements and / or their leaders;

o motivated by a desire to bring about political or ideological changes;

o causes violence, due to which the physical and psychological consequences can go

far beyond the immediate victim or the target of the impact.

At the same time, cyber terrorism is classified into hybrid and pure cyber terrorism. In the
first case, this is the use of the Internet for terrorist activities: propaganda, recruiting supporters,
training them, radicalizing society, collecting funds, obtaining data, communicating, planning real
terrorist attacks, in the second, direct attacks on cyberinfrastructure to achieve political, religious
and ideological goals.

Cyber terrorism in its pure form is divided into destructive and subversive. Disruptive cyber
terrorism is the destruction of information system functions to damage or destroy virtual and
physical assets. The most popular way is the use of computer viruses, worms, Trojans, and
extortion. Subversive cyberterrorism means hacking into computer networks that provide critical
infrastructure (medical care, transport, financial systems, etc.) that disrupts the normal life of
society, the state, and citizens. Attention is drawn to the fact that at present, hybrid cyberterrorism,
associated with the propaganda of terrorist ideas, training supporters, recruiting them, and preparing
them to carry out single attacks, is becoming the most widespread. The Internet, due to its openness,
also influences the structure of terrorist organizations, which are increasingly turning into a
networked community that does not have centralized control.

Hybrid cyber terrorism associated with the propaganda of terrorist ideas has the most direct
impact on the mass consciousness of citizens. In terms of the strength of the psychological impact,
the effect of it often significantly exceeds the consequences of a direct terrorist attack [M. Gross,
2016]. In the context of the instability of the socio-political situation around the world, terrorist
organizations have realized that thanks to pinpoint impacts that do not require significant financial
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costs and in-depth knowledge of computer systems, it is possible to achieve very far-reaching
results.

Conclusions

The importance of cybersecurity issues at the international level is confirmed by the fact that
with few exceptions (most notably, the Budapest Convention on Cybercrime and the not-yet-in-
force African Union Convention on Cyber Security and Personal Data Protection), international law
does not regulate cyberspace, leaving this task for. national authorities or international expert
groups.

Insofar as the introduction of normative acts of both national and international character is
an insufficient step towards solving the problem of combating cybercrime, in this case, we need
special knowledge in the field of information technology and software. A single global act
governing the procedure for countering cybercrimes has not been developed, but the international
community within the framework of the regional cooperation takes measures to regulate
legislatively the actions of subjects in cyberspace, to combat cybercrime. The current trend of
international counteraction to cybercrime is the expansion of the sphere of the interaction of states.
Operational cooperation of law enforcement agencies in the fight against cybercrime (Interpol,
Europol, Eurojust) turned into reality as well as creation and use of a unified database on
cybercriminals, committed and planned cybercrimes.

The international law of cybersecurity is just over 20 years old, it remains in a state of
formation. The great problem remains, relating to the issue of state sovereignty in cyberspace. The
absence of a unified international legal basis has led to the fact, that many States are conflicted over
the application and interpretation of key aspects of international law in the cyber context, relating to
volume and borders of rights and obligations of cyberspace users (of all types — including those who
create content and those who consume it, as well as content- and internet services- providers).
Speaking of cyberterrorism and cybercrime leads us to the issue of limitation of our human and civil
rights, which can be applied to us in the face of protection of national security. International law can
become the only system of supports and counterbalances between human rights protection in
cyberspace and firewall against hostile cyber operations at the international level.

The fight against cybercrime (and therefore also against cyberterrorism) will have a
meaningful impact only when the efforts of the entire international community to be united. The
criminalization of such actions in one country can be easily circumvented by the lack of
accountability in another. As a possible solution, one can propose to introduce a universal
jurisdiction in which the attacked state can demand investigation, punishment of the perpetrators,
and compensation for damage from the state from the territory of which the attack was carried out.

Thus, the legal framework for countering cybercrime and, particularly, cyberterrorism
through the prism of the socio-political dimension is based on the following general points:

1. Cyberterrorism is now a slightly exaggerated threat. Standard cybercrime causes more
significant damage to the economy of any state, taking into account that cybercrime is extremely
widespread.

2. All over the world there are certain discrepancies in the understanding of cyber terrorism.
Experts admit that it is often impossible to draw a line between this phenomenon and the
manifestation of ordinary cyber criminality. Traditionally, there is a broad understanding of cyber
terrorism (any use of computer networks for terrorist purposes) and a narrow one (actions aimed at
causing specific damage to infrastructure, life and health of citizens).

3. The analysis showed that, despite the applicability of the principles and norms of modern
international law to the information sphere, universalization of the existing international legal
regulation in relation to cyberspace is required, taking into account its specifics and in order to
counter effectively the use of information and communication technologies for illegal purposes. The
efforts of states to develop special rules of conduct in cyberspace are currently focused on a narrow
sphere of issues related to human rights, data privacy, etc. Not all states are interested in creating a
modern and effective mechanism for cooperation in cyberspace, openly opposing the development
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of new international legal instruments, which entails the lack of a full-fledged universal
international legal framework for cooperation in the field of cyberspace.

4. Based on the conducted analysis of doctrine and practice, the conclusion can be made
about the need to create a universal international legal framework for cooperation in the field of
cyberspace. In modern international law, cybersecurity is one of the most pressing problems
directly related to the security of the state. The difference in the approaches of states to the problem
of ensuring cybersecurity at the present stage entails the absence of an effective multilateral legal
framework for cooperation in this area.
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